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HoBble BO3MOXXHOCTWU TEXHOMOINMK
OBYXJaKTOPHOU ayTEHTUMUKaLUK
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Pewaembie npobnembl

AyTeHTudukauma — cnocod npoBepuTb NOASIMHHOCTL MOJSIb30BaTENS
nepen TeM Kak npegoctaBmnTb eMy OOCTYM K KopnopaTuBHOM
NHpopmMaumn.

CTtaHgapTHbIN cnocob ayTeHTUdMKaLUM — UCNOfb30BaHME Nnaponen.
© npocTbie naponu

— Ierko B3nomartb, nogobparb, yragaTb
© cnoXxHble naponu

— TPYAHO 3anoOMHUTb, OBbLIYHO 3anncbiBatOT (PUCK NepexsBaTa)

© naponu MOXHo nepeaaTb APYrMM Nonb3oBaTensam U
3MTOYMbILUSTIEHHUKAM — HET ayTEHTUYHOCTM

© naposm MOXHO nepexBaTuTb
© nonb3oBaTenu 3abbiBalOT Naponn — Harpyska Ha help desk

Bce 3710 Bbi3biBaeT puckn HC1 K KPUTUYHbLIM AAHHbIX!
RSA|
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KpaTknn 0630p TEXHOMNOrMn

O [ByxdraktopHasa ayteHTudpukauma RSA SecurlD
obecneynBaeT ropasgo 6oriee HageXHbI YPOBEHb
NPOBEPKN MOASIMHHOCTU NONb3oBaTenNd, YeM OObIYHbIE
naponu.

OByxdakTopHasa ayTeHTUhMKauus

(o @ 1159 15¢ "59")
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3alwmTa gocTyna K KpUTUYHBIM MPUNOXKEHNAM

RSA SecurlD — gByxdakTtopHas ayTeHTUuKauna

icnonb3yeTtca onga 3awmThbl:

VPN

* Web npunoxeHuin, noptanos (online banking)
* TepMuHarnbHbIX cepBepoB Citrix, Windows

* AOCTYyNa npmnsBuUiermpoBaHHbIX nosib3oBaTteneun

* DEeCnpoBOaHbIX CETEN

* NOKaribHOro JOCTYyMna K pabo4ymm CTaHUUSM

I T =k )

Passcode:
/082 6883
| Re-enter PIN | | Copy |
SecuriD’

SecurlD®




SecurlD — coBMectTMmmocCTb

© SecurlD «n3 kopobkun» pabotaeT ¢ 6onee yem 350 napTHEPCKUMM
npoaykTamu, BKIovas

— Beb-cepBepbl (Oracle Application Server, Microsoft IIS, Apache n gp.)
— VPN un npouune ceteble ycTponctea (Cisco, CheckPoint, Microsoft n ap.)
— TepmuHanbHbIx cepepos (Citrix, Microsoft)

— OC Windows

© Ectb API, nossonsowee BcTpoutb SecurlD npaktnyeckun B nobyro cuctemy

ol I lol I s ’ symantec. CITR!xﬁ ORACLE Microsoft

cisco
] ] ] 2 e — —  d— :
Qduniper  EMC T2 nNowa  @Sun
3 Check Point Z I]efa | Gt iyn Novell
Npache RSA .

The Security Division of EMC
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Secure One-Time Password

Kak pabotaeT ayteHTudunkaumna RSA SecurlD®

Cepsep BbluncnsieT Passcode

Nonb3oBaTenb BBOAUT L
Passcode Authentication

(PIN + token code) Agent

/
v

6 . IS

@ wum

Authentication
Manager

User Authenticated!

AyTeHTUdUKaTop reHepupyeT Kaxabin 60 cek. HOBbIU

pass code :
RSA

The Security Division of EMC
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RSA SecurlD

USERID: ivanov
PASSCODE: 2468234836

TOKENCODE -

CMeHsAeTca — ,
Kaxxgble 60 cek. FEI RSA Yachil,
\J SecurlD® = CUHXPOHN3OBaHHbLIE
c UTC / GMT
Anropwu
YHUKanbHOe YUCHOo — bDarape:
seed — HaYanbHbIN RSA 2
8 BEKTOp reHepauuu

The Security Division of EMC



Kak paboTatot reHepatopbl OTP (One Time Password),

CUHXPOHN3NPOBAHHbIE MO BPEMEHU?

159759 Same OTP

< »

a Aigorithm Agorithm
(X 1159 159) :
- = |[fme | |SameTims

© T[eHepaTtop (bpenok) coaep>XUT BCTPOEHHbIE BbICOKOTOYHbIE Yachl, KOTOPbIE
kaxkable 60 ceKk. MICNoNb3yHTCA ANS BbIYUCIIEHUSI HOBOIO NMaporns

(> rlpaKTI/I‘-IeCKI/I HEBO3MOXHO MNMepexBaTtnTb 3TOT MNapoJib, T.K. OH yXe HE
aencreButerneH 4epe3 ogHy MNHyYTY

© Brtopou napameTp, Ucnosib3yemMbln Ans reHepauum ogHopa3oBoro napons —
BEKTOP HayanbHon nHuumnanmsaunm (Seed). OH “npowmBaeTtcsa’ B reHepaTope
Npu ero NponM3BoACTBE.

© [lnsa ayteHTndomnkaumm, cepsep Authentication Manager Takke BblYUCNAET
TEKYLLWIM naponb Mnosib3oBaTens Ncnosb3ys nokasaHMa CUCTEMHbLIX YacoB U
HaYarnbHbIW BEKTOP MHMLMaNMU3aunm (C KaxxablM annapaTtHblM TOKEHOM
nocTtaBnsieTcs doann ¢ Seed, KOTOPbLIW 3arpy>kaeTca B CepBep)

RSA|
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AyTteHTudukatopbl RSA SecurlD




RSA SecurlD

Yempoucmea aymeHmugbukauuu

© bBonblioe pasHoobpasne BUOOB YCTPOWCTB

EEIY- I OWh Acoess | TEMEZI] s futoFll Code | % Opborm B Gatbing Started

— Key fob (TokeHbI)

- —r—— -
f [ fon e
| 7082 6883

— KapTtbl

— Pin Pad

— PC

— KI1K Palm

— MobunbHble TeENEedOHBLI

— CwmapT-kapTbl/USB
© AyteHTudpukauma Zero-footprint

— He TpebyeTtca nHcTannauum NporpaMmMHoOro
obecrneyvyeHunst (TOSIbKO TOKEHbI)

© [lpocCTbl B UCNONb30BAHUM U NMPK 0ByYeHUM

© HaubGonee LIMPOKO NPUMEHSIEMOE peLleHne
AN ayTeHTUdukauum

RSA|
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TpaanymoHHble annapaTtHble SecurlD

ayTeHTUdunKauTopbl

SID200

CDopmaT — KJflaCCN4YeCKMne KapToyku

SID520 — RSA SecurlD® SID200 — Classic Card
— RSA SecurlD® SID520 — Pin Pad

— RSA SecurlD® SID900 — Transaction
Signing

RSA Securll

EYsecurio .:_—-—““IEHEE.} )|

SID900 R
S =g, 3

. SID700

' i ‘l 3_‘ \
®opmart “6penkos” @ ﬁ’g P
— RSA SecurlD® SID700 — 6pernok =

SID800
— RSA SecurlD® SID800 — USB / Hybrid Smart
Card

RSA|

The Security Division of EMC
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RSA SecurlD SID700 Authenticator

© bonee BbICOKOE KA4eCTBO U HAOEXKHOCTb
— YCOBepLIEHCTBOBAHHbLIN ANU3aWH

© YnobcTBO M NPOCTOTa UCMOSb30BaHUA BMECTE C YMEHbLUEHHBbIMU
pasmepamMmu yCTPoOMCTBa M pacLUMpeHHbIM PYHKLMOHANbHbLIM
9KpaHOM

© [logoepxka co-branding TOKeEHOB — HaHeceHKe norotuna dbaHka

© Kcnonbayet Authentication Manager Bepcumn 5.1 unu Belwe

RSA|
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RSA SecurlD SID800 Authenticator

© OpgHOo XpaHunuue anst MHOXKeCTBa TUMNOB YAOCTOBEPEHNN
— duHamunyeckn nameHsaemble OTP,Ceptudomkatsl u Naponu
— CMeLlleHHble cpeabl ayTeHTudukaummn ana Enterprise, Remote & Web goctyna

— Uwudpposble nognucu n croxkHasa Kpuntorpadgus
© 3awuTta MHBECTMUMIN KNWEHTa Yepes3 MacLTabnpyemocTb

— PasBepTbiBante OTP TOkeHbl 1 BbIDOPOYHO 3agaBanTe apyryto
dYHKLUMOHANbHOCTb

— Hanunune JAVA nogaepxmBaeT yBepPEHHOCTb B COBMECTMMOCTU C ByayLmmm
NPUIIOXEHNSMU U pacCLUUPEHNSIMUN

© [lpocTtoTa ncnonb3oBaHUS

— npOFpaMMHbIIZ KOO OOCTYyrMna TOKeHa yMeHbLUaeT Kormm4ecTtBO BBOAUMbIX
nornb3oBartesriemMm CMMBOJ10B

The Security Division of EMC
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HoBasa Bepcua RSA SecurlD 800

© YeTBepTOe NokorieHne annapaTHbIX

ayTeHTI/ICbI/IKaTOpOB N NPOorpaMmmMmHbIX KIMEHTOB
RSA Authentication Client 3.5

— SecurlD 800 “Revision D” (SecurlD 800 Client Software)
— RSA Authentication Client 3.5 e - e |
. . ksl
© Mopaepxkka kmtodein 2048-bit T —
— Hosoe TpeboBaHne NIST HaunHas c 2010 wi P
O Jlyywas B cBOeM Kracce Npou3BoAUTENbHOCTb N -
. . | 1; Apphica
© TecHas nuterpauusa ¢ Microsoft Windows m
— Windows 7 / Server 2008 R2 -
7 | ,.-_____ . -a
— Microsoft Forefront Identity Manager 2010 («ﬁ-_@ ) )[-_f .9 -
— BitLocker to Go |
— DirectAccess SecurID 800 “Rev D”

(USB Hybrid Authenticator)
© HosbI rpadunyeckun nHTepgenc

O LleHTpanusoBaHHOe ynpaBreHne NonmMTuKamm ,
RSA
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CoBmecTtumocTb ¢ Microsoft Smart Card Framework u

noggepkka «u3 kopobkm» Microsoft environments

© Apxutektypa “Minidriver”
—  HeT «TonCTbIX» KIIMEHTOB, HE HY>XHO 3aMeHATb CSP

—  WcnonbeayeTtca cyuwecTteyowmn Microsoft Base Smart
Card CSP

© [logpepxka pasnnyHbix Bepcusa OS
—  Windows XP (32-bit)
—  Windows 2K3/2K8 (32/64-bit)
— Vista / Windows 7 (32/64-bit)

© CosmectumocTb ¢ Windows Logon

— He HyxHO meHaTb GINA (graphical identification and
authentication ) nnn Credential Provider (Vista)

— YnpasneHue smart card PIN
— Challenge / response PIN unblocking
© [logpepxka HoBenwnx TexHonorum Windows
—  Forefront Identity Manager 2010 (6biBunn ILM)
— BitLocker-to-Go
— DirectAccess

Smart card unblock
RSA RSA SecurdD (R) Authenticator 0

Please contact your administrator for instructions on how to unblock your smart card.

Ed Unblock smart card

DO9A C342 FE2D F941
T

I S

| Other Credentials || Cancel |

;; Windows Vista Enterprise

RSA
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RSA Control Center

VHmMyumueHO noHSMHAkIU r10/1b308amesibCKul UHmepgeuc u
ueHmparu3ogaHHoe yripasrieHue

Ol padunyeckni knneHt (Self-service GUI Client)

- |/|MI'IOpT n ynpasrieHne y4eTHbiMn

JAaHHbIMUN
| @:! g, Authenticator | Cheme At ) — YnpaeneHue PIN kogom
R SecuriD —  WHpopmauyus n cratyc yctpomnctsea
— . Tikesiendi ayteHTudukauymm (SID800)
g Piéice Wamtion — BbicTpbini goctyn k SecurlD tokencodes 13
« Windows Credentials .
« Name Control Center tray icon
* Detail o
OMoaynbHOCTb Y BO3MOXXHOCTb HAaCTPOWKM
] 'E Application Settings — [eaktnBaumsa\aktmBaumnsa NyHKTOB MEHIO
Ha OCHOBe LieHTpanunsosaHHon AT
Smart Card SecurlD MONUTUKA (GPO)
« Logon Sethings » Offline Days
P — O /lononHuTenbHble BO3MOXHOCTH
e — GPO-enforced (3anpeT Ha M3MeHeHue
B KOHdoMrypaunm nokanbHbIMU
agMUHUCTpaTopammn)

RSA Control Center amo onyuoHasibHbIU KOMMOHEHM

Authentication Client 3.x, komopblIl ynpowaem — YTunuta ang pewenus npobnem c

paseepmbigaHue u npedocmassisiem cepeuc TOKEHaMU

«camoobcryxueaHusi» Koe0a He pa3eepHyma —  Topgepxka HECKOMbKUX TOKEHOB
ueHmparsnu3oeaHHas cucmema Card Management .
System (CMS). RSA

The Security Division of EMC



[1porpamHble TokeHbl Ha Mobile Devices

O [lpeBpaltaeT MobunbHoe ycTponcTBo B SecurlD ayTeHTdukaunTop
O [logaepxka Bcex pacnpoCTpaHEHHbIX MOBUNBHBLIX NraTtdopm

© BlackBerry, Windows Mobile, Java Micro Edition, Symbian UIQ,
iPhone, Android (nnaH Ha 3ToT rog)

© [ll.0. yctaHaBnuBaetcs kak npunoxexune Software application installed
N “npuBaA3bIBAEeTCS” K YCTPOMNCTBY NOMNb30BaTENS

[peBpaLlaetT MobunbHoe yCTPONCTBO B ObecneunBaet 3alLMLLEHHbI

- yOaneHHbIW JOCTYN ¢ MOBUITbHOIO
RSA SecurlD Authenticator YCTPOHCTBA
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The Cryptographic Token Key Initialization
Protocol (CT-KIP)
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[1lporpammHbIv TOKeH Desktop 4.0.

,D,I/I HaMWN4YEeCKaAa akKTnBau A

© AomuHucTtpatop nepenan nons3osartesnto CT-KIP URL wn
Activation Code

O lNonb3oBaTenb 3anyckaeT NPUIoXeHne 1 BolonpaeT
“Import Token™ n “Import from Web”

O lNonb3osatenb BBoanT CT-KIP URL 1 Activation Code

#&h Import Token

Import from Weh

a Enter LIRL:
|http: ffhnbart iamshowe ase, corm: 701 3 ckkipgsed

Import from
File
Enter Activation Code:

@ | 00311992538 |

Import from Meed belp importing from web?
e h

EN

21 The Security Division of EMC



[1lporpammHbIv TOKeH Desktop 4.0.

,U,I/I HaMWN4YEeCKaAa akKTnBau A

RSA SecurlD Token

Importing token from web. ..

© 3anyckaetcs npouecc CT-
KIP anHamunyeckou

NHULUManu3aumnm I
© Ecnu paspelleHo,

nonb3oBaTeslb MOXeT e

3aﬂaTb M eT Ky (H a3 Ba H M e ) [Etgm;g%ﬂﬁg%&iffl%g successfully imported bo

I-I po rpa M M H O ro TO Ke H a Want to change token name? [ Change Mame l
O ToKeH roTtos K

NCroJib3oBaHUMIO
000031701839 | Options v | £ &2 |

Enter PIN: | | ﬂ
LENY SecuriD* ; RS >
A

22 The Security Division of EMC



[Tpnmep akTnBauUna Ha MODUIMBbHbLIX NaTtdopmax

B BlackBerry B130 for Verizon Simulator r:_l = E|

Be Edt Yew Smulste ook Help

© Java ME 2.3
© BlackBerry 3.0

Import Token from Web
nter Activation Code:
00728013868

Enter URL: https://
obart.iamshowcase.com:7
013/ctkip/services/
tkipService

SecurlD

F‘] + 5350000 - DefaultColorPhone

'... = - =

A=

(&) securiD’

23

| Actiwation Code:

[rorzan =2ed

LR
hitpacfhoban. iamshowcass, com T Jicikprse
(R[S e = ]







|El,OI'IOJ'IHI/ITeJ'IbeIe BO3MOXHOCTUN —

ayTeHTudpumkauma no 3anpocy - On-demand
Authentication

© He TpebyeT annapaTtHbIX U
NporpamMmmMHbIX YCTPOWUCTB
ayTeHTUdUKaumu

— [lepegaeT ogHoOpa30BbIM NAPOSib
(One Time Password — OTP)

yepe3 SMS mnnn no anekTpoHHOM
nouyTe

— JlermnTMMHbIN NoSib30oBaTeNb MOXET
caMm MHUUManM3npoBaTh 3anpoc Ha
reHepauuto OTP

RSA|
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On-Demand Authentication — ayTeHTMdMKaLUuMa no 3anpocy

Mone3oBarent © AyteHTudukaumsa 6e3

NCMNOMNb30BaHNA
[ocTaBka OOMOSTHNTENBbHbLIX YCTPOWUCTB
ogHopa3oBoro
napons © [lonb3oBaTenb 3anpalunsaet
\ O0oCcTyn Yyepes web-canT unum
noflyyaeT aBToMaTU4ECKN

yepes In-Line 3anpoc

* 8-pas3psgHbiu
O4HOpPa30BbLIX NapPOrb
(OTP) nocraBnsaerca Ha
MOOUNBbHbLIN TeNedoH
nonb3oBarenga yepe3 SMS
nnn email

SMS/
Email

© Bpewms xnsun OTP
HacTpauBaeTca B npegenax
1-70 MURHYT RSAI

Website

(Username/PIN) Authentication
Manager O T



In-Line On-Demand Token Authentication

5 securlD* 3

Log In MNonb3oBaTenb BBOAUT User
Luqhtumthisprutetb:drm.IF'rmdun'trumumtﬁyumlughnfarmatim. contbact your help desk or administratorg Name n PIN B none Passcode
f [rnHa PINa ot 4 no 8
user:  [bsimpson i CMMBOJIOB, YTO NO3BONSET
S — ¢ Authentication Manager otniuuur
| | | ero ot Passcode ( PIN +
R LS Tokencode > 8 cMMBOIOB ) 1

ol

nepentn B pexxum onDemand

Next Tokencode Required Cuctema nokasbisaet none Next

Wait untif the tokencode (the number on your RS54 SecurIl boken) changes, and then enter the new tokencod .
Mobes It may bake a minube or more for the tokencode to change. : i TOkeCOde

Mest Tokencode: || ,

RSA
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In-Line On-Demand Token Authentication

On-Demand Tokencode

admin@rsademod.com ?

Arranged By: Date |Mewest ontop  « *[

= Today
| admin@rsademo?.com

OreDemand Tokencode

12:00 PM

On-Demand Tokencode: 26777046 -
EXpites mLLEL use Of AU minuLes ’

«

= Yesterda Y

= admrnm rs.:n:lf:n'm .COMm Mon 2:36 PM

g roeand Tokencode

SecurlD’ 4

‘Next Tokencode Required

WWait until the tokencods (the number on your RSA SecurlD token) changes, and then enter the new tokencode,
Mote: It may take & minuke or more for the tokencode to change.

[Next Tokencode: |l sssssss

Falhegbon i M/

[Monb3oBatenb nonyyaet
onDemand Tokencode no
eMail nunn SMS

[Nonb3oBaTenb B BOAUT €ro B
none New Tokencode

RSA
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CepBepHasi 4YacTb




RSA Authentication Manager

© PyHkumn AM cepsep

31

Bbliogatb ayTeHTUMKaATOPbl AOBEPEHHBIM NULIAM

YCcTaHOBUTb U BHEOPUTL NPEeAnucaHns nonntukmn 6esonacHocTy,

3awmuiaa gocTyn K koprnopaTuBHOU ceTu, oansnam u
NPUNOXEHNAM

KoHTpormb 1 NpoTOKONMpOBaHWE perncrpanmm norib3oBaTternen

Haunbonee yHnBepcarnbHoe (BCECTOPOHHEE) PELLEHNE HA PbIHKE

ayTeHTndmnkaymu

RSA|
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RSA Authentication Manager

OCHOBHbIE MOMEHMbI

O [llpocToe pelueHne ¢ HM3KOM ObLLIEN CTOMMOCTbLIO
BriageHus

— Pennukauusa bas [aHHbIX
— [lpsamas nogoepxka LDAP (Sun One, AD)
— Web-Based Management

O YnyduweHHasa macwTabmpyemMocTb U NPOU3BOAUTENBHOCTb
— banaHcupoBka ceTeBon Harpy3ku u pennukauus 6asbl gaHHbIX

O CHwxXeHune TpygosaTtpaT U YMEHbLLUEHUE pUCKa
— Peanusaunsa BbICOKOW AOCTYMNHOCTU YCTPOUCTB

— BoccTaHoBMNeHWe aaHHbIX nocrie cboes

O CoxpaHeHune NHBecTtmnumum

— [logaepxka RSA Authentication Agents v5.x 1 Bbille

RSA|
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ba3oBada n KopnopatnBHasa Bepcumn

Base Edition Enterprise Edition
— Repica

E

© 1 Primary, 1 Replica

© Tonbko oanH Realm © [o 6 realms
© BknioyeH mogynb RSA Credential-©—Knacrepusaumst————
Manager Self Service O Bbicokasi FrOTOBHOCTb

© BkntoyeHbl moaynu RSA
Credential Manager Self
Service n Workflow
Provisioning

EN

33 The Security Division of EML



Web-Based Management

© [llonHOCTbLO OOHOBEHHbLIN
web nHTepdenc

Security Console ez Syetembsmun | Cooi,

© PaclupeHHble
BO3MO>XXHOCTW NoucKa

© KoHTekcTHoe MeHIo

© MaHunynaumsa
OAHOBPEMEHHO
HEeCKOJIbKUMM 0D BbeKTaMu

Coprright &0 754 - 2004 55 Ssarty Ins, Allrights rassrved

© PoneBoe © Utor: ObneryeHHoe
a,EI,MI/IHI/ICTpI/IpOBaHI/Ie a,ﬂMVIHVICTpVIpOBaHVle

© EcTb nHTEpdenc
KOMaHOHOW CTPOKU

© Javaun C# API’s RSAI

34 The Security Division of EMC



Jlokannsauus

© B0O3MOXHOCTb NOJIHOU S —
nokanmaaumm Kak
agMWUHUCTPATUBHOIO et ] [ save
NHTEpPdEenca, Tak u —
nHTEpdelica o ———
nonb3oBaTeneun ] Language: e e 50 ]
(SelfService Console) =

O Jlokanusauna ceoguTcs e

[ security Console e M |

NPOCTO K rnepesoay 1eroB C e
TEKCTOBOM paune [ ———
PECYPCOB.

P cowles - A propos che la tomaole.

RSA|
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[lokymeHTaumns

[NoapoOHoe onncaHme TEXHOMNOrMK, NPoLUeaypbl MHCTaNMSAUNN,
aJMUHUCTPUPOBAHMSA N NITaHUPOBAHUS

NEW YORK Authantication

QGetting Started ﬂ

Remote Users o
RADILS

D Planning GUide RS54 Securll N ----------jﬁla-'—'----_"' e Fetwork Perimeter .
QMigration Guide fﬁ;“"“m:'&m - mm% %ﬁwﬁ”*
Uinstallation and Configuration @ : mm' i S5 | :

i e ] || Inaiies (G G o comation [EEDY Authentication
G ul d e i ' |~ server Managn_:r |
OAdministrator’s Guide T ﬁ{ s;;;” w6 e e |
URADIUS Reference Guide ﬁ vrssene & '@"m&ama: Network | ;

|
|
Fragal it SecurlD Rand:.r Firawel
Authenticaton Agen e, i [
Awth Agent [ /] i
: ~dnstalled. | - |~ |
1 TN Cvva CITRIX
3 L= PAM-Frotected Back Sarva |
e | P Sarvar
OWWA Eront Ena L
Legend: | R o G, ST oy - — . J— = IR i G — -
— RSA software |rstalled
o — REA RADIUS somgonent

RSA|
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KaTtanor peweHnnn RSA SecurlD

42

RSA Secured®
Partner Solutions

Suggest a Device
o4 parl of the EMC Solution Gallery The RSA Secune i
bl |

f k= tvpe. bringing over-a dozen years of

How Important iz "R SA Seaured"
Certification to your Sslution Selectlon

; Procesa?
o b2 L ———
NI factorn
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RSA Authentication Manager 8.x




Y10 HOBOIO

AM 8.0 nogaepxnBaeTt HOBbIM MeToA ayTeHTUpUKaunum RBA

RBA MOXHO ncnonb3oBaTtb 4114 crneayrLwmx npunoXeHun:
« SSL-VPN
« OWA
« SharePoint
o Citrix
» Web portals

YnyJiweHun nHtepdenc ynpasneHus

Bo3MOXXHOCTb BbIHOCA CEPBUCOB, C KOTOPbLIMU B3aUMMOAENCTBYIOT Nofb3oBaTenn B
DMZ:

« RBA

« Self-Service

« CT-KIP

PacnpocTpaHseTca Kak roToBbIM K MICNOMNb30BaHUIO NPOAYKT - annapaTHbin NUnu
BUPTYanbHbIN annnanHc
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RSA Risk Engine

[maBHOM oTnnymnTenbHom ocobeHHocTbio AM 8.0 aBnsaeTcs mexaHusm
ayTeHTUdmKaunm c ydetom paktopon pucka (RBA), koTopbin pacrno3HaeT u
yOocToBepsaeT NOoANMMHHOCTbL Mosib3oBartesien Ha 0CHOBe MHdopmMaummn ob
yCcTponcTee 1 npodune noseaeHns nonb3oBarteng.
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RBA - Risk-Based Authentication
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Multi-factor Risk-based Authentication (RBA)

Factor #1:
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User Profile [2)[a]
Marma: Jahn Smith
ldentity Source: ActiveDirectoryl
Security Domain: RSADomain Mowe |
Account Status: Enabled | Disable |
Locked Status: Unlocked
Edit Liser
Recent Activity [ 2] e~
Details | | Time Result
b Show @3 3/22/2011 11:29 EST  Authentication method failed E=
[ Show €3 3/22/2011 11:29 EST Authentication method failed
I=| Hige €3 3/21/2011 20:43 EST PIN change failed, PIN reuse detected

User *“jsmith’ in security domain *SystemDomain’ from identity
source “Internal Database’ attermpted to change pin for token
serial number "00003423 24237

b Show B 3/21/2011 10:14 EST  Authentication Method success
1 2042000 04315 EST  Authentication method warning
P Show §3 3/19/2011 18:49 EST Authentication methoed failed

| Hige 'ﬁ‘ 3192011 16:33 EST  Authentication method failed
User ‘jsmith’ attempted to authenticate using authenticator
‘SecurlD_Native'. The user belongs to security domain
‘RSADomaln’

P Show @ 3/18/2011 17:14 EST  Authentication Method success

» | Show @ 3/18/2011 12:33 EST _Authentication Method success. 28

| Show All || Hide All | Launch Activity Monitor  Run Report

User Group Membership L)l

Group Name Security Domain Notes

ITgrp RSADomain

Development RSADomain

Bedford Employees EMCDomaln

Enigma Team RSADomain

US Employees EMCDomain

4 4 | Pagel  1lerz| b bl | Displaying 1-5of 9 | Assign More | Manage

| mlﬂ"ﬂd SecurlD Tokens | ? 1 [ ]
= | Serial Number Type Status | Expiration
] oo0034232423 S1D 700 Enabled 12/18/2011
[T 00034258012 SID700 Enabled 4/11/2011
[T 000034489635 iPhone Enablad 7/24/2013
| __Disable | ¥] [ Assign More | Manage
| Oon-Demand Authentication (7))
Enabled for ODA: g
On-Demand Tokencode Destination: jsmith@Egmail.com
Expiration Date: Mone
|_ | Clear PIN | Manags
Risk-Based Authentication ][]

Enabled for RBA:
#t of Devices Registered: 2
Silent Collection Status:

Yas
. LClear Device History |
Ended on 1/22/2011

Identity Confirmation Methods

Security Questions: Configured Clear Answers
| On-Demand Authentication: Configured
| Manage
| Accessible Restricted Agents [ 7]~
I Agent Hostname | Security Domain Access Times -
| internal-rsa.na.rsa.net  RSADomain Any Time [ ]
| demo-rsa.na.rsa.net EMCDomain Sam-5pm Weekdays r
test,na.rsa. net READomaln Sam-11lpm
demo-rsa.na.rsa.net EMCDomain Gam-5pm Weekdays
best, ra. rea. et RSADomaln Sam-11lpm [w
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Web Tier Server Deployment
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RSA SecurlD:

O noBbILLIAET 3aLULLLEHHOCTb MHPOPMALIMOHHBIX PECYPCOB,
YCTPaHSAS PUCKN, CBSI3AHHbIE C MAPONAMM

O cHwxaeT 3aTpaTbl Ha obpalueHus B help desk no nosoay
3abbITbIX Naponemn

© nosbIlaeT yaoOCTBO MCNOMNb30BaHUS PECYPCOB

O cos3faeT JoBepeHHYo cpeay Ans aNeKTPOHHOro busHeca,
NoBbILLas AOBEPUE KIMEHTOB U NapTHEPOB
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