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Overview of the Command Line Interface

The KeySecure's command line interface (CLI) enables you to perform administrative functions either at
the KeySecure’s serial console or remotely using SSH on tcp port 22. Only administrator accounts with the
Admin Access via SSH access control can use the CLI. Administrator access controls are set on the
Administrator Configuration

The serial console must use a terminal emulation program such as HyperTerminal. Remote CLI
administration requires a terminal emulation program that supports SSH (PuTTY, Teraterm, or SecureCRT,
for example). The SSH client should connect to the IP address defined in the first-time initialization
process.

The CLI supports a few standard linux shell commands that allow you to perform search, cut and paste
operations.

» Ctrl-C - cancel the current command.

e Ctrl-R - search backward through the command history. Type Ctrl-R to retrieve the search prompt.
Type the first few letters of a command and press Ctrl-R repeatedly to search through the previously
executed commands that match those letters.

» Ctrl-K - delete the text from the cursor to the end of the line.
e Ctrl-U - erase the entire line.

e Ctrl-Y - pastes text erased by Ctrl-K or Ctrl-U.

 Ctrl-P - move backwards through the command history.

Use quotes when passing an argument that will contain spaces. For example, to create a certificate
request called another request, do the following:

certificate request "another request™
You can also use single quotes:
certificate request "another request”

The tab completion feature allows you to type part of a command and use the tab key to fill in the
remainder of the word. If the command is unambiguous, the CLI will fill in the rest of the command up until
the next point of ambiguity or to the end of the current word.

For example, type sh and TAB and the CLI will complete the word show, as this is the only possible ending
to that word.
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Type tim and TAB and the CLI will complete the word timezone. Type TAB again and the CLI will
complete the word set.

Because the majority of commands include multiple words, you will most likely type the beginning of one
word, press tab to complete the word, start another word, and press tab again. Tab completion is available
as long as the CLI knows you can only be referring to one word or command.

If the text you have entered can refer to multiple commands, tab completion will not work, but you can
press the return key to view the possible commands.

For example, type show sys and then RETURN and the CLI will display the commands that begin with
show sys: show system health, show system log, show system syslog.

To search for a command without executing it, type the command, or part of the command, and include
a question mark (?). The CLI will display the commands that match the pattern you typed.

For example, type sh au 1 ? onthe command line and the CLI displays show audit log and show
audit log signing.

Type system 1 ? and the CLI indicates that system log rotate is the only command that can be
called by system 1.

Include a space before the question mark. Otherwise, the CLI interprets the punctuation as part of
the command, and returns an error.

This is the default mode. It allows viewing of current configuration and system status; you cannot write to
the system. View mode requires secure shell (SSH) administration privilege.

The view mode prompt is the hostname of the KeySecure followed by #:

hostname#

Configure mode allows both viewing and configuration. The system is in configure mode when the
following prompt is displayed on the screen:

hostname (config)#
To enter config mode, type config:

hostname# config
hostname (config)#

To exit config mode and return to view mode, type exit:

hostname (config)# exit
hostname#
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Script mode allows you to create and run scripts containing view and/or configure mode CLI commands. To
enter script mode, you must first enter configure mode, then type script.

hostname# config
hostname (config)# script
hostname (script)#

The system is in script mode when the following prompt is displayed:
hostname (script)#
To exit script mode and return to configure mode, type exit:

hostname (script)# exit
hostname (config)#

There are essentially two different ways to create CLI scripts: manually or via the Script Recorder.

This is done using the command create script <script name>, as shown here:
hostname (script)# create script testscript
Perform the following actions to create the script:

1 Type OR Paste the script immediately after the question mark.

2 Press Return twice when you have finished.

After you type the command, you are presented with the above directions. You can either enter your script
line by line or create it using another editor and just paste it after the question mark. Note that when you
manually create scripts, you must format the script file correctly. For example, when scripting an interactive
command (i.e. one that asks for input), the command often prompts the user multiple times to enter input.
You must ensure that each response to a prompt for input is entered on a separate line in the script file.

The Script Recorder takes care of all such formatting issues and hence is probably the best way to
create scripts initially.

The Script Recorder is started by typing in the command record <script name> as shown here:

hostname(script)# record testscript
Recording to script testscript.

You can then type any view or configure mode CLI commands and they will automatically be written to the
script specified in the correct format.
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To stop the Script Recorder, type no record as show here:

hostname(script)# no record
Recording successfully stopped.

To execute a script, you must first load it using the command load <script name>, as shown here:

hostname(script)# load testscript
Script testscript successfully loaded.

Once loaded, a script can either be stepped through (executed one line at a time), or the entire script can
be run. To step through a script, use the command step, as shown here:

hostname(script)# step
To run the entire script, use the command go, as shown here:

hostname(script)# go

To display the current scripts that have been created on the system, use the command show script. To
display the contents of a specified script, use the command show script <script name>, as shown
here:

hostname(script)# show script testscript
If you want to delete an existing script, use the command no script <script name> as shown here:

hostname(script)# no script testscript

When you attempt to enter a command in a script that requires a certificate to be pasted in, the actual
certificate will not be stored in the script. Instead, the script will prompt you when it is run to paste in the
certificate.

Whenever a command that requires a password is executed in a script, the actual password will not be
stored in the script. Instead, when the script is run, it will prompt you to enter the password.
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Administrator Configuration

Using the CLI, you can:

view a list of all administrator accounts or view a specific account (show administrator)

view and configure Idap server settings (show ldap server administrators, ldap server
administrator, no ldap server administrator, ldap test administrator)

view and configure password settings (show password settings, password settings)

display and configure the multiple credentials settings (show credential settings
credential settings)

grant credentials, view granted credentials, and cancel grants (grant credential, show granted
credential, no granted credential)

view and edit remote administration settings (show ras settings, edit ras settings)

create, edit, and delete administrator accounts (administrator, edit administrator, no
administrator)

change passwords (passwd)
recreate the ssh key (recreate ssh key)

recreate the webadmin cert (reissue webadmin certificate).

create a new local or LDAP administrator on the system

Syntax: administrator <username>

For example:

DemoBox (config)# administrator admin2
Administrator Type:

1. Local
2. LDAP

Enter a number (1 - 2) [1]: 1

Full Name: administrator 2
Description: administrator 2

Password:

Confirm Password:

High Access Administrator (y/n) [n]: vy

Access Control - Security Configuration

Keys and Authorization Policies (y/n) [n]: vy
Users and Groups (y/n) [n]: vy

Certificates (y/n) [n]: vy

Certificate Authorities (y/n) [n]: vy
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Advanced Security (y/n) [n]: vy

SSL (y/n) [n]: vy
ProtectFile Manager (y/n) [n]: vy

Access Control - Device Configuration
NAE Server (y/n) [n]: vy
Cluster (y/n) [n]: vy
Network and Date/Time (y/n) [n]: vy
High Availability (y/n) [n]: vy
SNMP (y/n) [n]: vy
Logging (y/n) [n]: vy

Access Control - Backup & Restore
Backup Configuration (y/n) [n]: vy
Backup Keys & Certificates (y/n) [n]: vy
Backup Local CAs (y/n) [n]: vy
Restore Configuration (y/n) [n]: vy
Restore Keys & Certificates (y/n) [n]: vy
Restore Local CAs (y/n) [n]: vy

Access Control - Maintenance
Services (y/n) [n]l: vy
Software Upgrade and System Health (y/n) [n]: vy

Access Control - Administrative Access
Admin Access via Web (y/n) [n]: vy
Admin Access via SSH (y/n) [n]: vy

Warning: High access administrators may grant themselves other access rights
Administrator successfully added.

establish the multiple credential settings
Syntax: credential settings

For example:

DemoBox (config)# credential settings
Require Multiple Credentials [n]: vy
Num of Admins Required for Operations:

1: 2
2: 3
3: 4

Enter a number (1 - 3) [1]: 2
Allow Time-Limited Credentials [n]: y
Maximum Duration for Credentials (minutes) [0]: 5

As a security precaution, approval from multiple administrators
is required to commit the requested changes. These changes may
adversely affect the functionality of this device.

Current Administrator: admin
Authorization is required from 2 additional administrators
Valid Administrators to choose from:

admin2
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admin3

Administrator: admin2
Administrator Password:
Authorization successfully granted by: admin2

Administrator: admin3
Administrator Password:
Authorization successfully granted by: admin3

Changed Multiple Credentials settings

modify settings for a specified administrator
The system prompts for all user access controls.
Syntax: edit administrator <username>
For example:

DemoBox (config)# edit administrator admin2
Username [admin2]:

Full Name [administrator 2]:

Description [administrator 2]:

Password [********]:

High Access Administrator (y/n) [y]: n

Access Control - Security Configuration
Keys and Authorization Policies (y/n) [y]l: vy
Users and Groups (y/n) [vyl: vy
Certificates (y/n) [yl: vy
Certificate Authorities (y/n) [yl: v
Advanced Security (y/n) [y]: n

SSL (y/n) [yl: n
ProtectFile Manager (y/n) [y]: n

Access Control - Device Configuration
NAE Server (y/n) [y]: n
Cluster (y/n) [y]: n
Network and Date/Time (y/n) [y]: n
High Availability (y/n) [y]: n
SNMP (y/n) [yl: n
Logging (y/n) [yl: n

Access Control - Backup & Restore
Backup Configuration (y/n) [vl: vy
Backup Keys & Certificates (y/n) [vl: vy
Backup Local CAs (y/n) L[vl: vy
Restore Configuration (y/n) [yl: vy
Restore Keys & Certificates (y/n) [v]l: vy
Restore Local CAs (y/n) [vl: vy

Access Control - Maintenance
Services (y/n) [y]: n
Software Upgrade and System Health (y/n) [y]: n
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Access Control - Administrative Access
Admin Access via Web (y/n) [v]: vy
Admin Access via SSH (y/n) [v]l: vy

Administrator successfully modified.

edit the Remote Administration Settings

If you make changes to the remote administration settings via secure shell, you will be logged out of your
secure shell client after you have entered all the necessary information.

Syntax: edit ras settings
For example:

DemoBox (config)# edit ras settings
Available IP addresses:
1. All
2. 172.17.7.29
Web Admin Server 1P (1-2)[1]:1
Web Admin Server Port [9443]: 9443
Web Admin Client Certificate Authentication (y/n) [n]: n
Available IP addresses:
1. All
2. 172.17.7.29
SSH Admin Server 1P (1-2)[1]:1
SSH Admin Server Port [22]: 22
Successfully changed Remote Admin Settings.
nightly-7-29 (config)# Connection to 172.17.7.29 closed by remote host.
Connection to 172.17.7.29 closed.

grant credentials to another administrator

The duration of the credential grant cannot be longer than the Maximum Duration for Credentials (specified
in credential settings).

Syntax: grant credential
For example:

DemoBox (config)# grant credential
Grant to:
1: admin2
2: admin3
Enter a number (1 - 2) [1]: 1
Duration (minutes): 5
Allowed Operations:
Add/Modify Keys [n]: n
Delete Keys [n]: n
Add/Modify Users & Groups [n]: vy
Delete Users & Groups [n]: vy
Modify Auth Policies [n]: vy
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Modify LDAP Server for Users & Groups [n]: vy
Credential granted

display and configure LDAP administrator server settings for
primary, schema, or failover servers

Syntax: ldap server administrators <primary | schema | failover>
For example:

DemoBox (config)# ldap server administrators primary
Hostname or IP Address [everestl.qa.ingrian.com]:
Port [389]: 389
Use SSL [n]: n
Trusted Certificate Authority:
1: None
2: Known: ProtectFile_PKI_CA
3: Known: SSL-CA
4: Local: Ingrian
Enter a number (1 - 4) [1]: 1
Timeout (sec) [3]: 3
Bind DN: cn=Administrator, cn=Users, dc=win, dc=ga, dc=ingrian, dc=com
Bind Password: ***xx**x
LDAP administrator server successfully saved.

connect to the failover or primary LDAP server and print
connection debugging information

Requires config mode
Syntax: ldap test administrators <primary | failover>
For example:

DemoBox (config)# ldap test administrators primary
Testing LDAP Administrator Directory Default
Primary Server

—————————— BEGIN TEST ---——————-

Idap_create
Idap_url_parse_ext(ldap://volvo.ga.ingrian.com:389)
Idap_bind

Idap_simple_bind

Idap_sasl_bind

Idap_send_initial_request

Idap_new_connection 1 1 0

Idap_int_open_connection

Idap_connect_to_host: TCP volvo.qa.ingrian.com:389
Idap_new_socket: 25

Idap_prepare_socket: 25

Idap_connect_to_host: Trying 172.17.6.102:389
Idap_connect_timeout: fd: 25 tm: 3 async: O
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ldap_ndelay on: 25

Idap_is_sock ready: 25

Idap_ndelay off: 25

Idap_open_defconn: successful
Idap_send_server_request

Idap_result Id 0x91694d0 msgid 1
Idap_chkResponseList Id 0x91694d0 msgid 1 all 1
Idap_chkResponseList returns Id 0x91694d0 NULL
waitdmsg Id 0x91694d0 msgid 1 (timeout 3000000 usec)
waitdmsg continue Id 0x91694d0 msgid 1 all 1
Idap_chkResponseList Id 0x91694d0 msgid 1 all 1
Idap_chkResponseList returns Id 0x91694d0 NULL
Idap_int_select

readlmsg: Id 0x91694d0 msgid 1 all 1

readlmsg: Id 0x91694d0 msgid 1 message type bind
new result: res errno: 0, res_error: <>, res_matched: <>
readimsg: Id 0x91694d0 O new referrals

readlmsg: mark request completed, Id 0x91694d0 msgid 1
request done: Id 0x91694d0 msgid 1

res_errno: 0, res_error: <>, res_matched: <>
Idap_free_request (origid 1, msgid 1)
Idap_free_connection 0 1

Idap_free_connection: refcnt 1

Idap_parse_result

Idap_msgfree

Idap_free_connection 1 1

Idap_send_unbind

Idap_free_connection: actually freed

——————————— END TEST --—---—————-

Successfully connected to user directory

delete an administrator
Syntax: no administrator <username>

For example:

DemoBox (config)# show administrator
admin
admin2
admin3

DemoBox (config)# no administrator admin3

As a security precaution, approval from multiple administrators
is required to commit the requested changes. These changes may
adversely affect the functionality of this device.

Current Administrator: admin
Authorization is required from 1 additional administrator

Valid Administrators to choose from:
admin2
admin3
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Administrator: admin2
Administrator Password:
Authorization successfully granted by: admin2

Administrator successfully removed.
DemoBox (config)# show administrator
admin
admin2
cancel an existing credential grant

Syntax: no granted credential <credential #>

For example:

DemoBox (config)# show granted credential

1. Grant to: admin2
Grant by: admin
Expiration: Fri Dec 17 16:15:16 2010
Allowed Operations: Add/Modify Users & Groups

2. Grant to: admin3
Grant by: admin
Expiration: Fri Dec 17 16:16:24 2010
Allowed Operations: Add/Modify Keys, Delete Keys

DemoBox (config)# no granted credential 1
Credential removed

DemoBox (config)# show granted credential

1. Grant to: admin3
Grant by: admin
Expiration: Fri Dec 17 16:16:24 2010
Allowed Operations: Add/Modify Keys, Delete Keys

delete the LDAP settings for the primary, schema or
failover servers

Syntax: no ldap server administrators <primary | schema | failover>
For example:
DemoBox (config)# no ldap server administrators failover
Cleared LDAP administrator server failover properties
change your password
Syntax: passwd
For example:

DemoBox (config)# passwd
Username: admin
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Current Password:
New Password:
Confirm New Password:

Password successfully changed.

edit the password settings for all administrators
Requires config mode
Syntax: password settings
For example:

DemoBox (config)# password settings
Enable Password Expiration (y/n) [n]: vy
Maximum Password Age (days) [0]: 180
Enable Password History (y/n) [n]: vy
Num Passwords to Remember [0]: 5
Minimum Password Length [8]: 8
Must Passwords Contain At Least One:
Lower Case Letter (y/n) [n]: vy
Upper Case Letter (y/n) [n]: vy
Number (y/n) [n]: vy
Special Character (y/n) [n]l: vy
Password settings successfully saved.

recreate the Secure Shell key
If you execute this command from a secure shell client, the system will log you out of your SSH session.
Syntax: recreate ssh key
For example:

DemoBox (config)# recreate ssh key

Are you sure you want to recreate the SSH key? (y/n) [n]: vy

SSH key successfully re-created.

DemoBox (config)# Connection to 172.17.7.29 closed by remote host.
Connection to 172.17.7.29 closed.

recreate the web administration certificate

This action is performed when initializing the device. The optional duration parameter allows you to specify
in days the duration that the webadmin certificate is valid.

Syntax: reissue webadmin certificate <certification duration>
For example:

DemoBox (config)# reissue webadmin certificate 10
Are you sure you want to reissue the cert? [n]: y
Warning: Please quit your browser now to use web certificate
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Web administrator certificate successfully re-issued.

view the settings for a specific administrator

Syntax: show administrator to view a list of all administrator accounts
show administrator <username> to view a specific account

For example:
DemoBox# show administrator

admin

admin?2

admin3
DemoBox# show administrator admin2
Username: admin2
Administrator Type: Local
Full Name: administrator 2
Description: administrator 2

Password Expiration: Password must be changed after next login
High Access Admin: yes

Access Control - Security Configuration
yes - Keys and Authorization Policies
yes - Users and Groups
yes - Certificates
yes - Certificate Authorities
yes - Advanced Security
yes - SSL
yes - ProtectFile Manager

Access Control - Device Configuration
yes - NAE Server
yes - Cluster
yes - Network and Date/Time
yes - High Availability
yes - SNMP
yes - Logging

Access Control - Backup & Restore
yes - Backup Configuration
yes - Backup Keys & Certificates
yes - Backup Local CAs
yes - Restore Configuration
yes - Restore Keys & Certificates
yes - Restore Local CAs

Access Control - Maintenance
yes - Services
yes - Software Upgrade and System Health

Access Control - Administrative Access
yes - Admin Access via Web
yes - Admin Access via SSH
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display the multiple credential settings

Syntax: show credential settings

For example:

DemoBox# show credential settings
Require Multiple Credentials: yes
Num of Admins Required for Operations: 2
Allow Time-Limited Credentials: yes

Maximum Duration for Credentials (minutes): 5

display the existing credential grants

Syntax: show granted credential

For example:
DemoBox (config)# show granted credential
1. Grant to: admin2
Grant by: admin
Expiration: Fri Dec 17 15:48:30 2010
Allowed Operations: Add/Modify Keys, Delete Keys, Add/Modify Users

& Groups, Delete Users & Groups, Modify Auth
Policies, Modify LDAP Server for Users & Groups

display the LDAP administrator server settings, schema
properties, and the failover server properties

Syntax: show ldap server administrators
For example:

DemoBox# show ldap server administrators
LDAP Administrator Server Properties

Hostname or IP Address: [None]
Port: [None]
Use SSL: no
Trusted Certificate Authority: [None]
Timeout (sec): 3

Bind DN: [None]
Bind Password: [None]

LDAP Schema Properties

User Base DN: [None]

User ID Attribute: [None]

User Object Class: [None]

User List Filter: [None]

Search Scope: One Level

LDAP Failover Server Properties
Failover Hostname or IP Address: [None]
Failover Port: [None]
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view the password settings for all administrators

Syntax: show password settings

For example:

DemoBox# show password settings
Password Expiration: Never
Password History: Disabled

Minimum Password Length: 8
Passwords Must Contain At Least One:

Lower Case Letter: no
Upper Case Letter: no
Number : no
Special Character: no

Note: In addition to the restrictions above, passwords must contain at
least 5 different characters, cannot be based on a dictionary word, and
cannot contain too many sequential characters. Password length and
character requirements also apply to local user, cluster, and backup
passwords.

display the current remote administration settings

Syntax: show ras settings

For example:

DemoBox# show ras settings

Web Admin Server 1P: [ALl]
Web Admin Server Port: 9443
Web Admin Client Cert Authentication: Disabled
Web Admin Trusted CA List Profile: [None]
SSH Admin Server IP: [ALl]
SSH Admin Server Port: 22
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Chapter 3

Auto-logout

Using the CLI, you can:

« configure and view the automatic logout time for the current administrator for the current session
(autologout, show autologout)

autologout - setthe number of minutes the system remains inactive prior to logging off the current
user

The autologout setting applies to the current administrator and the current session. The setting can be
between 0 and 720. Use 0 to disable the feature.

Syntax: autologout <minutes>

For example:
DemoBox (config)# autologout 45
Autologout successfully set to 45 minutes.

show autologout - display the current autologout setting for this session

Syntax: show autologout

For example:
DemoBox# show autologout
The autologout time is set to 45 minutes.
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Backup & Restore

Using the CLI, you can:
» view the backups on the device (show backup)
« create backups (backup)
« restore backups (restore backup)
« delete backups (no backup)

The same functionality is available through the Management Console.

create a system backup

After executing the backup command, the system prompts you to provide a name and description for the
file. You can specify which configurations to include.

Syntax: backup
For example:

DemoBox (config)# backup
Enter the backup name: FullBackup
Enter a backup description: Backup of all config, keys, and certs
Please indicate below which Security items are to be backed up:
ProtectFile Manager (y/n): y
Which keys would you like to back up?
1: All keys
2: No keys
3: Prompt me for each key
Enter a number (1 - 3): 1
Key Query and Options (y/n): y
Authorization Policies (y/n): y
Local Users & Groups (y/n): y
LDAP Server for Users & Groups (y/n): y
Would you like to back up all the certificates (y/n): y
Would you like to back up all the local certificate authorities (y/n): y
Known CAs, CRLs, Trusted CA Lists (y/n): y
High Security (y/n): y
FIPS Status Server (y/n): vy
Please indicate below which Device items are to be backed up:
NTP (y/n):
Network (y/n):
IP Authorization (y/n):
High Availability (y/n):
Administrators (y/n):
SNMP  (y/n):

KKK K
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Logging (y/n):
SSL (y/n):
NAE Server (y/n):
Services (y/n):
Log Signing Certificate (y/n):
Enter the backup password:
Please enter the password again:
Please pick one of the following types of backup:
1) Internal 2) FTP 3) SCP
Backup Type (1-3): 1
Backup successful.

KKK K

remove a specified system backup file
Syntax: no backup <name>
For example:

DemoBox# show backup
Internal Backup List

Backup Name Backup Date
Ful IBackup Fri Dec 17 2010 14:01:28 PST
WeeklyBackup Fri Dec 17 2010 14:00:19 PST

DemoBox (config)# no backup WeeklyBackup
Backup removal successful.

DemoBox (config)# show backup
Internal Backup List

Backup Name Backup Date
Ful IBackup Fri Dec 17 2010 14:01:28 PST

restore a backup file

You must know the backup file password. The system displays the configuration items that were included
in the backup you selected to restore. After restoring the backup, we recommend that you restart the
device. This command requires config mode.

Syntax: restore backup
For example:

DemoBox (config)# show backup
Internal Backup List
Backup Name Backup Date
Ful IBackup Fri Dec 17 2010 14:01:28 PST

DemoBox (config)# restore backup

Please pick the type of backup to restore:
1) Internal 2) FTP 3) SCp

Backup Type (1-3): 1

Enter the source filename: FullBackup

Enter the backup password:
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The following describes the backup you are going to restore:

Backup Name: FullBackup

Description: Backup of all configuration, keys, and certs

Archive Date: 2010-12-17 14:01:28

Would you like to restore this configuration item? (yes or no):

NTP

Network

IP Authorization

High Availability
Administrators

SNMP

Logging

SSL

High Security

FIPS Status Server

NAE Server

Key Query and Options
Authorization Policies
Local Users & Groups
LDAP Server for Users & Groups
ProtectFile Manager
Services

Log Signing Certificate

Certificates:
Would you like to restore all the certificates
Local Certificate Authorities:

(y/n):
(y/n):
(y/n):
(y/n):
(y/n):
(y/n):
(y/n):
(y/n):
(y/n):
(y/n):

KKKKKKKKKKKKKKKK KKK KK

Would you like to restore all the certificate authorities (y/n): y

Backup successfully restored.

Warning: Restart your system for changes to take effect.

view a list of the backup files stored on the device

Syntax: show backup
For example:

DemoBox# show backup

Internal Backup List
Backup Name
Ful IBackup
WeeklyBackup

Keys:
Would you like to restore all the keys (y/n): y
Enter the backup password again to restore this backup:

Backup Date
Fri Dec 17 2010 14:01:28

PST

Fri Dec 17 2010 14:00:19 PST
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Certificate Configuration

Using the CLI, you can:
« view certificates (show certificate)
 view certificate requests (show request)
« install certificates (certificate install)
 import certificates (certificate import)
 create a certificate request (certificate request)
« install a selfsigned certificate (certificate selfsign install)
 delete an installed certificate (no certificate)

 delete a certificate request (no request)

install a certificate
During the installation session, the system will prompt for the certificate.
Syntax: certificate install <cert name>
For example:

DemoBox (config)# certificate install "Client Cert"”
Please perform these 2 steps to install the certificate:
1) Paste the certificate immediately after the question mark
2) Press return twice when you have finished
P BEGIN CERTIFICATE-----
M1 1DozCCAougAw I BAg 1 COTEWDQYJKoZ IhveNAQELBQAWFZELMAKGAL1UEBhMCVVMX
EDAOBgNVBAQTB2sXNTAuUY2EXEDAOBgNVBACTB2sXNTAUY2EXEDAOBgNVBAOTB2sX
NTAuY2EXEDAOBgNVBASTB2sXNTAUY2EXEDAOBgNVBAMTB2sXNTAUY2EXFjAUBgkqg
hki1GOwWOBCQEWB2sXNTAuY2EwHhcNMTEwWMz 1OMDMAIMTM2WhcNMj EwMzAzMDM1MTM2
WjCBhzELMAKGA1UEBhMCVVMxCzAJBgNVBAgTAKNBMREWDWYDVQQHEWhTYW4gSm9Oz
ZTEQMA4GA1UEChMHQ29tcGFUue TERMABGALUECXMIRG 12aXNpb24XxFDASBgNVBAMT
CONsaWVudCBDZXJOMROwWGWYJKoZ ThveNAQkBFg51c2VyQGVEYWISLmMNVbTCCAS Iw
DQYJKoZ IhveNAQEBBQADggEPADCCAQoCggEBAKeQ2j rzcEF4Bk036s1Y+DrgRMQc
hRzwBWi TahtkQSNX1S jkxj iqvGEZVOR iDmarPhfmv/neMgo+CaTH8uoVThuCBKVt
rea3Kvh2116TdSsOY/VoSRA92LzMNCwV2ZduQ 1+6z7km+GOhG1yFu9939xDgDxYF
HSu3KjAdvxdCRA/ywYweEFXYEGmWanpGYPeAgb1tAYvIVOgRtDaWgXUyOGFu47n0
5ZsK6b9039h/DwTghGYEZJIKkViET8bHa4F1J4BuC25U2Vk5tUUsUCbeAqCD3Gn6Nb
RHPEG5xyrRHGHMA26JrYJXuuvRuyUOga8FxaSR7EakXkPO2wHQHN4dP8XNECAWEA
AaMgMB4wCQYDVROTBAIwWADARBg 1ghkgBhvhCAQEEBAMCB4AWDQYJKoZ I hveNAQEL
BQADggEBAI cxrbECLXyo/WbTODVIFLTdyCxX9nPFzXaE2Y9K/Ns2Jsnz34MQ72mK
bgj27XZGyeTVAvcDYHPDQiIEEnk/p5AiKqorCla0dVzEvHANEQS5mSCJa8AODPvtme
DOPFTA/270YHgXoMS50pg0sXGYOJOPjtZXwauxJzjZi19KyYZ9zbEXi rApVMNj4v
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ZWd3p3MdQIEkgZvbXjaBjmFpRy5cgq/Vz9TZa7SJuoz1AEAX/5VhUIKIZUY8IHYA
5s5zVXhRZ2zDMJ5Pbd3nw6ccDhNvBj47PhO9HXMY FdFgFgFNIw/LNO2sr71cCzk7M
9GLog8cldeSOLoxIxgkuCf6HXzaK18M=

----- END CERTIFICATE-----

Warning: Certificates should be backed up for protection
Certificate successfully installed.

import a certificate
Syntax: certificate import
For example:

DemoBox (config)# certificate import
Please pick the upload option for uploading your certificate:

1) Console Paste (PEM certs only)

2) FTP

3) SCP
Upload Type (1-3)?: 1
Enter cert name: TestThree
Enter the password protecting the private key:
Please perform these 2 steps to finish importing a PEM encoded
certificate and key:

1) Paste the PEM encoded certificate and private

key (in any order) immediately after the question mark

2) Press return three times when you are done
P BEGIN CERTIFICATE-----
M1 1DozCCAougAw I BAg I COIEWDQYJKoZ ThvcNAQELBQAWTFZELMAKGALUEBhMCVVMx
EDAOBgNVBAQTB2sXNTAuUY2EXEDAOBgNVBACTB2sXNTAUY2EXEDAOBgNVBAOTB2sX
NTAuY2EXEDAOBgNVBASTB2sXNTAUY2EXEDAOBgNVBAMTB2sXNTAUY2EXF JAUBgkq
hkiGOWOBCQEWB2sXNTAuY2EwHhcNMTEwMz I OMDM1IMTM2WhcNM j EwMzAZzMDM1MTM2
WjCBhzELMAKGA1UEBhMCVVMxCzAJBgNVBAg TAKNBMREWDWYDVQQHEWhTYW4gSm9z
ZTEQMA4GA1UEChMHQ29tcGFUueTERMASGALUECXMIRGI2aXNpb24xFDASBgNVBAMT
CONsaWVudCBDZXJOMROwWGwWYJKoZ ThveNAQkBFg51c2VyQGVEYWISLmNVvbTCCAS Iw
DQYJKoZ IhvcNAQEBBQADggEPADCCAQoCggEBAKeQ2j rzcEF4Bk036s1Y+DrgRMQc
hRzwBWi TahtkQSNX1Sjkxj 1qvGEZVORiDmarPhfmv/neMqo+CaTH8uoVThuCBKVt
rea3Kvh2116TdSs0Y/VoSRA92LzMNCwV2ZduQ 1+6z7km+G9hG 1yFu9939xDqDxYf
HSu3KjAdvxdCRA/ywYweEFXYEGmWanpGYPeAgb1tAYvIVOgRtDaWgXUyOGFu47n0
5ZsK6b9039h/DwTghGYEZJkViET8bHa4F1J4BuC25U2Vk5tUUsUCbeAqCD3Gn6NDb
RHPEG5xyrRHGHMA26JrYJIXuuvRuyUOqa8FxaSR7EakXkPO2wHQHN4dP8XnNECAWEA
AaMgMB4wCQYDVROTBAIwWADARBg I ghkgBhvhCAQEEBAMCB4AWDQYJKoZ lhveNAQEL
BQADggEBAI cxrbECLXyo/WbTODVJIFLTdyCxX9nPFzXaE2Y9K/Ns2JIsnz34MQ72mK
bqj27XZGyeTVAvcDYHPDQiEEnk/p5AiKgorCla0dVzEVHANEQS5SmSCJa8AODPvVEme
DOPFTA/270YHgXoMS50pg0sXGYOJOPjtZXwauxJzjZi19KyYZ9zbEXi rApVMNj4v
ZWd3p3MdQI1EkgZvbXjaBjmFpRy5cgq/Vz9TZa7SJuoz1AEdX/5VhUIKIZUY8IHYA
5szVXhRZ2zDMJI5Pbd3nw6ccDhNvVB j47PhO9HXMYFdFgFgFNIw/LNO2sr71cCzk7M
9GLog8cldeSOLox IxgkuCf6HXzaK18M=
————— END CERTIFICATE-----

Certificate successfully installed.
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create a certificate request
Syntax: certificate request <cert name>
For example:

DemoBox (config)# certificate request CertTwo
Common Name: CertTwo
Organization Name: Company
Organizational Unit Name: Division
Locality Name: Chico
State or Province Name: CA
Country Name [US]: US
Email Address: user@company.com

Key Size (2048, 3072, 4096) [2048]: 2048

Warning: Certificate requests should be backed up for protection
The certificate request was successfully created (text shown below).

————— BEGIN CERTIFICATE REQUEST-----

M1 1CyDCCAbACAQAwWGY IXEDAOBgNVBAMTBON I cnRUd28XEDAOBgNVBAOTBONVbXBh
bnkxETAPBgNVBASTCERpdmIzaW9uMQ4wDAYDVQQHEwWVDaG I jbzELMAKGALUECBMC
QOExCzAJBgNVBAYTAIVTMR8WHQYJKoZ I hveNAQkBFhB1c2VyQGNvbXBhbnkuY29t
MI1B1jANBgkghk 1GOWOBAQEFAAOCAQB8AMI IBCgKCAQEAZMT7TZohCwGQDQ 10bMp
UKMAX i Fr1 TQUM9ewd6EArxDKtXm4JOkH21nFcowQrnOZPWdigpkLraacZXglaWw8m
5mHBw/gkW7MFfDOpZmK81eEi5T1dzYdtZaPwiNgp 1gQhVvoSG71wkgt+PSkGgWVvoq
muvYqdEucvp2KSxL6U/XxqFYFfAbtgbz/eSoA+B3LDKNONP1CUAEpkmLRPTtAVOThU
INQi 1A121gFmcgndTc9rrtqul EwFVOynk2sqd8Ke2YHFBT4JIXCzX/dHZhp941UE3
c2bwfPd4WKVrbOcuf4J19P2tLckqP18FBtqiFaEYgXSRGY IkKOnoFzXZg5EhFbz9
5w1DAQABOAAWDQYJKoZ IhveNAQELBQADGQEBAEZJSV I tZ4POWpXroaxc9zvoewtO
+7toLFIC80Wd i uuMkr71k3q9B121zth0+dG+9YM5E980gzbjyni 1SZviypGUoxz4
J1Qvm/tAcOu2c5sVsJIVeDJAWS j 36gwrowHa7sHsQwai J/LFLp5+W9tXMzGiBOqCH
XMYd3Ma7 iE3DMEhPGOd 10161 ieMx2cTwHha+bEM/CiNkBvgJ8j762wWBaXGtMB2R
LABHh3Qvcx6K80D8HUMyYCtS IHKGqcKwPJI5FbGNzceabAK/56azd6WOpSibKNeYW
yeZzmeS8xz29tLvsBpXxJYLOM7aCy+H/ICiQtl16a4S4h8N+yXwi+rYoZDQ=
————— END CERTIFICATE REQUEST-----

install a test certificate

This command allows you to set up a self-signed certificate. The optional duration parameter allows you to
specify in days the duration that the certificate is valid.

Syntax: certificate selfsign install <cert name> <cert duration>
For example:

DemoBox (config)# certificate selfsign install CertTwo 3056
SelT sign certificate successfully created.
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delete an installed certificate
Syntax: no certificate <cert name>
For example:

DemoBox (config)# no certificate SelfTest-selfsign
Are you sure you want to delete the cert? [n]: vy
Certificate successfully deleted.

delete a certificate request
Syntax: no request <cert name>
For example:

DemoBox (config)# no request TestOne
Are you sure you want to delete the cert request? [n]: y
Certificate Request successfully deleted.

view either specific certificate details or all installed certificates

Syntax: show certificate to view a list of all certificates
show certificate <cert name> to view a specific cert

For example:

DemoBox# show certificate
Server Certificates Installed

Name Status
SelfTest-selfsign Active
Client Certificates Installed
Name Status
Client Cert Active
SelfTest-selfsign Active
DemoBox# show certificate "Client Cert”
PROPERTIES:
Certificate Name: Client Cert
Serial Number: 0x3A51 (0)
Key Size: 2048
Start Date: Mar 24 03:51:36 2011 GMT
Expiration: Mar 3 03:51:36 2021 GMT
Issuer:
C: us
ST: k460.ca
: k460.ca
: k460.ca
ou: k460.ca
CN: k460.ca

emai lAddress: k460.ca
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Subject:

C: us
ST: CA
L: San Jose
0: Company
Ou: Division
CN: Client Cert
emai lAddress: user@email .com
Purpose:
SSL client
CRL signing
TEXT:

M1 1DozCCAougAw I BAg I COTEWDQYJKoZ ThvcNAQELBQAWTZELMAKGALUEBhMCVVMx
EDAOBgNVBAQTB2sXNTAUY2EXEDAOBgNVBACTB2sXNTAUY2EXEDAOBgNVBAOTB2sX
NTAuY2EXEDAOBgNVBASTB2sXNTAuUY2EXEDAOBgNVBAMTB2sXNTAUY2EXF JAUBgkq
hki1GOWOBCQEWB2sXNTAuY2EwHhcNMTEwMz I OMDM1IMTM2WhcNM j EwMzAZzMDM1MTM2
WjCBhzELMAKGA1UEBhMCVVMxCzAJBgNVBAg TAKNBMREWDWYDVQQHEWhTYW4gSm9z
ZTEQMA4GA1UEChMHQ29tcGFUeTERMABGALUECXMIRGI2aXNpb24xFDASBgNVBAMT
CONsaWVudCBDZXJOMROwWGwWYJKoZ ThveNAQkBFg51c2VyQGVEYWISLmNVvbTCCAS Iw
DQYJKoZ hvcNAQEBBQADggEPADCCAQoCggEBAKeQ2j rzcEF4Bk036s1Y+DrgRMQc
hRzwBWi TahtkQSNX1Sjkxj 1qvGEZVORiDmarPhfmv/neMqo+CaTH8uoVThuCBKVt
rea3Kvh2116TdSs0Y/VoSRA92LzMNCwV2ZduQ 1+6z7km+G9hG1yFu9939xDgDxYF
HSu3KjAdvxdCRA/ywYweEFXYEGmWanpGYPeAgb1tAYvIVOgRtDaWgXUyOGFu47n0
57sK6b9039h/DwTghGYEZJIkViET8bHa4F134BuC25U2Vk5tUUsUCbeAqCD3GNn6Nb
RHPEG5xyrRHGHMA26JrYJXuuvRuyUOqa8FxaSR7EakXkPO2wHQHN4dP8XnECAWEA
AaMgMB4wCQYDVROTBAIwWADARBg I ghkgBhvhCAQEEBAMCB4AWDQYJKoZ lhveNAQEL
BQADggEBAI cxrbECLXyo/WbTODVIFLTdyCxX9nPFzXaE2Y9K/Ns2JIsnz34MQ72mK
bqj27XZGyeTVAvcDYHPDQiEEnk/p5AiKgorCla0dVzEVHANEQS5SmSCJa8AODPvEme
DOPFTA/270YHgXoMS50pg0sXGYOJOPjtZXwauxJzjZi19KyYZ9zbEXi rApVMNj4v
ZWd3p3MdQI1EkgZvbXjaBjmFpRy5cgq/Vz9TZa7SJuoz1AEAX/5VhUIKIZUY8IHYA
5szVXhRZ2zDMJI5Pbd3nw6ccDhNvVB j47PhO9HXMYFdFgFgFNIw/LNO2sr71cCzk7M
9GLog8cldeSOLoxIxgkuCf6HXzaK18M=

————— END CERTIFICATE-----

view specific, or all certificate request details

Syntax: show request to view a list of all requests
show request <cert name> to view a specific request

For example:

DemoBox# show request
Certificate Requests

Name Status
SelfTest Request Pending
TestOne Request Pending

DemoBox# show request TestOne
PROPERTIES:
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Certificate Name: TestOne
Key Size: 2048

Subject:

CN=TestOne

0O=Company

Ou=Division

L=Naples

ST=Florida

C=US

emai lAddress=user@email.com

————— BEGIN CERTIFICATE REQUEST-----

M1 1CzDCCAbQCAQAWQYYXEDAOBGNVBAMTB1R I c3RPbmUXEDAOBgNVBAOTBONVbXBh
bnkxETAPBgNVBASTCERpdmIzaW9uMQ8wDQYDVQQHEWZOYXBsSZXMXEDAOBgNVBAQT
B0Zsb3JpZGExCzAJIBgNVBAYTAIVTMROWGWYJKoZ IhveNAQKBFg51c2VyQGVEYWIs
LmNvbTCCAS IwDQYJKoZ IhvcNAQEBBQADggEPADCCAQoCggEBAOUeKYM4AGKQV810
E14N3gs1J8BJgHcDepy60v8JZBCdbUL 16hxZrnY92Jkc j3gJxFXBepoZqwOPhviM
PAYz4MWZv4UDcHhngrOfe+S3pvAO5bz0sovnDNNaTVBGNEORDYKNGg+JIMCvn6h+d
7+M3ZXmHr4SinLaM9SXcW/zumPFB5U 1 7+U8sdi j Y5gGZEcUoeR6KdMzv I IKE24Gb
CCcpeeMIRYIMhIWBMU13sZSh7u+1LpywO9QMQATES82zR I x IXuGr5CvVZgmeskgF
PJsU1VyXaF0sg3HThrAxQVcR1PwwGYyE55WsBFPNBKMmWBuUlun5s/P 1K17/mPOrMH
ub3fBb8CAWEAAaAAMAOGCSQGS I1b3DQEBCWUAA4 IBAQC410J s9ODmwNsFT1QDk33Rc
0AR49jW3pm1Kd0/RzbZ/05hYVMLAJMVO2Bcpg7 I ZhdCtOc9cabBRhkinjM600XRh
JTOKhgDo19C0b8bv1LzrpKG7E0QOWWVQCTNJmSDNTH I AWbRFN2 1 IJnHAM9a6tYtAD
TQYsyb5SFfonFkL/D/DsZ2RXg3BLDCT i OKgV8Xx25ZXR2DMMLHNYzngqcULG22Htz
WzTc8jgibpPYsdTVWX1VFI5eTicsCODOYm+uPpOndX7Dn0liSil184tyHemnV+qTh
Y8rkYsVIK76TKFTns4rs8I11hgNxVwtgchOzERSgbKyV1BbOk 1POWR4v3FnbbBVXr
————— END CERTIFICATE REQUEST-----
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Certificate Authority Configuration

Using the CLI, you can:
« view a list of all CA certificate or specific certs (show ca certificate)
« view a list of local CAs or the details of a specific CA (show local ca)
< view a list of trusted CA list profiles or the details of a specific list (show ca profile)
« view the certificates signed by a CA (show signed certificate)
« install and remove a CA certificate (ca certificate install,no ca certificate)
e generate a local CA (local ca)
« install and remove a local CA (local ca install,no local ca)
* sign a certificate request (sign request)
» revoke and renew certificates signed by a local CA (certificate revoke, certificate renew)

 create and populate a trusted CA list profile (ca profile, ca profile entry, ca profile
duplicate)

* rename a trusted CA list profile (ca profile rename)
 delete a CA from a trusted CA list (no ca profile entry)

* delete a trusted CA list profile (no ca profile)

install a CA certificate
Syntax: ca certificate install <certificate name>
For example:

DemoBox (config)# ca certificate install NewCaCert
Please perform these 2 steps to install the CA certificate:
1) Paste the CA certificate immediately after the question mark
2) Press return twice when you have finished
P BEGIN CERTIFICATE-----
MI1EmjCCA4KgAwIBAg I CLtowDQYJKoZ IhvcNAQELBQAWTFZELMAKGALUEBhMCVVMx
EDAOBgNVBAQTB2sXNTAuUY2EXEDAOBgNVBACTB2sXNTAUY2EXEDAOBgNVBAOTB2sX
NTAuY2EXEDAOBgNVBASTB2sXNTAuUY2EXEDAOBgNVBAMTB2sXNTAUY2EXF JAUBgkq
hki1GOWOBCQEWB2sXNTAuUY2EwHhcNMTEWMzA4MTc1NzUOWhcNMj EwMzAyMTc1NzUO
WjB/MQswCQYDVQQGEWJIVUZEQMA4GALUECBMHQ2VYydC44NzEQMAAGALUEBXMHQ2VY
dC44NzEQMA4GA1UEChMHQ2VydC44NzEQMA4GALIUECXMHQ2VYydC44NzEQMA4GALUE
AXMHQ2VydC44NzEWMBQGCSqGS 1b3DQEJARYHQ2VydC44NzCCA1 IwDQYJKoZ I hveN
AQEBBQADgg IPADCCAgoCgg I BAMAMersrwNC1J8Cbrm9b/LavnGH I nMC3FgmOEzKt
7HBg1LBQQfk70qu+Q0j IRsy5J0wZnxFrh4admVcEz/+a57PjJJPJICNz2N8K8V+TFs
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hLMNSQB8i1HOyAPbnsbQD1SGPtsafPGCaOHsxVSdG3303gRHEUYQT jpgRFj0BsnLg
11L6GbDE]j jfl1tk7ekkwhae IHOFDVO/ul fHhHjBEAMubgD lwopMHe/xai 1tEHUZOD
ofc3TkQy7Wm+eoTnWcA+h1RVW/w3+SdTP2CeB2Ji 21 IKy7xhuxcP4Zsx00rC4DRa
MY8QCKopscEOXRCLNNIeaO4y6DMLcgUyq7ScFaRUJIF5Aa7NQNBkOMQThh+jJ1GXYn
kOdaSWdB/S5hOLAswOBI 1 1vXjpNKHI1y 1v25hVu7n4/8hDzNcg0gGo40YYQs7CRgP
1hdL+rbC29UsvHfoObSBRma4q88/90amz2Yqkg81uJ66zkX9Y40inX1zPyy3NTXV
BAHRqoVNn3W13B6Xz5vE1U3vNimhdeW4uWEBmWvYN4um+bvueVsaYZDo Il FMORoxw8
mPk3RRbRO+LbDcoDrlguqgl rV4FOjDNbQFh9pRy8zJqva5LMMIhZXuevoUousk90F
ejJJKzazZkSL7qRmstXy2grb8ArcHI0cbJrYfykGkTsW/WgRL96FsQ9DxbBMb4M4 1 F
hTAFAgMBAAG j I DAeMAKGALTUdEWQCMAAWEQYJY 1Z1AYb4QgEBBAQDAgeAMAOGCSQG
S1b3DQEBCWUAA4 IBAQA9H I xXwDAX2x/KwxsgtomgL6wz8JIBCAmFGLSBeV3+0CxxuT
€c951962s1grcYrAsL2U53aCgw7tSL4YOharm3K1gzP88gQEhQVFYN82+Vy9tuwQQ
NONnZdvneJeRwnzxk0ZokvfCroP9dYNVT42W3qdPYZcJIXu5JS7XzTNGW3QDT2Qc])
bS1jcxbTwID3HI10+/MDC4/810WONZY6y8¥26/0UqGiD4ZgsJZ8cyCAUSCYRpjVXC
JnOy6fndPgXJwmluXA/eTxDqjL5Pdea30glbgqyuDl 1Ue0ATeB3nOwQODIhQ4601
JVvI1+AoiRDDYDsTB20WCNg/k6VhEBuqDd5uRv3CXb

————— END CERTIFICATE-----

CA Certificate successfully installed.

create an empty Trusted CA List profile

The profile is only useful when populated. Populate it using the ca profile entry and ca profile
duplicate commands

Syntax: ca profile <profile name>

For example:

DemoBox (config)# ca profile ThirdProfile
Trusted CA list profile successfully added.

copy the Trusted CA List from one profile and populate the Trusted CA
list of another profile

Syntax: ca profile duplicate <source profile> <target profile>
For example:

DemoBox (config)# ca profile duplicate Default "Second Profile
Trusted CA list profile successfully duplicated.
add a CA to a Trusted CA List
Syntax: ca profile entry <profile name> <ca name>
For example:

DemoBox (config)# ca profile entry "Second Profile™ k460.ca
CA successfully added to trusted CA list profile.
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rename a Trusted CA List profile
Syntax: ca profile rename <old name> <new name>

For example:

DemoBox (config)# ca profile rename "Second Profile” SecondProfile
Trusted CA list profile successfully renamed.

renew a certificate that has been signed and revoked by a local CA

Syntax: certificate renew <local ca name> <serial number>

For example:

DemoBox (config)# show signed certificate k460.ca

Serial Number Status Subject Name

0x0 Active /C=US/ST=k460.ca/L=k460.ca/0=k460.ca/0U=k460.ca/CN=
k460.caZemai lAddress=k460.ca

Ox2EDA Active /C=US/ST=Cert.87/L=Cert.87/0=Cert.87/0U=Cert.87/CN=
Cert.87/emailAddress=Cert.87

0x335A Active /C=US/ST=CA/L=Redwood City/0O=SafeNet/OU=SafeNet
West/CN=Certificate 47/emailAddress=safenet@safenet-inc.com

0x3627 Active /C=US/ST=CA/L=Redwood City/0=SafeNet/OU=SafeNet
West/CN=Certificate 32/emailAddress=safenet@safenet-inc.com

0x3A51 Active /C=US/ST=CA/L=San Jose/0=Company/0U=Division/CN=
Client Cert/emailAddress=user@email.com

O0x3F92 Revoked /C=US/ST=SelfTest/L=SelfTest/0=SelfTest/0U=SelfT-

est/CN=SelfTest/emai lAddress=SelfTest

DemoBox (config)# certificate renew k460.ca Ox3F92
Certificate renewed successfully

DemoBox (config)# show signed certificate k460.ca

Serial Number Status Subject Name

0x0 Active /C=US/ST=k460.ca/L=k460.ca/0=k460.ca/0U=k460.ca/CN=
k460.ca/emai lAddress=k460.ca

Ox2EDA Active /C=US/ST=Cert.87/L=Cert.87/0=Cert.87/0U=Cert.87/CN=
Cert.87/emailAddress=Cert.87

0x335A Active /C=US/ST=CA/L=Redwood City/0O=SafeNet/OU=SafeNet
West/CN=Certificate 47/emailAddress=safenet@safenet-inc.com

0x3627 Active /C=US/ST=CA/L=Redwood City/0=SafeNet/OU=SafeNet
West/CN=Certificate 32/emailAddress=safenet@safenet-inc.com

0x3A51 Active /C=US/ST=CA/L=San Jose/0=Company/0U=Division/CN=
Client Cert/emailAddress=user@email.com

0x3F92 Active /C=US/ST=SelfTest/L=SelfTest/0=SelfTest/0U=SelfT-

est/CN=SelfTest/emai lAddress=SelfTest
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revoke a certificate signed by a local CA

Syntax: certificate revoke <local ca name> <serial number>

For example:

DemoBox (config)# show signed certificate k460.ca

Serial Number Status Subject Name

0x0 Active /C=US/ST=k460.ca/L=k460.ca/0=k460.ca/0U=k460.ca/CN=
k460 .ca/emai lAddress=k460.ca

Ox2EDA Active /C=US/ST=Cert.87/L=Cert.87/0=Cert.87/0U=Cert.87/CN=
Cert.87/emailAddress=Cert.87

0x335A Active /C=US/ST=CA/L=Redwood City/0=SafeNet/OU=SafeNet
West/CN=Certificate 47/emailAddress=safenet@safenet-inc.com

0x3627 Active /C=US/ST=CA/L=Redwood City/0O=SafeNet/OU=SafeNet
West/CN=Certificate 32/emailAddress=safenet@safenet-inc.com

0x3A51 Active /C=US/ST=CA/L=San Jose/0=Company/0U=Division/CN=
Client Cert/emailAddress=user@email.com

0x3F92 Active /C=US/ST=SelfTest/L=SelfTest/0=SelfTest/0U=SelfT-

est/CN=SelfTest/emai lAddress=SelfTest

DemoBox (config)# certificate revoke k460.ca 0x3F92
Certificate revoked successfully

DemoBox (config)# show signed certificate k460.ca

Serial Number Status Subject Name

0x0 Active /C=US/ST=k460.ca/L=k460.ca/0=k460.ca/0U=k460.ca/CN=
k460 .ca/emai lAddress=k460.ca

Ox2EDA Active /C=US/ST=Cert.87/L=Cert.87/0=Cert.87/0U=Cert.87/CN=
Cert.87/emailAddress=Cert.87

0x335A Active /C=US/ST=CA/L=Redwood City/0=SafeNet/OU=SafeNet
West/CN=Certificate 47/emailAddress=safenet@safenet-inc.com

0x3627 Active /C=US/ST=CA/L=Redwood City/0O=SafeNet/OU=SafeNet
West/CN=Certificate 32/emailAddress=safenet@safenet-inc.com

0x3A51 Active /C=US/ST=CA/L=San Jose/0=Company/0U=Division/CN=
Client Cert/emailAddress=user@email.com

0x3F92 Revoked /C=US/ST=SelfTest/L=SelfTest/0=SelfTest/0U=SelfT-

est/CN=SelfTest/emai lAddress=SelfTest

generate a local CA certificate
Syntax: local ca
For example:

DemoBox (config)# local ca
Enter the certificate name: NewCA
Enter the common name: NewCA
Enter the organization name: Company
Enter the organization unit name: Division
Enter the locality name: Chicago
Enter the state name: IL
Enter the country name [US]: US
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Enter the email address: user@company.com
Key Size (2048, 3072, 4096) [2048]: 2048
Please pick the Certificate Authority Type to create:
1) Self-signed Root CA
2) Intermediate CA Request
Certificate Type (1-2) [1]: 1
Enter a number of days for CA certificate duration [3650]: 3650
Enter a number of days for maximum user certificate duration [3650]: 3650

Warning: Local CA certificates must be added to a trusted CA list in order to
be recognized by the NAE Server. Local CA certificates should be backed up for
protection.

Local CA certificate successfully generated.

install a local CA

Syntax: local ca install

For example:
DemoBox (config)# show local ca TestTwo
PROPERTIES:
Certificate Name: TestTwo
Key Size: 2048
Subject:
CN: TestTwo
: Company
OuU: Division
: Boston
ST: MA
: us
emai lAddress: user@company .com
TEXT:

————— BEGIN CERTIFICATE REQUEST-----

M1 1C6DCCAdJACAQAWGYMXEDAOBgNVBAMTB1R Ic3RUA28XEDAOBgNVBAOTBONVbXBh
bnkxETAPBgNVBASTCERpdmIzaW9uMQ8wDQYDVQQHEWZCb3NOb24xCzAJBgNVBAgGT
Ak1BMQswCQYDVQQGEwWJVUzEFfMBOGCSqGS 1b3DQEJARYQAXNIckBjb21wYW55LmNv
bTCCASIwDQYJKoZ IhvcNAQEBBQADggEPADCCAQOCgYEBAN1K0691G/14141JRh21
wAlYEaXhrrEaY1lc6Imaa3X2fEPoi 1JzDsTIM8TA4Mr IMAIHBUCmAYeSVRKTZjacE
91hvB27vmzZwWAEJO/1kVLNpo31uNKGNDJ1VI5xSks12k1L3kzbiCUwpFdydBOjpxL
k3sGPoRNQWScFlzWoi+BJJaKUldh+nEsOwwFCWESrtg6x+cnxdX9+a2EQvan2p0/
T+66TPO/bOMpi8g1/Nvw/S22uR0SAmDRgtQTZtoQADJg5AQq92/aHy1/cESSE7UE
rYclhEQzTNrwyq4mh+t0jMQPaNbjt/0V+S1Tnj/tSAGK3gYuVySPD6cYeP7sJLWn
eDcCAWEAAaATMBOGCSqGS 1b3DQEJD j EQMA4wDAYDVROTBAUWAWEB/ zANBgkghki G
9wWOBAQSFAAOCAQEAWCHOWS2Z6r0/bmbx8Gax+nMghdYSVY8gz0GFKaiaOQuaDszQ
TAacP0B3Jtg7pkfzAbYJ4ANd I Waw8rwwFPyogCL1J+pAXDFr5VNInl1oM9t+gPA+wL
sxpUuY6doUnWSMBcMPgdmY 18skNWaYwDH4hArk+0n3QVyH/zEur ThSxhxQujEP3m
WaXRKDgT79HBr8rMmQVwCQta+Y28f8MxkWq3s2dgOHz3E/v3M7wB/ml FkrQtLah¥
GHQAOejywl1ER10wPg8I16QK+jEXycCbY633FAT5zLIMiko+X5EyZ/vWYVDHSYZzUyB
xZFyy 1r6/0UtKvREDOWHNNXWIcvNULemwMQLgg==
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DemoBox (config)# local ca install
Enter the Local CA request that this certificate is for: TestTwo
Enter a number of days for maximum user certificate duration [3650]: 3650
Please perform these 2 steps to install the certificate:
1) Paste the certificate immediately after the question mark
2) Press return twice when you have finished
P BEGIN CERTIFICATE REQUEST-----
M1 1C6DCCAJACAQAWGYMXEDAOBgNVBAMTB1R Ic3RUA28XEDAOBgNVBAOTBONVbXBh
bnkxETAPBgNVBAsSTCERpdmIzaW9uMQ8wDQYDVQQHEWZCb3NOb24xCzAJBgNVBAgQT
Ak1BMQswCQYDVQQGEwWJVUzZEFfMBOGCSAGS 1b3DQEJARYQAXNIckBjb21wYW55LmNv
bTCCASIwDQYJKoZ IhvcNAQEBBQADggEPADCCAQOCggEBAN1K0691G/14141JRh21
wAlYEaXhrrEaY1lc6Imaa3X2fEPoi 1JzDsTIM8TA4Mr IMAIHBUCmAYeSVRKTZjacE
91hvB27vmZwAEJO/1kVLNpo31uNKGNDJ i1 VI5xSks12k1L3kzbiCUwpFdydBOjpxL
k3sGPoRNQWScFlzWoi+BJJaKUldh+nEsOwwFCWESrtg6x+cnxdX9+a2EQvan2p0/
T+66TPO/bOMpi8g1/Nvw/S22uR0S4AmDRgtQTZtoQADJg5AQq92/aHy1/cESSE7UE
rYclhEQzTNrwyq4mh+t0jMQPaNb jt/0V+S1Tnj/tSAGK3gYuVySPD6cYeP7sJLWn
eDcCAWEAAaATMBOGCSqGS 1b3DQEJDj EQMA4wDAYDVROTBAUWAWEB/ zANBgkghki G
9wWOBAQSFAAOCAQEAWCHOWS2Z6r0/bmbx8Gax+nMghdYSVY8gz0GFKaiaOQuaDszQ
TAacP0B3Jtg7pkfzAbYJ4ANd I Waw8rwwFPyogCL1J+pAXDFr5VNInl1oM9t+gPA+wL
sxpUuY6doUnWSMBcMPgdmY 18skNWaYwDH4hArk+0n3QVyH/zEur ThSxhxQujEP3m
WaXRKDgT79HBr8rMmQVwCQta+Y28f8MxkWq3s2dgOHz3E/v3M7wB/ml FkrQtLah¥
GHQAOe Jywl1ER10wPg8I16QK+jEXycCbY633FAT5zLIMiko+X5EyZ/vWYVDHSYZzUyB
xZFyy 1 r6/0UtKvREDOWHNNXWIcvNULemwMQLgg==
————— END CERTIFICATE REQUEST-----

Certificate has been successfully installed.

remove a CA certificate
Syntax: no ca certificate <ca name>
For example:

DemoBox (config)# no ca certificate NewCaCert
Are you sure you want to delete the CA cert? [n]: vy
CA certificate successfully removed.

delete a Trusted CA List profile
Syntax: no ca profile <profile name>

For example:

DemoBox (config)# no ca profile ThirdProfile
Trusted CA list profile successfully removed.
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delete a CA from a Trusted CA List
Syntax: no ca profile entry <profile name> <ca name>
For example:

DemoBox (config)# no ca profile entry "Second Profile” k460.ca
CA successfTully removed from trusted CA list profile.

remove a specified local CA certificate
Syntax: no local ca <ca name>
For example:

DemoBox (config)# no local ca NewCA
Are you sure you want to delete the Local CA? [n]: vy
Local CA certificate successfully removed.

view the names of all CA certificates or view the details of a specific
certificate

Syntax: show ca certificate to view the list of all CA certs
show ca certificate <ca name> to view a specific cert

For example:

DemoBox# show ca certificate
CA Certificates

Name Status
Another CA Certificate Active
SelfTest-selfsign Certificate Active
DemoBox# show ca certificate "Another CA™
PROPERTIES:
Certificate Name: Another CA
Serial Number: 0x00 (0)
Key Size: 2048
Start Date: Mar 24 03:49:59 2011 GMT
Expiration: Mar 22 03:49:59 2021 GMT
Issuer:
C: us
ST: CA
L: Redwood City
0: SafeNet
ou: SafeNet West
CN: SafeNet Local CA
emai lAddress: safenet@safenet-inc.com
Subject:
C: us
ST: CA
L: Redwood City
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0: SafeNet

ou: SafeNet West

CN: SafeNet Local CA

emai lAddress: safenet@safenet-inc.com
Purpose:

SSL client & CA

SSL server & CA

Netscape SSL server & CA
S/MIME signing & CA
S/MIME encryption & CA
CRL signing & CA

MITEETCCA52gAw I BAg I BADANBgkghk i GOWOBAQsSFADCBNTELMAKGA1UEBhMCVVMX
CzAJBgNVBAgTAKNBMRUWEWYDVQQHEWXSZWR3b29k I ENpdHkXEDAOBgNVBAOTB1Nh
ZmVOZXQxXFTATBgNVBASTDFNhZmV0OZXQgV2VzdDEZMBCcGALUEAXMQU2FmZUS 1dCBM
b2NhbCBDQTEMMCQGCSQGS 1b3DQEJARYXc2FmZW5IdEBzYWZ IbmVOLWIuYy5§b20w
HhcNMTEwMz 1OMDMOOTUSWhcNM j EwMz 1yMDMOOTUSW j CBNTELMAKGALUEBhMCVVMX
CzAJBgNVBAgTAKNBMRUWEWYDVQQHEWXSZWR3b29k I ENpdHkXEDAOBgNVBAOTB1Nh
ZmVOZXQXFTATBgNVBASTDFNhZmVOZXQgV2VzdDEZMBCGALUEAXMQU2FmZUS51dCBM
b2NhbCBDQTEMMCQGCSQGS 1b3DQEJARYXc2FmZW5IdEBzYWZ I bmVOLWIuYy5jb20w
ggEiIMAOGCSgGS 1b3DQEBAQUAA4 1 BDWAWggEKAO IBAQCr7AcmvwvungAJKoVLMTLu
99tMaCiITtIIFT7F+yex+XjVxp9k09X1EHFzNhWmiGuJ/MFE6PHIIBQsSmLMN7EtNaw
TsKLn3r jSNFbHmiHN6PskJ4e/9kHQJJ1CGym98zJZuTPefuVvre/flurnixvrH/u
CaPyT7wGqEmqwhdx ID+NqO3LTeGDPGUBKr5ncNQp+m/8d5Z2zgmZbrg00+Sic3Jil
ZTFZ4Erd0OarY96k/bRaN9E34iUb10DCIRhIDpn1F/utko2dVO/RAJ tWy/VS68WX
XWbFsrfGax5u8wW8uHvx+Ztf8+yod8ngio5ixMNYnjMFTQLSz0+BR5030JvgfIUF
AgMBAAG j gFfOwgTfowHQYDVROOBBYEFDI1Z1YZ9/S629zZvKCKZe7eXZgMfMIHKBgNV
HSMEgc lwgb+AFDIZ1YZ9/S629zZvKCKZe7eXZgMFoYGjp 1 GgM1 GAMQswCQYDVQQG
EwJVUzELMAKGA1UECBMCQOEXFTATBgNVBACTDFJ1ZHdvb2QgQ210e TEQMA4GAL1UE
ChMHU2FmZU5 1 dDEVMBMGALUECXMMU2FmZUS5 1dCBXZXNOMRkwFwYDVQQDEXBTYWZI
TmVOIEXVY2Fs1ENBMSYwJAYJKoZ ThveNAQkBFhdzYWZ IbmVOQHNhZmVuzXQtawsj
LmNvbY I1BADAMBgNVHRMEBTADAQH/MAOGCSqGS 1b3DQEBCWUAA4 1BAQA/droSg58L
pxn3MANRkttcAETkG2gsDTfom49Kp7n58zFBGs+7UBUsvUe j8h05mAIKkbU7znLnt
Fwb8WdVbsQXXYvXYL5vnUrfJIFO6u3HiB/7zPFaSDul+7HDDIvgdTTg4Xa/Z7Ro4U
PuPPgcmzxiajqr7LE2dmY9PZmUA3gANnOcvhe7AB I syExXokwMr7000RGgGnKL8h4
cSeHYorP6vKXgF Il 1 i8wkyabdEr4QCnrsfF+r02vui+1BDa+Wr4MFs5JhYEWF+XRw
0ixxhv3VtjtsVgEg3BWPM9zChYOTxGHgdq l 7Ewyczx14PTVrEMN38X2HE j4KmVK2
UXRFPON1CjM2

————— END CERTIFICATE-----

display a list of Trusted Certificate Authority List profiles or view the trusted CA
list for a profile

Syntax: show ca profile to view the list of profiles
show ca profile <profile name> to view a profile’s trusted CA list
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For example:

DemoBox# show ca profile
Default
Second Profile

DemoBox# show ca profile Default
Local Certificate Authorities:
k460.ca
SafeNet Local CA

CA Certificates:
SelfTest-selfsign

view the list of all currently configured local CA certificates, or details for a
specified local CA certificate

Syntax: show local ca to view the list of all local CAs
show local ca <ca name> to view a specific CA

For example:

DemoBox# show local ca
CA Certificates

Name Status
k460.ca CA Certificate Active
SafeNet Local CA CA Certificate Active
DemoBox# show local ca k460.ca
PROPERTIES:
Certificate Name: k460.ca
Serial Number: 0x00 (0)
Key Size: 2048
Start Date: Mar 5 00:23:26 2011 GMT
Expiration: Mar 3 00:23:26 2021 GMT
Issuer:
: us
ST: k460.ca
: k460.ca
0: k460.ca
ou: k460.ca
CN: k460.ca
emai lAddress: k460.ca
Subject:
C: us
ST: k460.ca
L: k460.ca
0: k460.ca
Ou: k460.ca
CN: k460.ca
emai lAddress: k460.ca
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Purpose:
SSL client & CA
SSL server & CA
Netscape SSL server & CA
S/MIME signing & CA
S/MIME encryption & CA
CRL signing & CA

MI IEWDCCAOCgAw I BAg I BADANBgkghk 1 GOWOBAQsFADB/MQswCQYDVQQGEwJIVUZEQ
MA4GA1UECBMHazE1MC5j YTEQMA4GA1UEBXxMHazE1MC5j YTEQMA4GA1UEChMHazEL
MC5j YTEQMA4GALUECXxMHazE1MC5j YTEQMA4GALUEAXMHazE1MC5j YTEWMBQGCSQG
SI1b3DQEJARYHazE1MC5jYTAeFWOXMTAzMDUWMD I zMj ZaFwOyMTAzMDMwWMD I zMj Za
MH8xCzAJBgNVBAYTAIVTMRAWDgYDVQQ I EwdrMTUwLmNhMRAWDQYDVQQHEWd rMTUw
LmNhMRAwDgYDVQQKEwd rMTUwLmNhMRAwWDgYDVQQLEwd rMTUwLmNhMRAWDgYDVQQD
EwdrMTUwLmMNhMRYwWFAYJKoZ IhveNAQkBFgdrMTUwLmNhMI 1B 1 JANBgkghk 1 GOwOB
AQEFAAOCAQ8AMI IBCgKCAQEAKXRJNtK60galEORhIr8ge8JsQUEht2NC87 1QwhUy
5RzPWxZQPBZBwp 1 JAIRUCTr7w/msu7LVQRDaRtF8H+KMVAIFrUi EwwoKKESYTGHI
VE3AReakmkz7C+8wHXD6FQ70EdHgq i C4C5LpKESYs35yx1MwBYTSQQwsv/Y jpdxX
078d1yXHHY2J9TtIFIXXCFyBOABiIN4ci2e51x1SPipmunNta7SOM/pDgQxFy 1 rQf
8aD0+v95dsu8aBPtmUOPUWAQ IwKzn5Jp4uKXH4sbruJd4YZzkrnAKh10snhYnUEeC
YzAT jLnDsPGLYyOkmBmHxeG 1hSggB3z0StZ+bmj 1yXs63hw1DAQABo4HeMIHbMBOG
A1UdDgQWBBQfZbh8Y7XAbhYHe jvG45ATdQJIXHDCBqwYDVROJBIGjMIGggBQfZbh8
Y7XAbhYHejvG45ATdQIXHKGBhKSBgTB/MQswCQYDVQQGEWIVUZEQMA4GALUECBMH
azE1MC5j YTEQMA4GAL1UEBXxMHazE1MC5j YTEQMA4GALUEChMHazE1MC5 ) YTEQMAA4G
A1UECXMHazE1IMC5j YTEQMA4GA1UEAXMHazEIMC5j YTEWMBQGCSQGS 1b3DQEJARYH
azE1MC5jYY IBADAMBgNVHRMEBTADAQH/MAOGCSqGS Ib3DQEBCWUAA4 IBAQACEX LY
VHUreA283QgKHRTUOeOMH7+6e i 9wgKMFImYS4cnyF7JofPP5VFUSPbX97 jFn 1 k4m
4wzBNJIBbWEGECWCAsM4 j 1STvV/F1IQMX/0Vwj6+TMJHVCTZU9W+0Ymj421AL/Q9D
mvN3mD3ie51/UK5Jk4E3AN7qgkZtiOtFyq7Bn316AXMIQvPmM6RzWhwDo2BUSWCQr
CeMCa2rGDQF 1 7s2Vubx1kX89JReWWGgP1L5Smz jPRhoUoebhodc41q9w/tGWHh11
Mao6tOFCrmC8CnjYXE7m8z0SB41cOjazH5Q)V8v2FyXB7aGZcalkcPFtX6cYZYst
IW4yEVoHqZDQCbFD

————— END CERTIFICATE-----

display information about certificates signed by local CAs on the
device

If you specify a local CA after the show signed certificate command, the system will display all of the
certificates signed by that CA. If you specify a local CA and the serial number of a certificate signed by that
CA, the system will show specific certificate information for that signed certificate.

Syntax: show signed certificate <local ca name>
show signed certificate <local ca name> <serial number>

For example:

DemoBox# show signed certificate k460.ca

Serial Number Status Subject Name

0x0 Active /C=US/ST=k460.ca/L=k460.ca/0=k460.ca/0U=k460.ca/
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Ox2EDA

Ox335A

0x3627

Ox3A51

Active

Active

Active

Active

CN=k460.ca/emai lAddress=k460.ca
/C=US/ST=Cert.87/L=Cert.87/0=Cert.87/0U=Cert.87/
CN=Cert.87/emailAddress=Cert.87
/C=US/ST=CA/L=Redwood City/0O=SafeNet/OU=SafeNet
West/CN=Certificate 47/emailAddress=
safenet@safenet-inc.com

/C=US/ST=CA/L=Redwood City/0=SafeNet/OU=SafeNet
West/CN=Certificate 32/emailAddress=
safenet@safenet-inc.com

/C=US/ST=CA/L=San Jose/0=Company/0U=Division/CN=
Client Cert/emailAddress=user@email.com

DemoBox# show signed certificate k460.ca Ox2EDA

PROPERTIES:
Serial Number: Ox2EDA (11994)
Key Size: 4096
Start Date: Mar 8 17:57:54 2011 GMT
Expiration: Mar 2 17:57:54 2021 GMT
Issuer:

C: us

ST: k460.ca

: k460.ca
: k460.ca

Ou: k460.ca

CN: k460.ca

emai lAddress: k460.ca
Subject:

C: us

ST: Cert.87

L: Cert.87

0: Cert.87

Ou: Cert.87

CN: Cert.87

emai lAddress: Cert.87
Purpose:

SSL client

CRL signing
Text:

MI1EmjCCA4KgAwIBAg I CLtowDQYJKoZ IhveNAQELBQAWTFZELMAKGALUEBhMCVVMX
EDAOBgNVBAQTB2sXNTAUY2EXEDAOBgNVBACTB2sXNTAUY2EXEDAOBgNVBAOTB2sX
NTAUY2EXEDAOBgNVBASTB2sXNTAUY2EXEDAOBgNVBAMTB2sXNTAUY2EXF JAUBgkq
hki1GOWOBCQEWB2sXNTAUY2EWHhCcNMTEWMZzAAMTc1INzUOWhcNMj EwMzAyMTc1NzUO
WjB/MQswCQYDVQQGEWJIVUzEQMA4GA1UECBMHQ2VYdC44NzEQMA4GALUEBXMHQ2VyY
dC44NzEQMA4GALUEChMHQ2VydC44NzEQMA4GALUECXMHQ2VydC44NzEQMA4GALUE
AXMHQ2VydC44NzEWMBQGCSgGS 1b3DQEJARYHQ2VydC44NzCCA 1 IwDQYJKoZ I hveN
AQEBBQADgg 1PADCCAgoCgg I BAMAMersrwNC1J8Chbrm9b/LavnGHINMC3FgmOEzKt
7HBgI1LBQQFk70qu+Q0j IRsy5J0wZnxFrh4admVcEz/+a57PjJPJCNz2N8K8V+TFs
hLMNSQB8iHOyAPbnsbQD1SGPtsafPGCaOHsxVSdG3303gRHEUYQT JpqRFjOBsnLg
11L6GbDE] j f1tk7ekkwhae IHOFDVO/ul fHhHjBEAMubgD lwopMHe/xai 1tEHUZOD
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ofc3TkQy7Wm+eoTnWcA+h1RVW/w3+SdTP2CeB2Ji2i IKy7xhuxcP4Zsx00rC4DRa
MYBQCKopscEOXRCLNNIeaO4y6DMLcgUyq7ScFaRUJF5Aa7NQNBKOMQThh+j1GXYn
k0daSWwdB/S5hOLAswOBI 1 1vXjpNKHIYy Iv25hVu7n4/8hDzNcg0gGo40YYQs7CRgP
1hdL+rbC29UsvHfoObSBRmMa4q88/90amz2Yqkg81uJ66zkX9Y40inX1zPyy3NTXV
BAHRqoVn3WI13B6Xz5vE1U3vNimhdeW4uWEBmWvYN4um+bvueVsaYZDo I FMORoxw8
mPk3RRbRO+LbDcoDr1guqglrV4FOjDNbQFh9pRy8zJqgva5LMMIhZXuevoUousk90f
ejJKzaZkSL7gRmstXy2grb8ArcHIOcbJrYfykGKkTsW/WqRLO96FsQ9DxbBMb4aM4 I F
hTAFAgMBAAGj I DAeMAKGALUdEWQCMAAWEQYJY 1 Z1 AYb4QgEBBAQDAgeAMAOGCSG
S1b3DQEBCWUAA4 IBAQA9H i XWwDAX2X/KwxsgtomgL6wz8JIBCAmFGLSBeV3+0CxxuT
Cc951962s1grcYrAsL2U53aCgw7tSL4YOharm3K1gzP88gQEhQVFYN82+Vy9tuwQQ
NONnZdvneJeRwnzxk0ZokvfCroP9dYNVT42W3qdPYZcJIXu5J3S7XzTNGW3QDT2Qc]
bS1jcxbTwID3H10+/MDC4/810WONZY6Yy8¥26/0UqGiD42gsJZ8cyCAuSCcYRpjJVxc
JIn0y6fndPgXJwmluXA/eTxDqjL5Pdea30qlbqqyuDl 1Ue0ATeB3n0OwQOD IhQ4601
JVvI+AoiRDDYDsSTB20WCNg/k6VhE8ugDd5uRv3CXb

————— END CERTIFICATE-----

sign a certificate request using a local CA
Syntax: sign request
For example:

DemoBox (config)# sign request
Enter the Local CA certificate to sign this request with: k460.ca
Enter the certificate purpose of this request:
1) Server 2) Client 3) Intermediate CA

Enter a number (1 - 3): 2
Enter a number of days for the certificate duration [3631]: 3630
Please perform these 2 steps to sign the request:

1) Paste the request immediately after the question mark

2) Press return twice when you have finished
P BEGIN CERTIFICATE REQUEST-----
M1 1CyzCCAbMCAQAWGYUXETAPBONVBAMTCFNIbGZUZXNOMREWDWYDVQQKEWhTZWxm
VGVzdDERMASGALUECXMIU2VsSZIR1 c3QXETAPBgNVBACTCFNIbGZUZXNOMREWDWYD
VQQIEwhTZWxmVGVzdDELMAKGA1UEBhMCVVMxFzAVBgkghk i GOwOBCQEWCFNIbGZU
ZXNOMI 1B jANBgkghk i GOWOBAQEFAAOCAQ8AMI IBCgKCAQEA5LOY/80elTiAJanb
ZPR2WhTThINZrzmz19g5VT I FsxkU+hmhnPkgJD7/zfzKRvX45UnhES5xejyY2ieg
n421S2TQTqrGBZWI1/DP69kqTWWKNGFZ8C8SNKCZAN jnoWYBtXCmRBO2G0oX88xwo+
p6sPuXnD8nC50QBIoNi19cQeHGOk i g+Gu lGPABKY+w 1 60HsFFLA4yXhKU8jPVsxCh
OEpyL/c31HgPoeyabfj41W8Q3uquxrwtHFBSWBG/z21nmXZCz 1 j InHude jKzsKv9
AvWXe4RAB0G7JIRkgNUI TgXpUrRBwn5tw3RX4t 1 EWVV7B104cqFfscEYEanWJj71IM
94Toow I DAQABOAAWDQYJKoZ 1 hveNAQELBQADggEBACOZtDNa2NJpAunnll1vp30Yp
FXQbgOr2BYGPDPT5ajuCsy9pbOtwcqFDen0y3uxCsBQOR5uLoUg+HW+/a5ZanVoG
R94LyCm+TsAWavblbD1/87WzjkRVussQuaGBLZgex IRiHLoCBQEJjJB8XS6BDgQIB
6aswZQVKNJIUZCep4tYFI2tCxGi9F+W7 1smy 13kGgS36sT7Ltrq0Gj0o9xXqMzZmw402
NdoFU2C07t/41T5LvXCwJ+pgNhomIDI786TBGWr8 1 KAAYLuhPbcb 1d2EO7xQ39EB
+LOTDpwtoRab9MEQpFANXEVAW7ZNN1upFS/3XpXn I Xt5qpy8rOul7PonJ I pWBpBc=
————— END CERTIFICATE REQUEST-----

Certificate request successfully signed.
The signed certificate is shown below:
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M1 1DoTCCAomgAw I BAg I CP5 IwDQYJKoZ IhveNAQELBQAWFzELMAKGALUEBhMCVVMX
EDAOBgNVBAQTB2sXNTAuUY2EXEDAOBGNVBACTB2sXNTAUY2EXEDAOBGNVBAOTB2sX
NTAUY2EXEDAOBgNVBASTB2sXNTAUY2EXEDAOBgNVBAMTB2sXNTAUY2EXFjAUBgkq
hki1GOwWOBCQEWB2sXNTAuY2EwHhcNMTEwWMz 10MDQXNzQ1WhcNMjEwMzAyMDQXNzQ1
WjCBhTELMAKGA1UEBhMCVVMXETAPBgNVBAgTCFNIbGZUZXNOMREWDWYDVQQHEWhT
ZWxmVGVzdDERMABGALUEChMIU2VsSZIRIc3QXETAPBgNVBASTCFNIbGZUZXNOMREwW
DwYDVQQDEWhTZWxmVGVzdDEXMBUGCSQGS 1b3DQEJARY 1U2VsZIR1c3QwggE iMAOG
CSqGS 1b3DQEBAQUAA4 1 BDWAWgQEKAO I BAQDKVTL/W54h01AIqdtk9HZaF90Eg1imt
mbPX2DIVOUWzGRT6GaGc+SAKPV/N/MpGOTj ISeETnnF6PJjaJ6CTjaVvVLZNBOgsYF
1YJ8M/r2SpNzZYo3oVnwLx100JkA20ehZgGlcKZEHTYahfzzHCj6nqw+5ecPyclLk5
AGWg2L1xB4cbSSKr4a4gY90Epj7Aj rQewUUt3jJeEpTyMOWzEKHQSNnIv9zeUeo+h
7Jpt+PiVbxDe6q7GvCOCUHXYEb/PbWezZdkLOWOWce 7h6Mrowqg/0C9Zd7hEDzQbs
GS01SJOpe IStEHCTM3DdFFiI2URZW/sGLThyoV+xwRgRqdYmPuUz3hOi JAgMBAAGj
1DAeMAKGALUdEWQCMAAWEQYJY IZ1AYb4QgEBBAQDAgeAMAOGCSQGS 1h3DQEBCWUA
A41BAQBx19QtrhHyHu9sDoytgkmdGFDwHdcb526m6geMiQnuéMB2+pTCIkO17npT
uZPKuJd2hmHbMmm4 1 i ZPcEgF4eKJayhyzrPVkmzK91+dtq+JyGG6dXZ Iwja8MZw4P
BoTraFjXvlainfi5/cjoy8Qyx0t3mb1UJpBSpRIq7K/EPkeaCWCYPhkIFVTidJyu
JBQUaRVtplXokGxu9ryJjmgjHa9Cdxgs IDSacMyJCWvzw2Xttl lachioud4V7CLCE
LEYizvitplexy2/K220LXAjMrsWNV2EpuroL/RuhpOQ+j3YrjzBou2HjgnliXblbm
66FfFze2wpXNcxxD/E8YoZzAn4dejg

————— END CERTIFICATE-----
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Certificate Revocation List Configuration

Using the CLI, you can:

* enable, configure, disable, and view the status of the crl auto-update feature (crl auto-update,
crl settings, no crl auto-update, show crl auto-update)

e exportacrl (crl list send)

* manually update a crl (cr1 list update)

e delete acrl (no crl list)

« find a certificate on a crl (show crl entry)

« view all serial numbers on a crl (show crl list)

« view the crl settings for a CA (show crl settings)

« view the general information associated with a crl (show crl status)

enable the auto-update feature
Syntax: crl auto-update
For example:

DemoBox (config)# crl auto-update
CRL auto-update enabled successfully.

export a CRL
Syntax: crl list send <ca name>
For example:

DemoBox (config)# crl list send Local CA
Transport Method:
1) FTP 2) SCP
Enter a number (1 - 2): 1
Host: 172.17.40.247
Filename: Local CA.crl
Username: userl
Password:
Confirm password:
Success
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manually update a CRL
You must have already run the crl settings command. This command cannot be applied to a local CA.
Syntax: crl list update <ca name>
For example:

DemoBox (config)# crl list update Some_ CA
CRL updated successfully.

configure the device to automatically download the CRL for a CA

This command is only effective when Auto-Update is enabled. This command cannot be used for local
CAs.

The Next Update prompt is used to set the Next Update field in the CRL, not to change the actual
update time. The actual update time follows the normal 5:00 AM procedures.

Syntax: crl settings <ca name>
For example:

DemoBox (config)# crl settings Verisign_Class 2 Public_Primary CA - G3
Transport Method:
1) FTP 2) SCP 3) HTTP
Enter a number (1 - 3): 3
Host: crl.verisign.com
Filename: pca2-g3.crl
Enter a date as Month Day HH:MM:SS Year TZ
For example, Jan 29 00:00:00 1996 GMT
Next Update: Apr 16 23:37:00 2011 PST
Force a periodic update of the CRL? [n]: vy
Force Update Interval (min): 60
CRL settings updated successfully.

disable the Auto-Update feature
Syntax: no crl auto-update
For example:
DemoBox (config)# no crl auto-update
CRL auto-update disabled successfully.
delete the CRL published by the known CA

When you use the no crl list command with a local CA, the device renews all revoked certificates signed by
that local CA.

Syntax: no crl list <ca name>
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For example:

DemoBox (config)# no crl list Local _CA
CRL has been deleted successfully.

see if the Auto-Update feature is enabled
Syntax: show crl auto-update
For example:

DemoBox# show crl auto-update
CRL auto-update: Disabled.

see if a certificate is on a CRL
Syntax: show crl entry <ca name> <serial number>
For example:

DemoBox# show crl entry Local_CA 0x0660
Serial Number: 0x0660 (1632)
Revocation Date: Apr 21 17:55:25 2011 GMT

display the serial number and revocation date of all revoked certificates in the CRL
Syntax: show crl list <ca name>
For example:

DemoBox# show crl list Local CA
Serial Number: 0x0660 (1632)

Revocation Date: Apr 21 17:55:25 2011 GMT
Serial Number: OxOFOB (3851)

Revocation Date: Apr 21 21:54:39 2011 GMT

display the CRL settings for a CA
When you execute this command, the information you see should be similar to what is shown here.
Syntax: show crl settings <ca name>
For example:

DemoBox# show crl settings k460.ca
CA Name: k460.ca
CDP:
Username:
Next Update: Apr 5 00:23:21 2011 GMT
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display the general information associated with a CRL
General information includes:
e complete DN of the issuer
¢ last update and next update value for the CRL
 signature algorithm for the CRL.
Syntax: show crl status <ca name>
For example:

DemoBox (config)# show crl status Local_CA

Issuer (DN): /C=US/ST=CA/L=RWC/0=hdfsg/0OU=gsga/CN=comm/emailAddress=ho@on.com
Version: 2 (0x1)

Last Update: Apr 21 17:55:25 2011 GMT

Next Update: Oct 10 10:10:10 2011 GMT

Signature Algorithm: shalWithRSAEncryption

Signature Data:
3c:3a:94:a7:6b:49:e8:76:89:F7:¢c4:7c-89:91:55:ec:7c:55:
56:64:31:b2:56:15:db:e8:6c:62:77:9e:b2:¥5:a2:13:c0:47:
lazab5:01:d7:e2:40:67:1c:99:9¢c:87:d7:ac:0a:2a:90:5f:cc:
12:70:92:dd:71:86:64:00:82:c6:b5:39:61:8a:92:6e:17:54:
eb:76:d8:89:a2:e5:5b:63:a4:b4:bb:21:a4:f2:4b:0c:48:98:
23:b3:Fl:7e:b7:7f:1a:92:0c:9c:66:36:a7:0e:86:51:47:6¢C:
df:9b:49:b8:21:74:37:27:35:d1:e6:6c:30:dc:83:29:56:ac:
86:d6:cc:f3:fa:57:d7:b7:¥3:11:89:14:9b:2e:96:90:b3:30:
12:f0:cd:76:6F:af:da:6Ff:4c:17:d8:7d:cl:el:a8:77:50:c7:
da:c8:96:15:37:8a:20:42:b5:30:52:¥3:2e:e5:b4:97:5F:0b:
97:83:0c:cd:ad:af:10:7c:43:dd:25:5e:b8:a3:84:1c:c2:67:
96:82:15:¢c1:88:74:e5:ce:bc:76:37:bb:d6:d9:be:b2:d2:77:
00:f6:Ff3:cf:d3:60:b0:c7:5a:93:¢c9:27:af:72:b8:55:b2:07:
25:10:cf:61:60:c2:ed:70:1b:fd:94:50:b6:b3:4c:a5:56:5b:
5e:bd:9b:1c
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Cluster Configuration

Using the CLI, you can:

« view and configure the local IP and port used for the device’s cluster settings (show cluster
settings, cluster settings)

To join or remove a device from a cluster, you must use the Management Console.

change the cluster’s IP and port
Syntax: cluster settings
For example:

DemoBox (config)# cluster settings
Available 1P addresses:
1. 172.17.17.120
Local 1P (1-D[1]:1
Local Port [9001]: 9001
Successfully changed Cluster Settings

When the device is not in a cluster, you cannot change the cluster settings.

DemoBox (config)# cluster settings
This device doesn®"t belong to a cluster.

view the local IP and port used by the cluster
Syntax: show cluster settings
For example:

DemoBox# show cluster settings
Local 1IP: 172.17.17.120
Local Port: 9001

If the device does not belong to a cluster, No values are returned.

DemoBox# show cluster settings
This device doesn®"t belong to a cluster.
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Date & Time Configuration

Using the CLI, you can:
« configure and view the device’s date and time settings (show clock, clock set, timezone set)
« synchronization with ntp servers (ntp synchronize)

« view and configure ntp settings (show ntp, ntp, no ntp server)

set the date, time and timezone for the device
Syntax: clock set <mm/dd/yy> <hh:mm:ss> <timezone>
For example:

DemoBox (config)# clock set 12/14/2010 14:45:58 PST

To return the list of valid time zone abbreviations, type timezone set help.

You must use one of the following time zone abbreviations, otherwise you'll see an error.

Abbreviation Description

SST Samoa Time Zone

HST, HDT Hawaii Time Zone

HAST, HADT Aleutian Time Zone

AKST, AKDT Alaska Time Zone

PST, PDT Pacific Time Zone

AZST, AZDT Arizona Time Zone

MST, MDT Mountain Time Zone

SASK Saskatchewan Time Zone
CST, CDT Central Time Zone

ISST, ISDT Indiana Starke Time Zone
IEST, I1EDT Indiana East Time Zone
EST, EDT Eastern Time Zone

AST, ADT Atlantic Time Zone

NST, NDT Newfoundland Time Zone
BRT, BRST Brasilia Time Zone

AMT, AMST Amazon Time Zone

ACT Acre Time Zone

GMT Greenwich Mean Time
IRISH Irish Time Zone

BST British Time Zone

WET, WEST Western Europe Time Zone
CET, CEST Central Europe Time Zone
EET, EEST Eastern Europe Time Zone
IST, IDT Israel Time Zone

SAST South Africa Time Zone
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MSK, MSD
GST

INDIA
JAVT,
BORT,
JAYT,
HKT

JST

KST

AWST
ACST
ACDT
AEDT
AEST

WIB
WITA
WIT

Moscow Time Zone
Gulf Time Zone

India Time

Zone

Western Indonesia Time Zone

Central

Indonesia Time Zone

Eastern Indonesia Time Zone
Hong Kong Time Zone

Japan Time
Korea Time
Australian
Australian
Australian
Australian
Australian

Zone

Zone

Western Time
Central Time
Central Time
Eastern Time
Eastern Time

Zone
Zone
Zone
Zone
Zone

(Northern Terr.)
(South Aust.)
(ACT, NSW, Vic.)
(Queensland)

The abbreviations for the IRISH and INDIA time zones are not standard. Normally, they are IST;
however, because IST is also used for the Israel time zone, the alternate abbreviations are necessary for
the Irish and India time zones to eliminate ambiguity.

delete an NTP server from the list

There can be at most three ntp servers configured.

Syntax: no ntp server <ip>

For example:

DemoBox (config)# no ntp server 172.20.1.149
NTP server successfully removed

enable and disable NTP, add NTP servers. and set the polling interval

Syntax: ntp

For example:

DemoBox (config)# ntp
Enable NTP [n]: vy

NTP Server 1 [None]: 172.20.1.150
NTP Server 2 [None]: 172.20.1.149
NTP Server 3 [None]: 172.20.1.106

Poll

NTP settings successfully saved

Interval (min) [30]: 20
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immediately synchronize the device clock with the NTP server
Synchronization adjust the time and date only. It does not change the timezone.
Syntax: ntp synchronize
For example:

DemoBox (config)# show clock
01/01/2010 08:08:34 Eastern Time Zone

DemoBox (config)# ntp synchronize
Successfully stepped time by 30190404.000000 seconds using server 172.17.34.149

DemoBox (config)# show clock
12/16/2010 18:22:14 Eastern Time Zone
view the current date, time, and time zone on the device

Syntax: show clock
For example:
DemoBox# show clock
12/14/2010 14:39:42 Pacific Time Zone

show the NTP settings
Syntax: show ntp

For example:

DemoBox# show ntp
Enable NTP: no
NTP Server 1: [None]
NTP Server 2: [None]
NTP Server 3: [None]
Poll Interval (min): 30

set the timezone
Syntax: timezone set
For example:

DemoBox (config)# timezone set EST
DemoBox (config)# show clock
12/14/2010 17:51:23 Eastern Time Zone

To return the list of valid timezone abbreviations, type timezone set help. Otherwise see the list
above.
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Chapter 10

Health Check Configuration

Using the CLI, you can:

* view, enable, and configure the health check feature (show health check, health check)

health check - enable and configure the health check feature
Syntax: health check
For example:

DemoBox (config)# health check
Enable Health Check [n]: y
Local IP:
1: All
2: 172.17.7.29
Enter a number (1 - 2) [1]: 1
Local Port [9080]: 9080
Health check settings successfully saved. Health check is enabled.

show health check - view the health check settings

Syntax: show health check

For example:

DemoBox# show health check
Enable Health Check: no
Local IP: [ALl]
Local Port: 9080
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Help

Using the CLI, you can:

 view the list of help categories or show the list of commands for a specific help category (help)

view the list of help categories or show the list of commands for a specific help category

Syntax: help
help <alias>

For example:

DemoBox (config)# help
The commands available in Config Mode are grouped under the following
categories:

Alias Category

mode Mode Changes

datetime Date & Time Configuration

network Network Configuration

nae NAE Server Configuration

snmp SNMP Configuration

admin Administrator Configuration
healthcheck Health Check Configuration

ssl SSL Configuration

cert Certificate Configuration

ca Certificate Authority Configuration
crl Certificate Revocation List Configuration
cluster Cluster

security Security

enterprise Enterprise Manager Configuration
log Log Configuration

logview Log Viewing & Rotation

protectfile

ProtectFile

stats Statistics

backup Backup & Restore

services Services

sysinfo System Information & Upgrade
health System Health

diag Network Diagnostics

auto Auto-logout

history History

help Help
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DemoBox (config)# help datetime
show clock
show ntp
clock set <mm/dd/yy> <hh:mm:ss> <timezone>
timezone set <timezone>
ntp
no ntp server <ip>
ntp synchronize

Note: The results of the help <alias> command differ depending on which CLI mode you are using
(view or config). For example, here is help datetime in view mode:

DemoBox# help datetime
show clock
show ntp
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History

Using the CLI, you can:

« view the history of commands executed by the current administrator during the current session
(history)

view the history of commands executed by the current administrator during the current
session

Syntax: history

For example:

DemoBox# history

1 config

2 ntp

3 show clock

4 no ntp server

5 no ntp server 172.20.1.149
6 show ntp

7 show clock

8 ntp synchronize

9 ping 172.20.1.150

10 traceroute 172.20.1.150
11 ntp

12 show clock

13 set clock

14 clock set 04/18/2009 10:10:10 HKT
15 show clock

16 ntp synchronize

17 show clock

18 show nae-server settings
19 nae-server settings

20 show health check

21 health check

22 show cluster settings

23 cluster settings

24 show cluster settings

25 cluster settings

26 show cluster settings
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HSM Configuration

Using the CLI, you can:

* initialize the hsm - this involves (hsm initialize, hsm create partition, hsm generate
certificates, hsm set password)

¢ log in and log out as the hsm crypto user (hsm login crypto user, hsm logout crypto user)

* log in and log out as the hsm security officer (hsm login security officer, hsm logout
security officer)

e view hsm status (show hsm status)
« view hsm configuration information (hsm show info)
 set the auto-activation feature (hsm auto-activation)

« initialize and connect to the remote PED (hsm remote ped init, hsm remote ped connect)

enable or disable the auto-activation feature
Syntax: hsm auto-activation <on]off>

For example:

DemoBox (config)# hsm auto-activation on
"partition changePolicy”™ successful.

Policy "Allow auto-activation" is now set to: 1

Notice: Auto activation parameters will be stored during next activation.
It is recommended you activate this partition now.

To activate the partition, log in as the crypto user after running this command.

create a partition on the hsm
Syntax: hsm create partition
For example:
DemoBox (config)# hsm create partition

Please ensure that you copy the password from the Luna PED and that you keep it
in a safe place.

Luna PED operation required to create a partition - use User or Partition Owner
(black) PED key.

Luna PED operation required to generate cloning domain on the partition - use
Domain (red) PED key.

"partition create® successful.
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generate the certificates used by the sskm and the KeySecure to
communicate with the hsm

Syntax: hsm generate certificates
For example:

DemoBox (config)# hsm generate certificates
HSM private link parameters:
Server 1P: 192.168.187.214/24
Client IP: 192.168.187.219/24
Checking for any internal-external IP conflicts with HSM private network. ..
Would wait for ping reply for each IP for max 3 seconds...
No conflicts with HSM private network
Gathering state.................
HSM link set with Server-IP: 192.168.187.214/24

/usr/local/ingrian/watched/bin/luna_regen_cert.sh successful. NTLS must be
(re)started before clients can connect.

Server Cert Gen succeeded, rc=0
copying server cert to local client
copying server cert to remote client

Bind succeeded, rc=0
watcher restart succeeded, rc=0

Client configuration file must be in /etc/saclient/Chrystoki.conf
Exporting the env variable ChrystokiConfigurationPath=/etc/saclient/

Private Key created and written to: /usr/lunasa/cert/client/
192.168.187.219Key.pem

Certificate created and written to: /usr/lunasa/cert/client/192.168.187.219.pem
Remote client 192.168.187.219 cert gen succeeded, rc=0

Private Key created and written to: /usr/lunasa/cert/client/
192.168.187.214Key.pem

Certificate created and written to: /usr/lunasa/cert/client/192.168.187.214_pem
Local client 192.168.187.214 cert gen succeeded, rc=0

New server 192.168.187.214 successfully added to server list.

addServer 192.168.187.214 succeeded, rc=0
Force option used. All proceed prompts bypassed.

"client register” successful.

Local client 192.168.187.214 cert registration succeeded, rc=0
Force option used. All proceed prompts bypassed.

"client register” successful.

Remote client 192.168.187.219 cert registration succeeded, rc=0
"client assignPartition™ successful.

Partition default assignment to local_hsm _client succeeded, rc=0
"client assignPartition™ successful.
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Partition default assignment to remote_hsm _client succeeded, rc=0

watcher restart succeeded, rc=0
HSM certificates generated successfully
Waiting till HSM environment updates. ... . ... e

HSM environment updated successfully
Applications would be able to use HSM when crypto-user logs-in

If a conflict occurs between your external network and the hsm's private network, the command displays a
message and enables you to change the hsm’s network settings.

Prior to running this command, SSKM must be shut down and the Crypto User must be logged out.
You can do this manually using the sskm halt and hsm logout crypto user commands.

initialize the hsm

This command requires that the security officer iKey (blue) and the domain iKey (red) be inserted in the
PED.

Syntax: hsm initialize

For example:
DemoBox (config)# hsm initialize

Luna PED operation required to initialize HSM - use Security Officer (blue) PED
key.

Luna PED operation required to login as HSM Administrator - use Security Officer
(blue) PED key.

Luna PED operation required to generate cloning domain - use Domain (red) PED
key.

"hsm init" successful.

login as the hsm crypto user
This command requires that the black iKey be inserted in the ped.
Syntax: hsm login crypto user
For example:

DemoBox (config)# hsm login crypto user
Crypto user successfully logged into the HSM

login as the hsm security officer
This command requires that the blue iKey be inserted in the ped.
Syntax: hsm login security officer

For example:
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DemoBox (config)# hsm login security officer

Luna PED operation required to login as HSM Administrator - use Security Officer
(blue).

"hsm login® successful.

logout as the hsm crypto user
Syntax: hsm logout crypto user
For example:

DemoBox (config)# hsm logout crypto user

Are you sure, you want to log-out?

Logging-Out could make applications using HSM to fail
yes/no?

yes

Logged out of HSM partition successfully

|mpor’ran’r! To log out, you must enter yes. The CLI does not accept y.

logout as the security officer
Syntax: hsm logout security officer
For example:

DemoBox (config)# hsm logout security officer
"hsm logout® successful.

connect to the remote ped

The ped must first be initialized. After running this command, the orange Remote PED iKey must be
inserted into the remote PED within 480 seconds, otherwise the command will fail.

Syntax: hsm remote ped connect <ip> <port>
For example:

DemoBox (config)# hsm remote ped connect 172.17.40.247 1503
Luna PED operation required to connect to Remote PED - use orange PED key.

Ped Client Version 1.0.5 (10005)

Ped Client launched in forced startup mode.

Ped Client is not currently running.

Shutdown passed.

Ped Client launched in startup mode.

Starting background process

Background process started

Ped Client Process created, exiting this process.
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initialize the remote PED

Prior to running this command, you must have installed and configured the PED on a device running
Windows XP. For more information on this, see the KeySecure User Guide.

Syntax: hsm remote ped init
For example:

DemoBox (config)# hsm remote ped init
Luna PED operation required to initialize remote PED key vector - use orange PED

key(s).

Ped Client Version 1.0.5 (10005)
Ped Client launched in shutdown mode.

Shutdown passed.

input the hsm password
The password is displayed at the ped after reading the domain (red) iKey) during the hsm initialization.
Syntax: hsm set password <password>
For example:

DemoBox (config)# hsm set password xdE3-ENGs-xXE79-4XKq

view the hsm configuration information including the firmware, remote ped vector
(rpv) status, partition name, and storage usage

Syntax: hsm show info
For example:

DemoBox# hsm show info
HSM Details:

HSM Label: e

Serial #: 150170

Firmware: 6.0.8

Hardware Model: Luna K6

Authentication Method: PED keys

HSM Admin login status: Logged In

HSM Admin login attempts left: 3 before HSM zeroization!
RPV Initialized: Yes

Manually Zeroized: No

Partitions created on HSM:

Partition: 150170008, Name: default
FIPS 140-2 Operation:
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The HSM is NOT in FIPS 140-2 approved operation mode.
HSM Storage Information:

Maximum HSM Storage Space (Bytes): 2097152
Space In Use (Bytes): 2097152
Free Space Left (Bytes): 0

view the status of the hsm
Possible statuses are:
« Initialized - the hsm has been initialized and is ready for use

« Partition created but missing certificates - the hsm has been initialized, the partition created, but the
certificates have not been created

« Initialized without partition - the hsm has been initialized, but a partition has not been created
 Uninitialized - the hsm has not been initialized

This command also checks that the internal private network used by the hsm does not conflict with your
organization’s external network.

Syntax: show hsm status
For example:

DemoBox# show hsm status
HSM Status: Initialized
Crypto-user logged in: yes
HSM private link parameters:
Server 1P: 192.168.187.214/24
Client IP: 192.168.187.219/24
Checking for any internal-external IP conflicts with HSM private network. ..
Will wait for ping reply for each IP for max 3 seconds...
No conflicts with HSM private network.

If a conflict occurs between your external network and the hsm’s private network, the command displays
one of the following messages:

Default gateway 172.25.18.3 conflicts with HSM server IP on private network

Host 172.25.18.21 conflicts with the HSM server IP on private network
It may not be able to access this device

If either of these errors occur, you must run the hsm generate certificates command to reconfigure
the hsm’s private network. For more information, consult the release notes.

start applying the key-caching functions
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Secure key caching improves performance by providing faster access to the managed keys on 460 and
k460 platforms, while maintaining security. In SafeNet test environments, some key management
operations ran 2 -3 times faster when key caching was enabled.

Secure key caching stores the HSM master keys in the process memory of internal servers. To ensure
security, these keys are obfuscated, and they are never swapped to disk. On a KeySecure, only the HSM
keys that are specific to KeySecure VM are cached; SSKM VM keys are not.

You do not violate FIPS requirements by enabling secure-key-caching.

This setting is not replicated across a cluster; it must be set via CLI for each node in the cluster, if
needed.

For this command to work, the crypto user must be logged in.
Note the following characteristics regarding secure-key-caching:

e Secure key caching is available only on k460 and i460 platforms. The two related CLI commands, hsm
disable secure-key-cache and hsm disable secure-key-cache, should not be used with
the 1150, k150 or i450 platforms.

< Even though the master keys are cached, the master keys are not available for use when the crypto
user is logged out. So, the system behavior is the same as without secure key caching.

« When a box is freshly imaged, it will start with secure-key-caching disabled by default.
« The secure-key-caching configuration is not maintained by Backup or Restore capabilities.

« If Reset Factory Setting ( RFS) or Restore Default Configuration ( RDC) is run, secure key caching will
be disabled, by default: keys will no longer be cached.

You can discover the current state of the secure-key-cache by using show hsm status. For example:

DemoBox# show hsm status
HSM Status: Initialized
Crypto-user logged in: yes
HSM secure-key-cache: Enabled

When you run the this command, the response tells you if it failed or succeeded, or if it is already in the
state requested by the command. For example:

Here is confirmation of a successful use of enable secure-key-cache:
DemoBox# hsm enable secure-key-cache
Successfully enabled HSM secure-key-cache.

Here is the result when secure-key-caching is already enabled:

DemoBox# hsm enable secure-key-cache
HSM secure-key-cache is already enabled.

stop the key-caching functions
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Secure key caching improves performance by providing faster access to the managed keys on 460 and
k460 platforms, while maintaining security. In SafeNet test environments, some key management
operations ran 2 -3 times faster when key caching was enabled.

Secure key caching stores the HSM master keys in the process memory of internal servers. To ensure
security these keys are obfuscated, and they are never swapped to disk. On a KeySecure, only the HSM
keys that are specific to KeySecure VM are cached; SSKM VM keys are not.

You do not violate FIPS requirements by enabling secure-key-caching.

This setting is not replicated across a cluster; it must be set via CLI for each node in the cluster if
needed.

For this command to work, the crypto user must be logged in. This command, disable secure-key-
cache, complements enable secure-key-cache.

Note the following characteristics regarding secure-key-caching:

« Secure key caching is available only on k460 and i460 platforms. The two related CLI commands, hsm
disable secure-key-cache and hsm disable secure-key-cache, should not be used with
the 1150, k150 or i450 platforms.

< Even though the master keys are cached, the master keys are not available for user when the crypto
user is logged out. So, the system behavior is the same as without secure key caching.

« When a box is freshly imaged, it will start with secure-key-caching disabled by default.
« The secure-key-caching configuration is not maintained by Backup or Restore capabilities.

« If Reset Factory Setting ( RFS) or Restore Default Configuration ( RDC) is run, secure key caching will
be disabled, by default: keys will no longer be cached.

You can discover the current state of the secure-key-cache by using show hsm status. For example:

DemoBox# show hsm status
HSM Status: Initialized
Crypto-user logged in: yes
HSM secure-key-cache: Enabled

When you run the this command, the response tells you if it failed or succeeded, or if it is already in the
state requested by the command. For example:

Here is confirmation of a successful use of disable secure-key-cache:
DemoBox# hsm disable secure-key-cache
Successfully disabled HSM secure-key-cache.

Here is the result when secure-key-caching is already disabled:

DemoBox# hsm disable secure-key-cache
HSM secure-key-cache is already disabled.
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Log Configuration

Using the CLI, you can:
« view and set the audit log level (audit Bog level, show audit log level)
« view and configure log rotation settings for all logs (show log rotation, edit log rotation)

« view and recreate the log signing certificate (show logsigning certificate, recreate
logsigning certificate)

« view and configure log signing for all logs (show log signing, log signing)

« show and configure log levels for the activity and sql logs (show activity log level, activity
log level, show sql log level, sql log level)

 view, configure, and erase syslog settings for all logs (show system syslog, show audit
syslog, show activity syslog, show clientevent syslog, show dbencrypt syslog,
show sql syslog, show Failover syslog, system syslog, audit syslog, activity
syslog, clientevent syslog, dbencrypt syslog, sql syslog, failover syslog, no
system syslog, no audit syslog, no activity syslog, no client syslog, no
dbencrypt syslog, no sql syslog, no failover syslog)

set the activity log level

Syntax: activity log level

For example:
DemoBox (config)# activity log level
Log Level:

1: Normal

2: Low

Enter a number (1 - 2) [1]: 2
Activity Log settings successfully saved.

enable the device to use the syslog protocol to send activity log messages to an
external machine

Syntax: activity syslog
For example:

DemoBox (config)# activity syslog
Enable Syslog [n]: vy

Syslog Server #1 IP: 172.168.18.51
Syslog Server #1 Port [514]: 514
Server #1 Proto:
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1. udp

2. tcp
Enter a number (1 - 2) [1]: 1
Syslog Server #2 IP: 10.20.15.81
Syslog Server #2 Port [514]: 514
Server #2 Proto:

1. udp

2. tcp
Enter a number (1 - 2) [1]: 1
Syslog Facility:
: localO
locall
local?2
local3
local4
local5
local6
: local7
Enter a number (1 - 8) [2]: 2
Activity Log syslog settings successfully saved. Syslog is enabled.
Warning: The syslog protocol insecurely transfers logs in cleartext

O~NOAR~WNE

set the audit log level
Syntax: audit log level
For example:

DemoBox (config)# audit log level

Please pick one of the following log levels:
1) Maximum
2) Medium
2) Minimum

Log Level (1-3): 2

Audit log level successfully set.

enable the device to use the syslog protocol to send audit log messages to an
external machine

Syntax: audit syslog
For example:

DemoBox (config)# audit syslog
Enable Syslog [n]: vy
Syslog Server #1 IP: 172.168.18.51
Syslog Server #1 Port [514]: 514
Server #1 Proto:

1. udp

2. tcp
Enter a number (1 - 2) [1]: 1
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Syslog Server #2 1P: 10.20.15.81
Syslog Server #2 Port [514]: 514
Server #2 Proto:
1. udp
2. tcp
Enter a number (1 - 2) [1]: 1
Syslog Facility:
: localO
locall
local2
local3
local4
local5
local6
: local7
Enter a number (1 - 8) [2]: 2
Audit Log syslog settings successfully saved. Syslog is enabled.
Warning: The syslog protocol insecurely transfers logs in cleartext

oO~NOOOA~WNBE

enable the device to use the syslog protocol to send client event log
messages to an external machine

Syntax: clientevent syslog
For example:

DemoBox (config)# clientevent syslog
Enable Syslog [n]: vy
Syslog Server #1 IP: 172.168.18.51
Syslog Server #1 Port [514]: 514
Server #1 Proto:

1. udp

2. tcp
Enter a number (1 - 2) [1]: 1
Syslog Server #2 IP: 10.20.15.81
Syslog Server #2 Port [514]: 514
Server #2 Proto:

1. udp

2. tcp
Enter a number (1 - 2) [1]: 1
Syslog Facility:
: localO
locall
local?2
local3
local4
local5
local6
: local7
Enter a number (1 - 8) [2]: 2
Client Event Log syslog settings successfully saved. Syslog is enabled.

O~NOAR~WNE
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Warning: The syslog protocol insecurely transfers logs in cleartext

enable the device to use the syslog protocol to send database encryption log
messages to an external machine

Syntax: dbencrypt syslog
For example:

DemoBox (config)# dbencrypt syslog
Enable Syslog [n]: vy
Syslog Server #1 IP: 172.168.18.51
Syslog Server #1 Port [514]: 514
Server #1 Proto:

1. udp

2. tcp
Enter a number (1 - 2) [1]: 1
Syslog Server #2 IP: 10.20.15.81
Syslog Server #2 Port [514]: 514
Server #2 Proto:

1. udp

2. tcp
Enter a number (1 - 2) [1]: 1
Syslog Facility:
: localO
locall
local2
local3
local4
local5
local6
: local7
Enter a number (1 - 8) [2]: 2
Database Encryption Log syslog settings successfully saved. Syslog is enabled.
Warning: The syslog protocol insecurely transfers logs in cleartext

oO~NOOP~WNE

edit the log rotation settings for the specified log
Syntax: edit log rotation <log name>
For example:

DemoBox (config)# edit log rotation activity

Please pick one of the following rotation schedules:
1) Daily 2) Weekly 3) Monthly

Rotation Schedule [1]: 1

Enter the time (HH:MM) for log rotation to occur: 02:33
Enter the num logs archived: 6
Enter the max log file size (MB): 75
Please pick one of the following types of transfer:
1) None 2) FTP 3) SCPp
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Transfer Type [1]: 3

Enter the host: 127.18.32.9

Enter the directory: /Zactivity

Enter the username: host-user

Enter the password:

Successfully edited log configuration.

enable the device to use the syslog protocol to send failover log messages to
an external machine

Syntax: failover syslog
For example:

DemoBox (config)# failover syslog
Enable Syslog [n]: vy
Syslog Server #1 IP: 172.168.18.51
Syslog Server #1 Port [514]: 514
Server #1 Proto:

1. udp

2. tcp
Enter a number (1 - 2) [1]: 1
Syslog Server #2 IP: 10.20.15.81
Syslog Server #2 Port [514]: 514
Server #2 Proto:

1. udp

2. tcp
Enter a number (1 - 2) [1]: 1
Syslog Facility:
: localO
locall
local?2
local3
local4
local5
local6
: local7
Enter a number (1 - 8) [2]: 2
Failover Log syslog settings successfully saved. Syslog is enabled.
Warning: The syslog protocol insecurely transfers logs in cleartext

O~NOR~WNE

enable the secure log feature for a given log
Syntax: log signing <log name>
For example:

DemoBox (config)# log signing Audit
Sign Log [vl: vy
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disable the use of the syslog protocol to send activity log messages to an
external machine and clear all values in the activity log settings

Syntax: no activity syslog

For example:

DemoBox (config)# no activity syslog

Activity Log syslog settings cleared. Syslog is disabled.

disable the use of the syslog protocol to send audit log messages to an external
machine and clear all values in the audit log settings

Syntax: no audit syslog

For example:

DemoBox (config)# no audit syslog

Audit Log syslog settings cleared. Syslog is disabled.

disable the use of the syslog protocol to send client event Log
messages to an external machine and clear all values in the client event log settings

Syntax: no clientevent syslog
For example:

DemoBox (config)# no clientevent syslog
Client Event Log syslog settings cleared. Syslog is disabled.

disable the use of the syslog protocol to send database encryption log
messages to an external machine and clear all values in the database encryption log settings

Syntax: no dbencrypt syslog
For example:
DemoBox (config)# no dbencrypt syslog

Database Encryption Log syslog settings cleared. Syslog is disabled.

disable the use of the syslog protocol to send failover log messages to an
external machine

Syntax: no failover syslog
For example:

DemoBox (config)# no failover syslog
Failover Log syslog settings cleared. Syslog is disabled.
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disable the use of the syslog protocol to send sql log messages to an external
machine and clear all values in the sql log settings

Syntax: no sql syslog
For example:

DemoBox (config)# no sql syslog
SQL Log syslog settings cleared. Syslog is disabled.

disable the use of the syslog protocol to send system log messages to an
external machine and clear all values in the system log settings

Syntax: no system syslog
For example:

DemoBox (config)# no system syslog
System Log syslog settings cleared. Syslog is disabled.

recreate the log signing certificate

Syntax: recreate logsigning certificate create a cert with the default duration of 365 days
recreate logsigning certificate <days> creates a cert with the specified duration

For example:

DemoBox (config)# recreate logsigning certificate
Backup old log signing certificates for verifying previously signed logs
Are you sure you want to recreate the logsigning cert? [n]: vy

Warning: Logs transferred in the future will be signed with the new cert
Log Signing certificate successfully recreated.

DemoBox (config)# recreate logsigning certificate 30
Backup old log signing certificates for verifying previously signed logs
Are you sure you want to recreate the logsigning cert? [n]: y

Warning: Logs transferred in the future will be signed with the new cert
Log Signing certificate successfully recreated.
view the activity log level
Syntax: show activity log level
For example:

DemoBox# show activity log level
Log Level: Normal
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display the syslog settings for the activity log

Syntax: show activity syslog

For example:

DemoBox# show activity syslog
Enable Syslog: yes
Syslog Server #1 I1P: 172.17.6.121
Syslog Server #1 Port: 514
Syslog Server #2 I1P: 172.17.6.2
Syslog Server #2 Port: 514
Syslog Facility: local7

display the current audit log level
Syntax: show audit log level
For example:
DemoBox# show audit log level
The audit log level is Medium
display the syslog settings of the audit log

Syntax: show audit syslog

For example:

DemoBox# show audit syslog
Enable Syslog: yes
Syslog Server #1 I1P: 172.17.6.121
Syslog Server #1 Port: 514
Syslog Server #2 1P: 172.17.6.2
Syslog Server #2 Port: 514
Syslog Facility: local6

display the syslog settings for the client event log

Syntax: show clientevent syslog

For example:

DemoBox# show clientevent syslog
Enable Syslog: yes
Syslog Server #1 IP: 172.17.6.121
Syslog Server #1 Port: 514
Syslog Server #2 1P: 172.17.6.2
Syslog Server #2 Port: 514
Syslog Facility: local5
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display the syslog settings for the database encryption log

Syntax: show dbencrypt syslog

For example:

DemoBox# show dbencrypt syslog
Enable Syslog: yes
Syslog Server #1 IP: 172.17.6.121
Syslog Server #1 Port: 514
Syslog Server #2 I1P: 172.17.6.2
Syslog Server #2 Port: 514
Syslog Facility: local5

display the syslog settings for the failover log

Syntax: show failover syslog

For example:

DemoBox# show failover syslog
Enable Syslog: yes
Syslog Server #1 IP: 172.17.6.121
Syslog Server #1 Port: 514
Syslog Server #2 1P: 172.17.6.2
Syslog Server #2 Port: 514
Syslog Facility: local6

either show all the current logs and some general information on them, or
specify a log name to see the detailed settings for the specified log

Syntax: show log rotation
show log rotation <log name>

For example:

DemoBox# show log rotation

Num Logs

Archived /

Max File Transfer
Log Name Rotation Schedule Size (MB) Dest
System Weekly 03:15 Sun 6 / 100 None
Audit Weekly 03:15 Sun 6 / 100 None
Activity Daily 03:05 4 / 100 None
Client Event Daily 03:05 4 / 100 None

DemoBox# show log rotation system
Rotation Schedule: Weekly on Sunday
Rotation Time: 03:15

Num Logs Archived: 6

Max Log File Size (MB): 100
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Transfer Type: None

Host: None
Directory: None
Username: None
Password: None

see whether the secure log feature is enabled for a given log

Syntax: show log signing <log name>

For example:

DemoBox# show log signing system
Log Name: System

Sign Log: yes

show the log signing certificate
Syntax: show logsigning certificate
For example:

DemoBox# show logsigning certificate
Certificate Name: logsignher

Serial Number: 0x00

Key Size: 1024

Start Date: Aug 31 21:32:02 2009 GMT
Expiration: Sep 1 21:32:02 2010 GMT

Issuer:

Cc=Us

ST=undefined

L=undefined

O=Security Appliance

OU=Security Appliance Log Signer
CN=suchitra-18

emai lAddress=logsigner@user-18

Subject:

C=Us

ST=undefined

L=undefined

0O=Security Appliance

OU=Security Appliance Log Signer
CN=suchitra-18

emai lAddress=logsigner@user-18

Purpose:

SSL client & CA

SSL server & CA

Netscape SSL server & CA
S/MIME signing CA

S/MIME encryption CA
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CRL signing & CA

————— BEGIN CERTIFICATE-----

MI1DBzCCAnCgAw I BAg 1 BADANBgkghk 1 GOWOBAQUFADCBt j ELMAKGA1UEBhMCVVMX
EjAQBgNVBAQTCXVuZGVmaW5 1 ZDESMBAGALUEBXMJIdW5kZWZpbmVKMRswGQYDVQQK
ExJTZWN1cmlOeSBBcHBsaWFuY2UxJ jAkBgNVBASTHVNIY3VyaXR5 IEFwcGxpYW5]
ZSBMb2cgU2 InbmVyMRQWEQYDVQQDEwtzdWNoaXRyYSOXODEKMCIGCSqGS1b3DQEJ
QwYqr3YBp+ZHO8DgMnXVvkQgN1vBSdpg+eal/v8AbX2zcBwOYHy IRQhQFV j FMIOG
Glod4Yeq9XnZXLYk=

————— END CERTIFICATE-----

show the log level for the sql log
Syntax: show sqgl log level
For example:
DemoBox# show sql log level
Log Level: Normal
display the syslog setting for the sql log

Syntax: show sql syslog

For example:

DemoBox# show sql syslog
Enable Syslog: yes
Syslog Server #1 IP: 172.17.6.121
Syslog Server #1 Port: 514
Syslog Server #2 1P: 172.17.6.2
Syslog Server #2 Port: 514
Syslog Facility: local5

display the syslog settings for the system log

Syntax: show system syslog

For example:

DemoBox# show system syslog
Enable Syslog: yes
Syslog Server #1 IP: 172.17.6.121
Syslog Server #1 Port: 514
Syslog Server #2 1P: 172.17.6.2
Syslog Server #2 Port: 514
Syslog Facility: local5
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set the sql log level

Syntax: sql log level

For example:
DemoBox (config)# sqgl log level
Log Level:

1: Debug

2: Normal

3: Low

Enter a number (1 - 3) [2]: 1
SQL Log settings successfully saved.

enable the device to use the syslog protocol to send sql log messages to an external
machine

Syntax: sql syslog
For example:

DemoBox (config)# sql syslog
Enable Syslog [n]: vy
Syslog Server #1 IP: 172.168.18.51
Syslog Server #1 Port [514]: 514
Server #1 Proto:

1. udp

2. tcp
Enter a number (1 - 2) [1]: 1
Syslog Server #2 I1P: 10.20.15.81
Syslog Server #2 Port [514]: 514
Server #2 Proto:

1. udp

2. tcp
Enter a number (1 - 2) [1]: 1
Syslog Facility:
: localO
locall
local2
local3
local4
local5
local6
: local7
Enter a number (1 - 8) [2]: 2
SQL Log syslog settings successfully saved. Syslog is enabled.
Warning: The syslog protocol insecurely transfers logs in cleartext

o~NOOA~WNBE
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enable the device appliance to use the syslog protocol to send system log
messages to an external machine

Syntax: system syslog
For example:

DemoBox (config)# system syslog
Enable Syslog [n]: vy
Syslog Server #1 IP: 172.168.18.51
Syslog Server #1 Port [514]: 514
Server #1 Proto:

1. udp

2. tcp
Enter a number (1 - 2) [1]: 1
Syslog Server #2 IP: 10.20.15.81
Syslog Server #2 Port [514]: 514
Server #2 Proto:

1. udp

2. tcp
Enter a number (1 - 2) [1]: 1
Syslog Facility:
: localO
locall
local2
local3
local4
local5
local6
: local7
Enter a number (1 - 8) [2]: 2
System Log syslog settings successfully saved. Syslog is enabled.
Warning: The syslog protocol insecurely transfers logs in cleartext

O~NO S WNE
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Log Viewing & Rotation Configuration

Using the CLI, you can:

« view a list of all logs or view specific logs (show system log, show audit log, show activity
log, show clientevent log, show dbencrypt log, show sql log, show failover log)

« transfer specific logs off of the device (transfer system log, transfer audit log, transfer
activity log, transfer clientevent log, transfer dbencrypt log, transfer sql
log, transfer failover log)

« rotate the latest log (system log rotate, activity log rotate, clientevent log rotate,
dbencrypt log rotate, sql log rotate, failover log rotate)

« delete specific logs (no system log, no activity log, no clientevent log, no dbencrypt
log, no sql log,no failover log)

rotate the activity log
Syntax: activity log rotate
For example:

DemoBox (config)# activity log rotate
Activity Log successfully rotated.

rotate the client event log
Syntax: clientevent log rotate
For example:

DemoBox (config)# clientevent log rotate
Client Event Log successfully rotated.

rotate the database encryption log
Syntax: dbencrypt log rotate
For example:
DemoBox (config)# dbencrypt log rotate
Database Encryption Log successfully rotated.

rotate the failover log

Syntax: failover log rotate
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For example:

DemoBox (config)# failover log rotate
Failover Log successfully rotated.

delete an activity log
Syntax: no activity log <log name>
For example:

DemoBox# show activity log

Activity Log file names:
Current
1.2011-03-22_030501
2.2011-03-21_ 030501

DemoBox# c

DemoBox (config)# no activity log 2.2011-03-21_ 030501
Are you sure you want to clear the Activity Log "2.2011-03-21 030501"? [n]: y
Activity Log "2.2011-03-21 030501" successfully cleared.

delete a client event log
Syntax: no clientevent log <log name>
For example:

DemoBox# show clientevent log

Client Event Log file names:
Current
1.2011-03-22_030501
2.2011-03-21_ 030501

DemoBox# c

DemoBox (config)# no clientevent log 2.2011-03-21 030501
Are you sure you want to clear the Client Event Log "2.2011-03-21_030501"? [n]: vy
Client Event Log "2.2011-03-21 030501" successfully cleared.

delete a dbencrypt log
Syntax: no dbencrypt log <log name>
For example:

DemoBox# show dbencrypt log

Database Encryption Log file names:
Current
1.2011-03-24_143527
2.2011-03-01_032501

DemoBox# c
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DemoBox (config)# no dbencrypt log 2.2011-03-01_032501

Are you sure you want to clear the Database Encryption Log "2.2011-03-
01_032501"? [n]: vy

Database Encryption Log '2.2011-03-01_032501" successfully cleared.

delete a failover log
Syntax: no failover log <log name>
For example:

DemoBox# show failover log

Failover Log file names:
Current
1.2011-02-20_031501
2.2011-02-13 031501

DemoBox# c

DemoBox (config)# no failover log 2.2011-02-13 031501
Are you sure you want to clear the Failover Log '2.2011-02-13_031501"? [n]: y
Failover Log "2.2011-02-13_031501" successfully cleared.

delete a sql log
Syntax: no sql log <log name>
For example:

DemoBox# show sql log

SQL Log file names:
Current
1.2011-03-24 143501
2.2011-03-01_032501

DemoBox# c

DemoBox (config)# no sql log 2.2011-03-01_ 032501
Are you sure you want to clear the SQL Log '"2.2011-03-01_032501"? [n]: Yy
SQL Log "2.2011-03-01_032501" successfully cleared.

delete a system log
Syntax: no system log <log name>
For example:

DemoBox# show system log

System Log file names:
Current
1.2011-02-20_031501
2.2011-02-13 031501

DemoBox# c
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DemoBox (config)# no system log 2.2011-02-13 031501
Are you sure you want to clear the System Log '"2.2011-02-13 031501"? [n]: vy
System Log ''2.2011-02-13 031501" successfully cleared.

view an activity log

Syntax: show activity log for a list of all logs
show activity log <log name> for a specific log
show activity log <log name> <number of lines> for part of a log

For example:

DemoBox# show activity log
Activity Log file names:
Current
1.2011-04-18_030501
2.2011-04-17_030501
3.2011-04-16_030501
DemoBox# show activity log 3.2011-04-16_030501 10

[2011-04-15 11:46:06] INFO 172.17.6.121 [-] stats XMLID546 KeyDel
RANDOM_KEY_1731625354322856302613303801943047507970 [-] - [Success] [-]
[2011-04-15 11:46:06] INFO 172.17.6.121 [-] stats XMLID547 Auth - [stats] -
[Success] [-]

[2011-04-15 11:46:06] ERROR 172.17.6.121 [-] stats - - - [-] 100 [Unrecognizable
client request] [-]

[2011-04-15 11:46:06] INFO 172.17.6.121 [-] stats XMLID550 Auth - [stats] -
[Success] [-]

[2011-04-15 11:46:06] INFO 172.17.6.121 [-] stats XMLID551 KeyDel
RANDOM_KEY_95299797105954945003865651177125670408 [-] - [Success] [-]

display all audit log names

Specify a log name to display a specific log. Include the log name and a number to display that number of
lines in the specified log.

Syntax: show audit log for a list of all logs
show audit log <log name> for a specific log
show audit log <log name> <number of lines> for part of a log

For example:

DemoBox# show audit log

Audit Log file names:
Current
1.2011-03-20_031501
2.2011-03-13 031501
3.2011-03-06_031501
4.2011-02-27_031501

DemoBox# show audit log 4.2011-02-27 031501 5
2011-02-25 17:21:12 [admin] [Configlnfo] [Initialization]: Starting first time
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installation

2011-02-25 17:21:12 [admin] [ConfigChange] [Administrator]: Modified adminis-
trator [username: admin; full name: Administrator; description: Administrator;
password changed; access control: System & Network: yes, High Availability: yes,
Tamper Resistance: yes, Certificates: yes, Administrators: yes, SNMP: yes, Log-
ging: yes, SSL: yes, Certificate Authorities: yes, Advanced Security: yes, Clus-
ter: yes, NAE Server: yes, Keys & Auth Policies: yes, Users/Groups & LDAP: yes,
ProtectDB Manager: yes, ProtectDB User Access: yes, ProtectFile Manager: yes,
Enterprise Services: yes, Profile Creation & Configuration: yes, Profile Key
Selection: yes, EdgeSecure Management: yes, EdgeSecure Software Upgrade: yes,
Services: yes, Software Upgrade: yes, Backup Config: yes, Backup Keys/Certs:
yes, Backup Local CAs: yes, Restore Config: yes, Restore Keys/Certs: yes, Re-
store Local CAs: yes, Web Admin: yes, SSH Admin: yes]

2011-02-25 17:21:13 [admin] [ConfigChange] [Date and Time]: Changed time zone
to Pacific Time Zone

2011-02-25 17:21:15 [admin] [ConfigChange] [Date and Time]: Changed date/time/
time zone to 02/25/2011 17:21:14 Pacific Time Zone

2011-02-25 17:21:17 [admin] [ConfigChange] [Network Interface]: Added IP
172.17.7.23 with subnet mask 255.255.255.0 on Ethernet #1

view a client event log

Syntax: show clientevent log for a list of all logs
show clientevent log <log name> for a specific log
show clientevent log <log name> <number of lines> for part of a log

For example:

DemoBox# show clientevent log

Client Event Log file names:
Current
1.2011-04-18_030501
2.2011-04-17_030501
3.2011-04-16_030501
4.2011-04-15 030501

DemoBox# show clientevent log 4.2011-03-21 030501 5

[2011-04-15 11:45:23] INFO 172.17.6.121 [-] stats XMLIDS8O
[6666666666666666666666666666666666666666666666666666666666666666666666666666]
[2011-04-15 11:45:23] INFO 172.17.6.121 [-] stats XMLID81
[7777777777777777777777777777777777777777777777777777777777777777777777777777]
[2011-04-15 11:45:23] INFO 172.17.6.121 [-] stats XMLID82
[8888888338883888888338888888888388888888888388888888888888888888888888888888]
[2011-04-15 11:45:23] INFO 172.17.6.121 [-] stats XMLID83
[9999999999999999999999999999999999999999999999999999999999999999999999999999]
[2011-04-15 11:45:23] INFO 172.17.6.121 [-] stats XMLID84
[0000000000000000000000000000000000000000000000000000000000000000000000000000]
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view a database encryption log

Syntax: show dbencrypt log for a list of all logs
show dbencrypt log <log name> for a specific log
show dbencrypt log <log name> <number of lines> for part of a log

For example:

DemoBox# show dbencrypt log

Database Encryption Log file names:
Current
1.2011-03-01_032501

view a failover log

Syntax: show failover log for a list of all logs
show failover log <log name> for a specific log
show failover log <log name> <number of lines> for part of a log

For example:

DemoBox# show failover log

Failover Log file names:
Current
1.2011-03-20_031501
2.2011-03-13_031501

DemoBox# show failover log 2.2011-03-13_031501 5

[2011-03-07 00:46:27] ERROR 172.17.6.121 [-] ES-36 Eastl103 XMLID1 Crypto
Idap_aap-des-56 [-] 221 [User is not authorized to perform this operation at
this time] [-]

[2011-03-07 00:46:40] INFO 172.17.6.121 [-] ES-37 East103 XMLIDO Auth -
[East103] - [Success] [-]

view a sql log

Syntax: show sql log for a list of all logs
show sql log <log name> for a specific log
show sql log <log name> <number of lines> for part of a log

For example:

DemoBox# show sql log

SQL Log file names:
Current
1.2011-03-01_032501

view the system log

Syntax: show system log for a list of all logs
show system log <log name> for a specific log
show system log <log name> <number of lines> for part of a log
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For example:

DemoBox# show system log

System Log file names:
Current
1.2011-03-20_031501
2.2011-03-13 031501

DemoBox# show system log 1.2011-03-20 031501 5

2011-03-20 02:40:01 nightly-7-23 NTP: Synchronized clock via NTP: Successfully
slewed time by 0.261629 seconds using server 172.17.6.2

2011-02-25 17:21:08 localhost System: Device starting up. Software version:
6.1.0.

rotate the sql log
Syntax: sql log rotate
For example:

DemoBox (config)# sqgl log rotate
SQL Log successfully rotated.

rotate a system log
Syntax: system log rotate
For example:

DemoBox (config)# system log rotate
System Log successfully rotated.

transfer a log file off of the device
Syntax: transfer activity log <log name>
For example:

DemoBox# show activity log

Activity Log file names:
Current
1.2011-03-22_030501
2.2011-03-21_030501

DemoBox# transfer activity log 2.2011-03-21)030501

Please pick one of the following types of transfer:
1) FTP 2) scp

Transfer Type (1-2): 2

Enter the host: 10.20.15.81

Enter the directory: /logs

Enter the username: userl

Enter the password:

Success.
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transfer a log file off of the device
Syntax: transfer audit log <log name>
For example:

DemoBox# show audit log

Audit Log file names:
Current
1.2011-03-20_031501
2.2011-03-13 031501
3.2011-03-06_031501
4.2011-02-27_031501
5.2011-02-20_031501
6.2011-02-13 031501

DemoBox# transfer audit log 6.2011-02-13 031501

Please pick one of the following types of transfer:
1) FTP 2) SCp

Transfer Type (1-2): 2

Enter the host: 10.20.15.81

Enter the directory: /logs

Enter the username: userl

Enter the password:

Success.

transfer a client event log off of the device
Syntax: transfer clientevent log <log name>
For example:

DemoBox# show clientevent log

Client Event Log file names:
Current
1.2011-03-24_143551
2.2011-03-24_030501
3.2011-03-23_030501
4.2011-03-22_030501

DemoBox# transfer clientevent log 4.2011-03-22_ 030501

Please pick one of the following types of transfer:
1) FTP 2) SCp

Transfer Type (1-2): 2

Enter the host: 10.20.15.81

Enter the directory: /logs

Enter the username: userl

Enter the password:

Success.

KEYSECURE COMMAND LINE INTERFACE REFERENCE GUIDE



transfer a database encryption log off of the device
Syntax: transfer dbencrypt log <log name>
For example:

DemoBox# show dbencrypt log
Database Encryption Log file names:
Current
1.2011-03-24_ 143551
2.2011-03-24_ 030501
3.2011-03-23_030501
4.2011-03-22_030501

DemoBox# transfer dbencrypt log 4.2011-03-22 030501

Please pick one of the following types of transfer:
1) FTP 2) SCP

Transfer Type (1-2): 2

Enter the host: 10.20.15.81

Enter the directory: /logs

Enter the username: userl

Enter the password:

Success.

transfer a failover log off of the device
Syntax: transfer failover log <log name>
For example:

DemoBox# show failover log

Failover Log file names:
Current
1.2011-03-24 143551
2.2011-03-24_ 030501
3.2011-03-23_030501
4.2011-03-22_030501

DemoBox# transfer failover log 4.2011-03-22_ 030501

Please pick one of the following types of transfer:
1) FTP 2) SCP

Transfer Type (1-2): 2

Enter the host: 10.20.15.81

Enter the directory: /logs

Enter the username: userl

Enter the password:

Success.

transfer a sql log file off of the device

Syntax: transfer sql log <log name>
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For example:

DemoBox# show sql log

SQL Log file names:
Current
1.2011-03-24_143551
2.2011-03-24 030501
3.2011-03-23_030501
4.2011-03-22_030501

DemoBox# transfer sql log 4.2011-03-22_ 030501

Please pick one of the following types of transfer:
1) FTP 2) SCP

Transfer Type (1-2): 2

Enter the host: 10.20.15.81

Enter the directory: /logs

Enter the username: userl

Enter the password:

Success.

transfer a system log off of the device
Syntax: transfer system log <log name>
For example:

DemoBox# show system log

System Log file names:
Current
1.2011-03-20_031501
2.2011-03-13 031501
3.2011-03-06_031501
4.2011-02-27_031501
5.2011-02-20_031501
6.2011-02-13 031501

DemoBox# transfer system log 6.2011-02-13 031501

Please pick one of the following types of transfer:
1) FTP 2) SCp

Transfer Type (1-2): 2

Enter the host: 10.20.15.81

Enter the directory: /logs

Enter the username: userl

Enter the password:

Success.
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Server Configuration

Using the CLI, you can:

« configure and view the key server settings for the NAE-XML server (nae-server settings, show
nae-server settings)

configure the nae server settings
Syntax: nae-server settings <ip address> <port>

For example:

DemoBox (config)# nae-server settings 172.17.17.20 9002
1P:
1: All
2: 172.17.17.20
Enter a number (1 - 2) [1]: 2
Port [9000]:9002
Use SSL [n]:y
Server Certificate:
1: Cert.150
Enter a number (1 - 1) [1]: 1
Connection Timeout (sec) [3600]: 3600
Allow Key and Policy Configuration Operations [y]: y
Allow Key Export [n]: vy
NAE server settings successfully saved.
Warning: For high security it is strongly recommended to use SSL when allowing
key export

view the nae server settings

Syntax: show nae-server settings

For example:

DemoBox# show nae-server settings

1. Protocol: NAE-XML
1P: [ALl]
Port: 9000
Use SSL: no
Server Certificate: [None]

2. Protocol: KMIP
1P: [ALl]
Port: 9002
Use SSL: yes
Server Certificate: CertTwo
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Network Configuration

Using the CLI, you can:

add and remove an ip address (ip address, no ip address)

configure the outgoing gateway (outgoing gateway)

show and edit the hostname (show hostname, hostname)

view, create, and delete static routes (show static route, static route, no static route)

view and edit the network interface port speed/duplex settings (show ethernet port, ethernet
port)

view, create, edit, and delete vlan tags (show vlan tag, vlan tag, edit vlan tag, no vlan
tag)

view and configure high availability settings (show high-availability, high-availability)
and configure and remove high-availability interfaces (high-availability ip address, no
high-availability ip address)

view, configure, and delete the default gateway interfaces (show gateway, gateway, no gateway)

view, add, and remove domain name servers (show hosts, ip name-server, no ip name-
server)

view network interfaces (show interfaces, show interface ethernet)
view the device’'s mac address (show mac address)

view, configure, and manage the ip authorization settings (show ip authorization, ip
authorization, edit ip authorization allowed, no ip authorization allowed)

edit the IP authorization settings for a particular IP

This command requires that you provide the index number of the IP address you want to edit, rather than
the actual IP itself. You might find it useful to use the show ip authorization allowed command to find the
appropriate index number.

Syntax: edit ip authorization allowed <ip #>

For example:

DemoBox (config)# show ip authorization allowed

1.

IP Address, Range, or Subnet: 172.17.40.37

NAE Server: no
Web Administration: no
SSH Administration: yes
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2. IP Address, Range, or Subnet: 172.17.40.247

NAE Server: yes
Web Administration: yes
SSH Administration: no
3. IP Address, Range, or Subnet: 172.18.18.0
NAE Server: yes
Web Administration: no
SSH Administration: no

DemoBox (config)# edit ip authorization allowed 3
IP Address, Range, or Subnet [172.18.18.0]:

NAE Server [y]: vy

Web Administration [n]: vy
SSH Administration [n]: y
IP successfully saved.

DemoBox (config)# show ip authorization allowed

1. IP Address, Range, or Subnet: 172.17.40.37
NAE Server: no
Web Administration: no
SSH Administration: yes

2. IP Address, Range, or Subnet: 172.17.40.247
NAE Server: yes
Web Administration: yes
SSH Administration: no

3. IP Address, Range, or Subnet: 172.18.18.0
NAE Server: yes
Web Administration: yes
SSH Administration: yes

modify the description of a VLAN tagged interface on the device

Syntax: edit vlan tag <number>

Description

For example:
DemoBox (config)# show vlan tag
Physical Interface Tag
1. Ethernet #1 100
2. Ethernet #2 200

DemoBox (config)# edit vlan tag 2

VLAN Tagged Interface #1
vlan 200

Enter the description: VLAN Tagged Interface #2
VLAN tagged interface Ethernet #2 Tag 200 successfully modified.

DemoBox (config)# show vlan tag

Description

Physical Interface Tag
1. Ethernet #1 100
2. Ethernet #2 200

VLAN Tagged Interface #1
VLAN Tagged Interface #2
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change the Network Interface Port Speed/Duplex settings

Syntax: ethernet port

For example:

DemoBox (config)# show ethernet port

Interface Requested Speed/Duplex  Current Speed/Duplex
Gigabit Ethernet #1 Auto-Negotiate 100 Mbps/Full Duplex
Gigabit Ethernet #2 Auto-Negotiate Unknown or not connected
Gigabit Ethernet #3 Auto-Negotiate Unknown or not connected
Gigabit Ethernet #4 Auto-Negotiate Unknown or not connected

DemoBox (config)# ethernet port
Enter the port speed and duplex for Gigabit Ethernet #1:
: Auto-Negotiate
10 Mbps/Half Duplex
10 Mbps/Full Duplex
100 Mbps/Half Duplex
100 Mbps/Full Duplex
1000 Mbps/Full Duplex
Enter a number (1 -6)[1]: 4
Enter the port speed and duplex for Gigabit Ethernet #2:
: Auto-Negotiate
10 Mbps/Half Duplex
10 Mbps/Full Duplex
100 Mbps/Half Duplex
100 Mbps/Full Duplex
1000 Mbps/Full Duplex
Enter a number (1 -6) [1]: 6
Note: The changes will take a few moments to take effect.
Continue (y/n)? [n]: vy

DemoBox (config)# show ethernet port

(DU‘I-bOOI\JH

CDU'I-bOJI\)I—\

Interface Requested Speed/Duplex Current Speed/Duplex
Gigabit Ethernet #1 100 Mbps/Half Duplex 100 Mbps/Half Duplex
Gigabit Ethernet #2 1000 Mbps/Full Duplex Unknown or not connected
Gigabit Ethernet #3 1000 Mbps/Full Duplex Unknown or not connected
Gigabit Ethernet #4 1000 Mbps/Full Duplex Unknown or not connected

define the default gateway used by the device
Syntax: gateway <ip> <interface #>
For example:

DemoBox (config)# gateway 172.17.17.1 1
Gateway for interface 1 successfully set.
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You can also pass the IP, interface number and vlan tag as arguments to the command in order to define
the default gateway using a VLAN tag.

Syntax: gateway <ip> <interface #> <vlan tag>
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For example:

DemoBox (config)# gateway 172.17.17.1 1 100
Gateway for interface 1 successfully set.

configure high availability
Syntax: high-availability
For example:

DemoBox (config)# high-availability
Enable High Availability (y/n) [n]: vy
Set as Master (y/n) [n]: vy
Monitor IP Address:
1: 172.17.17.120
Enter a number (1 - 1): 1
Ethernet #1 Group ID [1]: 1
Ethernet #2 Group ID [2]: 2
High Availability settings successfully updated.

add a high-availability interface

You can specify the ip, subnet mask, interface, and vlan tag at the command line. The vlan tag must
already be configured. (You can use the vlan tag command for that.)

Syntax: high-availability ip address
high-availability ip address <ip> <subnet mask> <interface #>
high-availability ip address <ip> <subnet mask> <interface #> <vlan tag>

For example:

DemoBox (config)# high-availability ip address
Enter the IP address: 172.18.18.100
Enter the subnet mask: 255.255.255.0
Available interfaces:

1. Ethernet #1

2. Ethernet #2

3. Ethernet #1 Tag 100
Enter the interface (1-3): 1
IP address 172.18.18.100 successfully added.

DemoBox (config)# high-availability ip address 172.18.18.100 255.255.255.0 1
IP address 172.18.18.100 successfully added.

DemoBox (config)# high availability ip address 172.17.17.121 255.255.255.0 1 100
IP address 172.17.17.121 successfully added.

define the device’s hosthame

Syntax: hostname <name>
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For example:

DemoBox (config)# hostname DemoBox2
Successfully set hostname.
DemoBox2 (config)#

add an IP address, subnet mask, and interface number to the network settings
Syntax: ip address
For example:

DemoBox (config)# ip address
Enter the IP address: 172.17.17.121
Enter the subnet mask: 255.255.255.0
Available interfaces:
1. Ethernet #1
2. Ethernet #2
3. Virtual Interface
4. Ethernet #1 Tag 100
Enter the interface (1-4): 2
IP address 172.17.17.121 successfully added.

You can also pass the IP, subnet mask, and interface as arguments to the command in order to skip the
subsequent input prompts.

Syntax: ip address <ip> <subnet mask> <interface #>
For example:

DemoBox (config)# ip address 172.17.17.121 255.255.255.0 2
IP address 172.17.17.121 successfully added.

Similarly, you can pass the IP, subnet mask, interface, and vlan tag as arguments to the command. The
vlan tag must already be configured. (You can use the vlan tag command for that.)

Syntax: ip address <ip> <subnet mask> <interface #> <vlan tag>
For example:
DemoBox (config)# ip address 172.17.17.121 255.255.255.0 1 100
IP address 172.17.17.121 successfully added.

edit the IP authorization settings

Use the Ip authorization allowed and edit ip authorization allowed commands to
configure the IPs referred to in the second option “Only Allow IPs Specified”.

Syntax: ip authorization
For example:

DemoBox (config)# ip authorization
NAE Server:
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Please select from the following options:

1) Allow All Connections 2) Only Allow IPs Specified
NAE Server [1]: 2
Web Administration:
Please select from the following options:

1) Allow All Connections 2) Only Allow IPs Specified
Web Administration [1]: 1
SSH Administration:
Please select from the following options:

1) Allow All Connections 2) Oonly Allow IPs Specified
SSH Administration [1]: 1
IP Authorization settings successfully saved.

add a new IP address to the list of authorized IP addresses
Syntax: ip authorization allowed

For example:

DemoBox (config)# ip authorization allowed
IP Address, Range, or Subnet: 172.18.18.0
NAE Server [n]: y

Web Administration [n]: n

SSH Administration [n]: n

IP successfully saved.

add one or more domain name servers
Syntax: ip name-server <ipl> [ip2...ipN]
For example:

DemoBox (config)# ip name-server 172.18.18.1 172.18.18.2
DNS Server successfully added.
DNS Server successfully added.

remove the default gateway setting for an interface
Syntax: no gateway <interface #>

For example:

DemoBox (config)# show gateway

Ethernet #1 default gateway: 172.17.17.1
Ethernet #2 default gateway: 172.17.18.1
Ethernet #3 default gateway: None

Ethernet #4 default gateway: None

Ethernet #1 Tag 100 default gateway: 172.34.20.1
Outgoing gateway is set to Ethernet #1

DemoBox (config)# no gateway 2
Gateway for interface 2 successfully cleared.
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DemoBox (config)# show gateway

Ethernet #1 default gateway: 172.17.17.1
Ethernet #2 default gateway: None

Ethernet #3 default gateway: None

Ethernet #4 default gateway: None

Ethernet #1 Tag 100 default gateway: 172.34.20.1
Outgoing gateway is set to Ethernet #1

Pass the vlan tag as an argument when removing the default gateway for a vlan tagged interface
Syntax: no gateway <interface #> <vlan tag>
For example:

DemoBox (config)# show gateway

Ethernet #1 default gateway: 172.17.17.1
Ethernet #2 default gateway: 172.17.18.1
Ethernet #3 default gateway: None

Ethernet #4 default gateway: None

Ethernet #1 Tag 100 default gateway: 172.34.20.1
Outgoing gateway is set to Ethernet #1

DemoBox (config)# no gateway 1 100
Gateway for interface 1 Tag 100 successfully cleared.

DemoBox (config)# show gateway

Ethernet #1 default gateway: 172.17.17.1
Ethernet #2 default gateway: 172.17.18.1
Ethernet #3 default gateway: None
Ethernet #4 default gateway: None
Ethernet #1 Tag 100 default gateway: None
Outgoing gateway is set to Ethernet #1

delete one or more high availability interfaces
Syntax: no high-availability ip address <ipl>.._.<ipN>
For example:

DemoBox (config)# no high-availability ip address 172.18.18.100
IP address 172.18.18.100 successfully removed.

delete one or multiple IP addresses from the network settings
Syntax: no ip address <ipl> [ip2...ipN]
For example:

DemoBox (config)# show interfaces

Configured Interfaces:
IP Address Subnet Mask Interface
172.17.17.120 255.255.255.0 Ethernet #1
172.17.17.121 255.255.255.0 Ethernet #1 Tag 100
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High Availability Interfaces:
No network interfaces.

Available Physical and VLAN Tagged Interfaces:
Ethernet #1
Ethernet #2
Ethernet #1 Tag 100

DemoBox (config)# no ip address 172.17.17.121
IP address 172.17.17.121 successfully removed.

DemoBox (config)# show interfaces

Configured Interfaces:
IP Address Subnet Mask Interface
172.17.17.120 255.255.255.0 Ethernet #1

High Availability Interfaces:
No network interfaces.

Available Physical and VLAN Tagged Interfaces:
Ethernet #1
Ethernet #2
Ethernet #1 Tag 100

delete an IP address from the list of authorized IP addresses

The no ip authorization allowed command requires that you provide the index number of the IP address
you want to edit, rather than the actual IP address itself. You might find it helpful to use the show ip
authorization allowed command to find the appropriate index number.

Syntax: no ip authorization allowed <allowed ip #>

For example:

DemoBox (config)# show ip authorization allowed

1. IP Address, Range, or Subnet: 172.17.40.37
NAE Server: no
Web Administration: no
SSH Administration: yes

2. IP Address, Range, or Subnet: 172.17.40.247
NAE Server: yes
Web Administration: yes
SSH Administration: no

3. IP Address, Range, or Subnet: 172.18.18.0
NAE Server: yes
Web Administration: yes
SSH Administration: yes

DemoBox (config)# no ip authorization allowed 3
IP successfully removed.

DemoBox (config)# show ip authorization allowed
1. IP Address, Range, or Subnet: 172.17.40.37
NAE Server: no
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Web Administration: no

SSH Administration: yes
2. IP Address, Range, or Subnet: 172.17.40.247
NAE Server: yes
Web Administration: yes
SSH Administration: no

delete a domain name server
Syntax: no ip name-server <ipl> [ip2...ipN]
For example:

DemoBox (config)# no ip name-server 172.18.18.1 172.18.18.2
DNS Server successfully deleted.
DNS Server successfully deleted.

delete a static route
Syntax: no static route <route #>

For example:

DemoBox (config)# show static route
Static Routes:

Destination IP Subnet Mask Gateway Interface
1. 172.17.17.0 255.255.255.0 172.17.17.1 Ethernet #1
2. 172.18.18.0 255.255.255.0 172.17.17.1 Ethernet #1

DemoBox (config)# no static route 2
Static route successfully removed.

DemoBox (config)# show static route
Static Routes:

Destination IP Subnet Mask Gateway Interface
1. 172.17.17.0 255.255.255.0 172.17.17.1 Ethernet #1

delete a VLAN tagged interface
Syntax: no vlan tag <number>
For example:

DemoBox (config)# show vlan tag
Physical Interface Tag Description

1. Ethernet #1 100 VLAN Tagged Interface #1
2. Ethernet #2 200 VLAN Tagged Interface #2

DemoBox (config)# no vlan tag 2
VLAN tagged interface Ethernet #2 Tag 200 deleted.

DemoBox (config)# show vlan tag
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Physical Interface Tag Description

1. Ethernet #1

100 VLAN Tagged Interface #1

designate an interface to handle outgoing connections initiated by the device

Syntax: outgoing gateway <interface #>

For example:

DemoBox (config)# show gateway

Ethernet #1 default
Ethernet #2 default
Ethernet #3 default
Ethernet #4 default
Ethernet #1 Tag 100
Outgoing gateway is

gateway: 172.17.17.1
gateway: 172.17.18.1
gateway: None
gateway: None

default gateway: None
set to Ethernet #2

DemoBox (config)# outgoing gateway 1
Warning: Outgoing Gateway is already set to the specified interface.
Outgoing gateway set successfully.

DemoBox (config)# show gateway

Ethernet #1 default
Ethernet #2 default
Ethernet #3 default
Ethernet #4 default
Ethernet #1 Tag 100
Outgoing gateway is

gateway: 172.17.17.1
gateway: 172.17.18.1
gateway: None
gateway: None

default gateway: None
set to Ethernet #1

You can also pass the interface nunber and vlan tag as arguments to the command.

Syntax: outgoing gateway <interface #> <vlan tag>

For example:

DemoBox (config)# show gateway

Ethernet #1 default
Ethernet #2 default
Ethernet #3 default
Ethernet #4 default
Ethernet #1 Tag 100
Outgoing gateway is

gateway: 172.17.17.1
gateway: 172.17.18.1
gateway: None

gateway: None

default gateway: 172.34.20.1
set to Ethernet #2

DemoBox (config)# outgoing gateway 1 100
Warning: Outgoing Gateway is already set to the specified interface.
Outgoing gateway set successfully.

DemoBox (config)# show gateway

Ethernet #1 default
Ethernet #2 default
Ethernet #3 default
Ethernet #4 default
Ethernet #1 Tag 100

gateway: 172.17.17.1
gateway: 172.17.18.1
gateway: None

gateway: None

default gateway: 172.34.20.1

KEYSECURE COMMAND LINE INTERFACE REFERENCE GUIDE



Outgoing gateway is set to Ethernet #1 Tag 100

view the network interface port speed/duplex settings

Syntax: show ethernet port

For example:

DemoBox# show ethernet port

Interface Requested Speed/Duplex  Current Speed/Duplex
Gigabit Ethernet #1 Auto-Negotiate 1000 Mbps/Full Duplex

show the current gateway
Syntax: show gateway
For example:

DemoBox# show gateway
Ethernet #1 default gateway: 172.17.7.1

Outgoing gateway is set to Ethernet #1

display the high availability settings
Syntax: show high-availability

For example:

DemoBox# show high-availability

Enable High Availability: False
Set as Master: False
Monitor IP Address: [None]
Slave Advertisement Timeout (sec): 3
Ethernet #1 Group ID: 1

view the device’s hostname

Syntax: show hostname
For example:
DemoBox# show hostname
The hostname is DemoBox.

view currently configured domain name server
Syntax: show hosts
For example:

DemoBox# show hosts
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Name Servers
172.17.6.12
172.17.6.2

view interface detail for a specified ethernet port
Syntax: show internet ethernet <interface # | virtual>
For example:

DemoBox# show interface ethernet 1

Configured Interfaces:
IP Address Subnet Mask Interface
172.17.7.29 255.255.255.0 Ethernet #1

High Availability Interfaces:
No network interfaces.

view all network interfaces
Syntax: show interfaces
For example:

DemoBox# show interfaces

Configured Interfaces:
IP Address Subnet Mask Interface
172.17.7.29 255.255.255.0 Ethernet #1

High Availability Interfaces:
No network interfaces.

Available Physical and VLAN Tagged Interfaces:
Ethernet #1

display whether each server grants access to all IPs or only grants
access to specific IPs

Syntax: show ip authorization

For example:

DemoBox# show ip authorization
NAE Server: Allow All Connections
Web Administration: Allow All Connections
SSH Administration: Allow All Connections

display the IP authorization settings for all authorized IP
addresses

You can view the settings for a particular IP address by passing in the index number of the IP address as a
parameter.
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Syntax: show ip authorization allowed
show ip authorization allowed <ip address index number>

For example:

DemoBox# show ip authorization allowed

1. IP Address, Range, or Subnet: 172.17.40.37
NAE Server: no
Web Administration: no
SSH Administration: yes

2. IP Address, Range, or Subnet: 172.17.40.247
NAE Server: yes
Web Administration: yes
SSH Administration: no

DemoBox# show ip authorization allowed 1
IP Address, Range, or Subnet: 172.17.40.37

NAE Server: no
Web Administration: no
SSH Administration: yes

view the device’s MAC address
Syntax: show mac address

For example:

DemoBox# show mac address
Ethernet #1: d4:be:d9:ed:96:1d
Ethernet #2: d4:be:d9:ed:96:1Ff

view the static route settings
Syntax: show static route

For example:

DemoBox# show static route
Static Routes:
Destination IP Subnet Mask Gateway Interface
1. 172.17.17.0 255.255.255.0 172.17.17.1 Ethernet #1

view the VLAN Tagged Interfaces
Syntax: show vlan tag

For example:

DemoBox# show vlan tag
Physical Interface Tag Description
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1. Ethernet #1 100 VLAN Tagged Interface #1

configure a static route
Syntax: static route
For example:

DemoBox (config)# show static route
Static Routes:
Destination IP Subnet Mask Gateway Interface
1. 172.17.17.0 255.255.255.0 172.17.17.1 Ethernet #1

DemoBox (config)# static route
Enter the destination IP address: 172.18.18.0
Enter the subnet mask: 255.255.255.0
Enter the gateway: 172.17.17.1
Available interfaces:
1. Ethernet #1
2. Ethernet #2
3. Ethernet #1 Tag 100
Enter the interface (1-3): 1
Static route successfully added.

DemoBox (config)# show static route
Static Routes:

Destination IP Subnet Mask Gateway Interface
1. 172.17.17.0 255.255.255.0 172.17.17.1 Ethernet #1
2. 172.18.18.0 255.255.255.0 172.17.17.1 Ethernet #1

configure a VLAN tagged interface
Syntax: vlan tag
For example:

DemoBox (config)# vlan tag
Select the physical interface from the following list:
1. Ethernet #1
2. Ethernet #2
Enter a number (1-2): 2
Enter the tag (2-4094): 200
Enter the description (0-256 characters): vlan 200
VLAN tagged interface Ethernet #2 Tag 200 successfully created.
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Network Diagnostics

Using the CLI, you can:
 ping a device on the network (ping run)
 print the route to a network device (tracerout run)
« lookup the hostname for an IP address (host run)
e generate a list of active connections (netstate run)

The same functionality is available through the Management Console.

look up the host specified using the domain server
Syntax: host run <ip>
For example:
DemoBox (config)# host run 172.17.6.12
12.6.17.172_1n-addr.arpa domain name pointer serverl.ga.company.com.
generate a list of all active connections
Use this tool to identify problems in the network and determine the amount of network traffic.
Syntax: netstat run

For example:

DemoBox (config)# netstat run
Active Internet connections (w/0 servers)

Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 0 172.17.17.120:22 172.17.40.37:32850 ESTABLISHED
udp 0 0 127.0.0.1:23362 127.0.0.1:23362 ESTABLISHED
Heading Description

Proto The protocol used by the connection. Either tcp, udp, or raw.

Recv-Q The number of bytes received from the remote host waiting to be read.

Send-Q The number of bytes awaiting acknowledgement by the remote host.

Local Address  The local address/hostname and port number of the connection.
Foreign Address The remote address/hostname and port number of the connection.
State The state of the connection.
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send ICMP ECHO_REQUEST packets to the specified network host
Syntax: ping run <ip>
For example:

DemoBox (config)# ping run 172.17.6.27

PING 172.17.6.27 (172.17.6.27) 56(84) bytes of data.

64 bytes from 172.17.6.27: icmp_seq=0 ttl=127 time=1.46 ms
64 bytes from 172.17.6.27: icmp_seq=1 ttl=127 time=2.91 ms
64 bytes from 172.17.6.27: icmp_seq=2 ttl=127 time=1.90 ms
64 bytes from 172.17.6.27: icmp_seg=3 ttl=127 time=0.775 ms
64 bytes from 172.17.6.27: icmp_seqg=4 ttl=127 time=0.875 ms

-—- 172.17.6.27 ping statistics -—-
5 packets transmitted, 5 received, 0% packet loss, time 4006ms
rtt min/avg/max/mdev = 0.775/1.587/2.918/0.782 ms, pipe 2

print the route packets take to the specified network host
Syntax: traceroute run <ip>
For example:

DemoBox(config)# traceroute run 172.17.6.27
1 172.17.3.1 0.401 ms 0.335 ms 0.351 ms
2 172.17.6.27 2.727 ms 0.244 ms 0.169 ms
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SNMP Configuration

Using the CLI, you can:
« view and edit the snmp agent settings (show snmp agent, snmp agent)

* view, add, edit, and delete communities (show community, community, edit community, no
community)

* view, create, edit, and delete SNMPv3 usernames (show snmp username, shnmp username, edit
snmp username, N0 sSNMp username)

« view, add, edit, and remove stations (show station, station, edit station, no station)

e send test traps (snmp test)

add a community
Syntax: community
For example:

DemoBox (config)# community
Community Name: YourCommunity
Source 1P/Subnet Mask(s): 172.17.45.15/255.255.255.255
MIB Access:
Enterprise [y]: vy
Standard [y]: vy
SNMP community successfully saved.

edit a community
Syntax: edit community <community name>
For example:

DemoBox (config)# edit community YourCommunity
Community Name [YourCommunity]:
Source 1P/Subnet Mask(s) [172.17.45.15/255.255.255._255]:
MIB Access:

Enterprise [y]: n

Standard [vy]: vy
SNMP community successfully saved.

edit an existing SNMPv3 username

Syntax: edit snmp username <username>
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For example:

DemoBox (config)# edit snmp username SNMP.User2
Username [SNMP.User2]:
Security Level:
1: noAuth, noPriv
2: auth, noPriv
3: auth, priv
Enter a number (1 - 3) [2]:
Auth Protocol:

1: None
2: MD5
3: SHA

Enter a number (1 - 3) [2]:

Auth Password [********]:

MIB Access:
Enterprise [n]: vy
Standard [y]: n

SNMP username successfully saved.

edit an SNMP management station

Syntax: edit station <station number>

For example:

DemoBox (config)# edit station 2
Manager Type:

1: SNMPv1

2: SNMPv2

3: SNMPV3
Enter a number (1 - 3) [2]:
Trap Type:

1: Trap

2: Inform

Enter a number (1 - 2) [2]: 1

Hostname or IP [172.17.17.80]:

Port [162]:

Manager Community [public]:

SNMP management station successfully saved.

remove a community from the system SMNP configuration
Syntax: no community <community name>

For example:

DemoBox (config)# no community YourCommunity
SNMP community successfully removed.
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delete an existing SNMPv3 username

Syntax: no snmp username <username>
For example:
DemoBox (config)# no snmp username SNMP.User3
SNMP username successfully removed.

remove an SNMP management station
Syntax: no station <station number>
For example:

DemoBox (config)# no station 2
SNMP management station successfully removed.
DemoBox (config)# show station

1. Manager Type: SNMPv1
Trap Type: Trap
Hostname or 1P: 172.17.40.37
Port: 162

Manager Community or Username: Community: public

view either all current communities configured on the device, or detail about a
specific community

Syntax: show community
show community <community name>

For example:
DemoBox (config)# show community
1. Community Name: public
Source 1P/Subnet Mask(s): Any
MIB Access: Enterprise, Standard
DemoBox (config)# show community SomeCommunity
Community Name: SomeCommunity
Source 1P/Subnet Mask(s): Any
MIB Access: Standard

display the SNMP agent settings

Syntax: show snmp agent

For example:

DemoBox (config)# show snmp agent
SNMP Agent IP: [All]
SNMP Agent Port: 161
Enable SNMP Traps: yes
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view the list of existing SNMPv3 usernames or view a specific user

Syntax: show snmp username

show snmp username <username>

For example:

DemoBox# show snmp username
1. Username:
Security Level:
Auth Protocol:
Auth Password:
Priv Password:
MIB Access:

2. Username:
Security Level:
Auth Protocol:
Auth Password:
Priv Password:
MIB Access:

SNMP .User1l
auth, priv
SHA

R
*hkihkiik

Enterprise, Standard

SNMP .User?2
auth, noPriv
MD5

E R e e e
[None]
Standard

DemoBox# show snmp username SNMP.User2

Username:
Security Level:
Auth Protocol:
Auth Password:
Priv Password:
MIB Access:

SNMP .User2
auth, noPriv
MD5

R o o o o o
[None]
Standard

view all SNMP management stations of the details of a specific station

Syntax: show station

show station <station number>

For example:

DemoBox# show station

1. Manager Type:
Trap Type:
Hostname or IP:
Port:

SNMPv1

Trap
172.17.40.37
162

Manager Community or Username: Community: public

DemoBox# show station 1
Manager Type:
Trap Type:
Hostname or IP:
Port:
Manager Community:
Username:
Security Level:
Auth Protocol:

SNMPV1

Trap
172.17.40.37
162

public
[None]
[None]
[None]
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Auth Password: [None]
Priv Password: [None]
Manager Engine 1ID: [None]

set the SNMP agent settings
Syntax: snmp agent
For example:

DemoBox (config)# snmp agent
SNMP Agent IP:
1: All
2: 172.17.7.80
Enter a number (1 - 2) [1]: 2
SNMP Agent Port [161]: 161
Enable SNMP Traps [Y]: Yy
SNMP agent settings successfully saved.

send an SNMP test trap
Syntax: snmp test
For example:

DemoBox (config)# snmp test
SNMP test trap successfully sent. Check SNMP Managment Stations to confirm.

create an SNMPv3 username
Syntax: snmp username
For example:

DemoBox (config)# snmp username
Username: SNMP.User3
Security Level:

1: noAuth, noPriv

2: auth, noPriv

3: auth, priv
Enter a number (1 - 3) [1]: 3
Auth Protocol:

1: None
2: MD5
3: SHA

Enter a number (1 - 3) [1]: 2
Auth Password:
Priv Password:
MIB Access:
Enterprise [y]: vy
Standard [y]: vy
SNMP username successfully saved.
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station - add an SNMP management station
Syntax: station
For example:

DemoBox (config)# station
Manager Type:

1: SNMPv1

2: SNMPv2

3: SNMPv3
Enter a number (1 - 3) [1]: 2
Trap Type:

1: Trap

2: Inform

Enter a number (1 - 2) [1]: 2

Hostname or IP: 172.17.17.80

Port [162]:

Manager Community: public

SNMP management station successfully saved.
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SSKM Configuration

Using the CLI, you can:
« configure and view the sskm interface (sskm interface, show sskm interface)
e view sskm status information (show sskm status)
« start, halt, and restart the sskm (sskm start, sskm halt, sskm restart)

¢ ping the sskm (sskm ping)

show the ip, netmask, and interface used by the sskm
Syntax: show sskm interface
For example:

DemoBox# show sskm interface

SSKM is running now

External IP from SSKM config file=172.17.7.189
External IP from network template=172.17.7.189
Netmask: 255.255.0.0

Physical interface mapping: ethO

Default Gateway = 172.17.7.1

view sskm status information
Syntax: show sskm status

For example:

DemoBox# show sskm status
SSKM is running. State is-
Name ID Mem(MiB) VCPUs State Time(s)
SSKM 1 4103 2 -b----  4597.5
Detailed state is:
(domain
(domid 1)
(uuid de93beed-7cc5-11cb-55e7-9126d05072FF)
(vcpus 2)
(cpu_cap 0)
(cpu_weight 256)
(memory 4096)
(shadow_memory 34)
(maxmem 4096)
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(features)

(name SSKM)

(on_poweroff destroy)

(on_reboot restart)

(on_crash restart)

(image

(hvm
(kernel /usr/lib/xen/boot/hvmloader)
(device_model Zusr/lib/xen/bin/qgemu-dm)
(pae 1)
(vcpus 2)
(boot c¢)
(timer_mode 1)
(serial pty)
(vncunused 1)
(xauthority /root/.Xauthority)
(acpi 1)
(apic 1)
(usb 1)
(usbdevice tablet)
(keymap en-us)
)

)
(cpus O)
(device
(vif
(backend 0)
(script vif-bridge)
(ip 172.17.7.189)
(bridge xenbr0)
(mac 00:16:3e:6c:25:5d)
(vifname external_sskm_link)
)
)
(device
(vif
(backend 0)
(script vif-bridge)
(ip 10.0.0.1/32)
(bridge xenbr-pr)
(mac 00:16:3e:5c:52:b5)
(vifname ds_sskm_link)

)

)
(device (vbd (backend 0) (dev hda:disk) (uname phy:/dev/md10) (mode w)))
(device (vbd (backend 0) (dev hdb:disk) (uname phy:/dev/md11l) (mode w)))
(device
(vbd
(backend 0)
(dev hdc:disk)
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(uname file:/SSKM_WORK/images/SSKM_hdc. img)
(mode w)

(state -b----)
(shutdown_reason poweroff)
(cpu_time 4597.47401091)
(online_vcpus 2)

(up_time 189925.900305)
(start_time 1305067095.97)
(store_mfn 983038)

shutdown the sskm
Syntax: sskm halt
For example:

DemoBox (config)# sskm halt
Info: SSKM shutdown command issued. It may take some time to actually shutdown
Waiting to shut down SSKM...
SUCCESS: SSKM shutdown done

configure the ip, and interface to use for the sskm
You cannot execute this command while the SSKM is running. Execute sskm halt first.
Syntax: sskm interface <ip> <interface>
For example:

DemoBox (config)# sskm halt
Info: SSKM shutdown command issued. It may take some time to actually shutdown
Waiting to shut down SSKM...
SUCCESS: SSKM shutdown done

DemoBox (config)# sskm interface 172.17.7.189 ethO

Network Templates generated OK

IP address 172.17.7.189 scheduled for assignment to SSKM

Warning: I SSKM is not started soon, IP 172.17.7.189 may become stale
SUCCESS: Configured network interface with ip=172.17.7.189, netmask=255.255.0.0
and interface=eth0

DemoBox (config)# sskm start
SUCCESS: SSKM Started OK

ping the sskm
Syntax: sskm ping

KEYSECURE COMMAND LINE INTERFACE REFERENCE GUIDE



For example:

DemoBox# sskm ping

SSKM is running

IP address is: 172.17.7.189
Press Ctrl+c to stop

PING 172.17.7.189 (172.17.7.
64 bytes from 172.17.7.189:
64 bytes from 172.17.7.189:
64 bytes from 172.17.7.189:

189) 56(84) bytes of data.

icmp_seqg=1 ttl=64 time=2.61 ms
icmp_seq=2 ttl=64 time=0.175 ms
icmp_seq=3 ttl=64 time=0.179 ms

--- 172.17.7.189 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 1999ms
rtt min/avg/max/mdev = 0.175/0.990/2.618/1.151 ms

stop and start the sskm

Syntax: sskm restart

For example:

DemoBox (config)# sskm restart

Info: SSKM shutdown command
Waiting to shut down SSKM...
SUCCESS: SSKM shutdown done

SUCCESS: SSKM Restarted OK

start the sskm
Syntax: sskm start

For example:

DemoBox (config)# sskm start

SUCCESS: SSKM Started OK

issued. It may take some time to actually shutdown
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SSL Configuration

Using the CLI, you can:
« view the allowed ssl protocols and the session key timeout (show ssl)
* enable and remove ssl protocols (ssl protocol and no ssl protocol)
 set the session key timeout (ssl timeout)
 view the priority of all ciphers on the system (show cipherspec)
* enable and disable a cipherspec (cipherspec and no cipherspec)
» change the cipherspec priority list (Cipherspec priority)
« restore the default cipherspec priority list (restore cipherspec)

« disable cipherspec export (no export cipherspec)

enable a cipherspec

Unless you know the priority of the disabled cipher you want to enable, you can use the show cipherspec
command to display the ciphers on the system.

The cipher order pertains to the communication channel between the client and the device. It does
not affect the keys that might be used to encrypt data by the device.

Syntax: cipherspec <disabled cipherspec number>

For example:
DemoBox (config)# show cipherspec
The SSL cipher order is:

Priority Key Exchange Cipher Keysize Hash
1 RSA AES128 128 SHA-1
2 RSA AES256 256 SHA-1
3 RSA 3DES 168 SHA-1
Disabled (1) RSA RC4 128 SHA-1
Disabled (2) RSA RC4 128 MD5

DemoBox (config)# cipherspec 2
SSL cipher successfully enabled.

DemoBox (config)# show cipherspec
The SSL cipher order is:

Priority Key Exchange Cipher Keysize Hash
1 RSA AES128 128 SHA-1
2 RSA AES256 256 SHA-1
3 RSA 3DES 168 SHA-1
Disabled (1) RSA RC4 128 SHA-1
4 RSA RC4 128 MD5
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prioritize the cipher spec

The cipher order pertains to the communication channel between the client (application, database,
etc.) and the device. It does not affect the keys that might be used to encrypt data by the nae server.

Syntax: cipherspec priority
For example:

DemoBox (config)# cipherspec priority
CURRENT PRIORITIES
The SSL cipher order is shown below:

Priority Key Exchange Cipher Keysize  Hash
1 RSA AES128 128 SHA-1
2 RSA AES256 256 SHA-1
3 RSA 3DES 168 SHA-1
Disabled (1) RSA RC4 128 SHA-1
4 RSA RC4 128 MD5

NEW PRIORITY CONFIGURATION
Please use the current priority from above to reference each item.

Which item will have priority #1 (1...4): 3
Which item will have priority #2: 1

Which item will have priority #3: 2

Which item will have priority #4: 4

SSL cipher order priorities successfully changed.

DemoBox (config)# show cipherspec
The SSL cipher order is:

Priority Key Exchange Cipher Keysize Hash
1 RSA 3DES 168 SHA-1
2 RSA AES128 128 SHA-1
3 RSA AES256 256 SHA-1
Disabled (1) RSA RC4 128 SHA-1
4 RSA RC4 128 MD5

disable a cipherspec

Unless you know the priority of the cipher you want to disable, you can use the show cipherspec command
to display the ciphers on the system.

Syntax: no cipherspec <priority of enabled cipherspec>
For example:

DemoBox (config)# show cipherspec
The SSL cipher order is:

Priority Key Exchange Cipher Keysize Hash
1 RSA 3DES 168 SHA-1
2 RSA AES128 128 SHA-1
3 RSA AES256 256 SHA-1
Disabled (1) RSA RC4 128 SHA-1
4 RSA RC4 128 MD5
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DemoBox (config)# no cipherspec 4
SSL cipher successfully disabled.

DemoBox (config)# show cipherspec
The SSL cipher order is:

Priority Key Exchange Cipher Keysize Hash
1 RSA 3DES 168 SHA-1
2 RSA AES128 128 SHA-1
3 RSA AES256 256 SHA-1
Disabled (1) RSA RC4 128 SHA-1
Disabled (2) RSA RC4 128 MD5

disable export cipherspecs (128-bit and below)

By executing this command, you are basically mandating that only high security ciphers (128-bit and
above) are used during ssl sessions. Please note that the cipher order pertains to the communication
channel between the client (application, database, etc.) and the device. It does not affect the keys that
might be used to encrypt data by the nae server.

You can restore the original ssl cipher order by executing the restore cipherspec command.
Syntax: no export cipherspec
For example:

DemoBox (config)# no export cipherspec
SSL low security (export) ciphers successfully disabled.

remove the specified protocol
Syntax: no ssl protocol <protocol>

For example:

DemoBox (config)# no ssl protocol ssli3

Warning: This change affects the NAE Server and the Web Administration service.
Some Web browsers, including Internet Explorer 6.0, do not have TLS 1.0 enabled
by default. If your browser is no longer able to make a connection to this de-
vice, please check that it has TLS 1.0 enabled. (In Internet Explorer, select
Internet Options from the Tools menu, click the Advanced tab, scroll down to the
Security section, and make sure the "Use TLS 1.0" checkbox is checked.)

SSL protocol successfully disabled.

restore the cipherspecs to their default values
Syntax: restore cipherspec

For example:

DemoBox (config)# restore cipherspec
SSL cipher order defaults successfully restored.

DemoBox (config)# show cipherspec
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The SSL cipher order is:

Priority Key Exchange
1 RSA
2 RSA
3 RSA

Disabled (1) RSA
Disabled (2) RSA

view the priority of all ciphers on the system

Syntax: show cipherspec
For example:

DemoBox# show cipherspec
The SSL cipher order is:

Priority Key Exchange
1 RSA
2 RSA
3 RSA

Disabled (1) RSA
Disabled (2) RSA

Cipher
AES128
AES256
3DES
RC4
RC4

Cipher
AES128
AES256
3DES
RC4
RC4

enable the use of a particular ssl protocol

The valid protocols are ssI3 and tIs1.
Syntax: ssl protocol <protocol>
For example:

DemoBox (config)# ssl protocol ssl3
SSL protocol successfully enabled.

view all client-side ssl settings
Syntax: show ssl

For example:

DemoBox# show ssl
Allowed Protocols:
SSL3: yes
TLS1: yes
Session Key Timeout (sec): 7200

Keysize
128
256
168
128
128

Keysize
128
256
168
128
128

Hash
SHA-1
SHA-1
SHA-1
SHA-1
MD5

Hash
SHA-1
SHA-1
SHA-1
SHA-1
MD5
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ssl timeout - setthe session key timeout for incoming ssl client connections to the device
The default value is 7200 seconds (2 hours).

Syntax: ssl timeout <timeout in seconds>

For example:

DemoBox (config)# ssl timeout 3600
SSL timeout successfully set.
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Security Configuration

Using the CLI, you can:

« view and configure the device’s security settings, including the status of security-related functionality
like global keys, use of ssl protocols and ciphers, and certificate import and export mechanisms
(security settings, show security settings)

* make the device FIPS compliant and view the FIPS status (Fips compliant, show fips status)
« configure and view the IP and port of the FIPS status server (Fips server, show fips server)
« zeroize keys (zeroize all keys)

« zeroize keys and restore the device to its initial, factory state (reset factory settings
zeroize)

The same functionality is available through the Management Console, however, only the CLI enables you
to zeroize keys, using the zeroize all keys and reset factory settings zeroize commands,
which is required before entering or leaving FIPS mode.

make the device FIPS compliant
This will alter the server settings listed with the show security settings command.

WARNING! According to FIPS requirements, you cannot enable or disable FIPS when there are keys on
the device. You must manually delete all keys before enabling and disabling FIPS compliance. Keys are
zeroized upon deletion. We strongly recommend that you back up your keys before deleting.

WARNING!  Setting this device to be FIPS compliant forces SSL connections to the NAE Server and to the
Web Administration service to use TLS 1.0 only. Some Web browsers, including Internet Explorer 6.0, do
not have TLS 1.0 enabled by default. If your browser is no longer able to make a connection to this device,
please check that it has TLS 1.0 enabled. (In Internet Explorer, select Internet Options from the Tools
menu, click the Advanced tab, scroll down to the Security section, and make sure the “Use TLS 1.0”
checkbox is checked.)

Syntax: Fips compliant
For example:

DemoBox (config)# fips compliant

Warning: Setting this device to be FIPS compliant forces SSL connections to the
NAE Server and to the Web Administration service to use TLS 1.0 only. Some Web
browsers, including Internet Explorer 6.0, do not have TLS 1.0 enabled by de-
fault. 1f your browser is no longer able to make a connection to this device,
please check that it has TLS 1.0 enabled. (In Internet Explorer, select Internet
Options from the Tools menu, click the Advanced tab, scroll down to the Security
section, and make sure the "Use TLS 1.0" checkbox is checked.)

This device is now FIPS compliant.
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enable the FIPS status server and assign it an IP and a port
You can view the FIPS Status Report by accessing http://<local ip>/status.html.
Syntax: fips server
For example:

DemoBox (config)# fips server
Enable FIPS Status Server [y]: vy
Available IP addresses:

1. All

2. 172.17.7.29
Local 1P (1-2)[1]:1
Local Port [9081]: 9081

zeroize all keys and passwords on the device

For security purposes, this command can only be run from the CLI at the console. You cannot
execute this command remotely via the CLI over SSH or from the Management Console.

Syntax: reset factory settings zeroize

For example:

DemoBox (config)# reset factory settings zeroize

WARNING!

This command will reset your system to its original factory
state. All configuration settings, ALL KEYS, software upgrades,
internal backup files, and log will be deleted.

In addition, all keys on the device will be zeroized,
a process that may require additional time but will render the
keys irrecoverable.

The system will automatically reboot to apply these changes.
Are you sure you want to continue? y

Are you REALLY sure you want to continue? y

Reset Factory Settings initiated
The system is rebooting.
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change the status of security-related functionality on the device

This functionality must be disabled for FIPS compliance. These settings are automatically configured when
you select Set FIPS Compliance in the FIPS Compliance section.

WARNING! When you enable FIPS compliance on the device, the functionality displayed here is disabled.
Modifying any of the items in the High Security Settings section immediately takes the device out of FIPS
compliance. This section should be used to review the key and device security functionality that has been
disabled for full FIPS compliance. When the device is FIPS compliant, you should not alter these settings.

|mpor’ran’r! According to FIPS requirements, you cannot enable or disable FIPS when there are keys on
the device. You must manually delete all keys before enabling and disabling FIPS compliance. Keys are
zeroized upon deletion. We strongly recommend that you back up your keys before deleting.

For more information, see the KeySecure User Guide.
Syntax: security settings
For example:

DemoBox (config)# security settings

Disable Creation and Use of Global Keys [y]: vy

Disable Non-FIPS Algorithms and Key Sizes [y]: vy

Disable FTP for Certificate Import, Backup and Restore [y]: vy
Disable Certificate Import through Serial Console Paste [y]: vy
Disable Hotswappable RAID Drives [y]: vy

view the status of the FIPS Status Server and its IP and port
You can view the FIPS Status Report by accessing http://<Local IP>:<Local Port>/status.html.

Syntax: show Fips server

For example:

DemoBox# show fips server
Enable FIPS Status Server: Yes
Local 1P: [ALl]
Local Port: 9081

view if the device is FIPS compliant
Syntax: show fips status
For example:

DemoBox# show fips status
FIPS Compliant: No

KEYSECURE COMMAND LINE INTERFACE REFERENCE GUIDE



view the status of security-related functionality on the device

This functionality must be disabled for FIPS compliance. These settings are automatically configured when
you select Set FIPS Compliance in the FIPS Compliance section.

Syntax: show security settings
For example:

DemoBox# show security settings

Key Security
Disable Creation and Use of Global Keys: Yes
Disable Non-FIPS Algorithms and Key Sizes: Yes

Device Security
Disable FTP for Certificate Import, Backup and Restore: Yes
Disable Certificate Import through Serial Console Paste: Yes

Other Security
Allow Key and Policy Configuration Operations: Disabled (FIPS compliant)

Allow Key Export: Disabled (FIPS compliant)

User Directory: Local (FIPS compliant)

LDAP Administrator Server Configured: No (FIPS compliant)

Allowed SSL Protocols: SSL 3.0, TLS 1.0 (not FIPS
compliant due to SSL 3.0)

Enabled SSL Ciphers: Only FIPS compliant ciphers

delete all keys from the device and irrevocably remove all key bits from your
system

Keys are not recoverable after using this command. Device configuration will remain intact. We
recommend contacting customer support prior to using this command.

When executed from the KeySecure’s serial console, this command also zeroizes the keys on the HSM
card. You will not be able to create keys or use any key management functionality until the HSM has been
initialized. Refer to the KeySecure Quick Start Guide for HSM initialization instructions.

When executed from the remote CLI, the HSM keys are not zeroized. You can create new keys and use
other key management functionality immediately after zeroizing from the remote CLI.

This command will only remove keys from the local device. To zeroize keys from an entire cluster,
you must run the zeroize all keys command on each cluster member.

Syntax: zeroize all keys
For example:

DemoBox (config)# zeroize all keys

This command will delete 42 keys. Are you sure you want to continue? [n]: y
Are you REALLY sure you want to continue? [n]: y

Zeroized HSM keys.

All keys have been successfully zeroized.
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Services

Using the CLI, you can:
 view the status of the nae-server, snmp, sshadmin, and webadmin services (show services)
« start the services (<nae-server | snmp | sshadmin | webadmin> run)
 stop the services (no <nae-server | snmp | sshadmin | webadmin> run)
« launch the services at startup (<nae-server |snmp|sshadmin]webadmin> startup)
« disable their launch at startup (no <nae-server |snmp|sshadmin]webadmin> startup)
 halt (halt) and reboot (reboot) the device

The same functionality is available using the Management Console.

halt the device
Syntax: halt
For example:

DemoBox (config)# halt

Are you sure you want to halt? [n]: vy

The system is going down for system halt NOW!
The system is being halted.

Exiting command line interface.

Connection to DemoBox closed.

activate the nae, snmp, sshadmin,
or webadmin server

Syntax: <nae-server | snmp | sshadmin | webadmin> run

For example:

DemoBox (config)# nae-server run

Are you sure you want to start the NAE Server? (y/n) [n]: vy
Warning: Service already started

The NAE Server successfully started.

activate the nae, snmp,
sshadmin, or webadmin server at startup

Syntax: <nae-server | snmp | sshadmin | webadmin> startup
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For example:

DemoBox (config)# snmp startup
SNMP successfully enabled on startup.

reboot the device
Syntax: reboot
For example:

DemoBox (config)# reboot

Are you sure you want to reboot? [n]: vy
The system is going down for reboot NOW!
The system is being rebooted.

Exiting command line interface.
Connection to DemoBox closed.

view the current service status

Syntax: show services

For example:

DemoBox# show services

Service Group Service Status Startup
nae-server NAE Server Started Enabled
webadmin Web Administration Started Enabled
sshadmin SSH Administration Started Enabled
snmp SNMP Agent Stopped Disabled

halt the nae, snmp,
sshadmin, or webadmin server

Syntax: no <nae-server | snmp | sshadmin | webadmin> run
For example:

DemoBox (config)# no sshadmin run

Are you sure you want to stop the SSH Admin service? (y/n) [n]: y
SSH Admin service successfully stopped.

DemoBox (config)# Connection to DemoBox closed by remote host.
Connection to DemoBox closed.

disable the nae, snmp,
sshadmin, or webadmin server at startup
Syntax: no <nae-server | snmp | sshadmin | webadmin> startup
For example:

DemoBox (config)# no webadmin startup
Web administration successfully disabled on startup.
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Statistics Configuration

Using the CLI, you can:
« view the device’s operation statistics (show statistics)

« show the number of licenses in use (show license usage), and the number of licenses available
(show license)

The same functionality is available through the Management Console.

show the number of licenses currently in use
Syntax: show license
For example:
DemoBox (config)# show license
Application Server Licenses: 1
Database Licenses: 1

show the number of open connections

Syntax: show license usage

For example:

DemoBox# show license usage

Client IP Address Number of Connections
172.17.17.89 1

view operation statistics

The refresh interval is an optional parameter to specify how frequently the statistic information should be
updated. The default refresh interval is 3 seconds. The value specified from the CLI does not affect the
refresh interval on the Management Console. The show statistics command displays the system,
connection, throughput, server, and KMIP statistics. Push the spacebar to update the statistics
immediately. Use the following navigation to scroll through the statistics:

: System & Connection Statistics
2: Throughput Statistics

> Server Statistics (1)

: Server Statistics (2)

: KMIP Statistics

Syntax: show statistics [interval]
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For example:

DemoBox(config)# show statistics

SafeNet 1426: DemoBox
System Statistics
CPU Utilization (%):

CPU #1: 0 CPU #3:
CPU #2: 0 CPU #4:

System Uptime: 8 days, 14:56:17

NAE Server Connection Statistics

Current/sec Max/sec Open

Total Connections:
Non-SSL Conn:
SSL Conn:

Handshakes:
Resumes:
Failed:

[eNeooloNoNe]

[eNeoNoNeRoNe)l

NAE Server Throughput Statistics

NAE Server (Mbits/s):

Incoming Outgoing
0 0

Interface Throughput Statistics

Ethernet #1 (Mbits/s):
Server Statistics (1)

Total Operations

Key Generate

Key Version Generate
Key Delete

Key Query

Key Information

Key Import

Key Export

Key Modify

Key Version Modify
Key Clone
Cryptographic Operation

Server Statistics (2)

Total Operations
Public Key Export
Certificate Export

CA Export

Key Certificate Export
Random Generate

Record Event
Authenticate

Incoming Outgoing
0 0

Current/sec Max/sec

[ejeololojololooloNoNoNe)

0
0]

Fri Dec 17 13:05:25 2010

Total
225
225

[cNeoNoNe)

Total

0

Total

27

=

RPWNORARMTITOWO O

=

Current/sec Max/sec

[ejeoNoNoNoNoNoNa]

27

OWWoOwWwwkr

0

Success
1047
86
46
143
28
57
33
43
64
10
24
238

Success
1047

10

10

10

0

10

10

225

Failed

N
o]

WOOOOOOOO0OO0OO0

Failed

=
[cjololojolNoNe]
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KMIP Statistics

Current/sec Max/sec Success Failed
Total Operations 0 0 0 0]
Locate 0 0 0 0
Register 0 0 0 0
Get 0 0 0 0
Get Attributes 0 0 0 0
Query 0 0 0 0
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System Health

Using the CLI, you can:
« view the status of the RAID disks, power supplies and cooling fans (show system health)
« add and remove RAID disks (raid add, raid remove)

The same functionality is available through the Management Console.

add a disk to the device
Syntax: raid add <disk slot number>
For example:

DemoBox (config)# raid add 2
Warning: Adding a RAID disk is a potentially dangerous operation that can
result in system instability.

Are you sure you want to add the disk? [n]: y
Disk addition may take several moments to perform. Please be patient and
wait for the operation to complete.

Are you sure you want to proceed? [n]: y
Adding RAID disk...

RAID disk successfully added.
If RAID is not supported on the device, or if no more disks are allowed, you will see an error message.

remove a disk from the device
Syntax: raid remove <disk slot number>
For example:

DemoBox (config)# raid remove 2
Warning: Removing a RAID disk is a potentially dangerous operation that can
result in system instability.

Are you sure you want to remove the disk? [n]: vy
Disk removal may take several moments to perform. Please be patient and
wait for the operation to complete.

Are you sure you want to proceed false? [n]: vy
Removing RAID disk...

RAID disk removed.
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show system health - view the status of RAID disks, power supply units and cooling fans
Syntax: show system health
For example:

DemoBox# show system health
RAID Status

Disk Slot #0: Operational
Disk Slot #1: Operational

Power Supply Status

Power Supply #1: Not receiving power
Power Supply #2: Operational
Warning: A power supply is not plugged in or is malfunctioning

Cooling Fan Status

Fan Status: Operational
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System Information & Upgrade

Using the CLI, you can:
 view the device’s model number and box ID (show device)
« view software licenses (show license)
« view the software copyright (show copyright)
« view software version and installation date (show software)
« display the list of activated features (show activate feature)
« install a new version of the server software (software install)
« rollback to a previous version (software rollback)

The same functionality is available through the Management Console - except for the software
rol Iback command. You cannot use the Management Console to rollback to a previous software
version.

display a list of all the activated features on the device or the details
of a specific feature

Syntax: show activated feature
show activated feature "<name>"

For example:

DemoBox# show activated feature
ProtectFile Manager

Activation Date: N/A
Expiration Date: Never
Status: Active

DemoBox# show activated feature "ProtectFile Manager"
ProtectFile Manager

Activation Date: NZA
Expiration Date: Never
Status: Active

view the software copyright
Syntax: show copyright
For example:

DemoBox# show copyright
Copyright (c) 2000-2012 SafeNet, Inc.
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view the device’s model number and box ID
Syntax: show device
For example:

DemoBox (config)# show device

Product: SafeNet k460

Box I1D: 4ME2NO99

Software Version: 6.1.0

Software Install Date: Sat Apr 30 19:33:28 EST 2011

view the licenses currently active on the device
Syntax: show license
For example:

DemoBox# show license

Application Server Licenses: 1
Database Licenses: 1
Transform Utility Licenses: 1

view information about the current system software
Syntax: show software
For example:

DemoBox# show software
Core Software

Version: 6.1.0

Description: Core Software

Install Date: Wed Dec 8 03:35:27 PST 2010
Content Encryption Service Engine

Version: 6.1.0

Description: Content Encryption Service Engine

Install Date: Wed Dec 8 03:35:27 PST 2010

install new software or a software patch
The device will reboot after the upgrade.
Syntax: software install
For example:

DemoBox (config)# software install
Please pick one of the following installation sources:
1) FTP 2) SCP
Source (1-2): 2
Enter the host: 172.20.40.33
Enter the filename: 009848-001_keysecure_server_upgrade v6.1.0-08.ieu
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Enter the username: YourUser
Enter the password:

Warning: Applying the software upgrade/install may take
a long time and the system will automatically reboot.

Are you sure you want to apply a software upgrade? [n]: y

Step 1 of 18 steps completed.

Step 2 of 18 steps completed.

Step 3 of 18 steps completed.

Step 4 of 18 steps completed.

Step 5: preparing to install. This may take a few minutes
Step 5 of 18 steps completed.

Step 6 of 18 steps completed.

Step 7: installing patch. This may take a few minutes
Step 7 of 18 steps completed.

Step 8 of 18 steps completed.

Step 9 of 18 steps completed.

Step 10 of 18 steps completed.

Step 11 of 18 steps completed.

Step 12: doing post install. This may take a few minutes
Step 12 of 18 steps completed.

Step 13 of 18 steps completed.

Step 14 of 18 steps completed.

Step 15 of 18 steps completed.

Step 16 of 18 steps completed.

Step 17 of 18 steps completed.

Step 18 of 18 steps completed.

Patch installer: Patch installed successfully.
System will reboot automatically. ..

The system is going down for reboot NOW!
Connection to DemoBox closed by remote host.
Connection to DemoBox closed.

roll back one version of the server software

Software rollbacks can only be performed using the CLI, this functionality is not available through the
Management Console. The device will reboot after the rollback.

Syntax: software rollback
For example:

DemoBox (config)# software rollback
WARNING: Preparing to ROLL BACK SOFTWARE!

This action will remove the current software version and restore the previous
version.

It will also remove all configuration changes made since the last software up-
grade.
For example:

All new keys will be lost.
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All modifications to existing keys will be undone.

All new license files will be lost.

All new administrator accounts will be removed.

All modifications to existing administrator accounts - including password
changes - will be lost.

To avoid data loss, make an EXTERNAL backup of the device®s current configuration
before

rolling back the software. After the software rollback, restore the configura-
tion backup.

You must manually upload any missing license files after the rollback.

Once the software rollback completes, you can only access the device using an
administrator account

and password that were valid in the previous version. Otherwise, you will be
LOCKED OUT OF YOUR DEVICE.

Please type "rollback™ to initiate rollback or q" to quit.
rol Iback

Patch rollback started. This should take less than 1 minute.
Patch installer: Patch rollback is successful.

System will reboot...

The system is going down for reboot NOW!

Software rollback successful.
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