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Chapter 1

Overview

Overview of the KeySecure

The SafeNet KeySecure appliance enables organizations to leverage a range of disparate software and
hardware-based encryption products, while gaining the efficiency and security benefits of having all keys
stored on a centralized, hardened security appliance.

KeySecure offers robust capabilities for managing cryptographic keys across their entire lifecycle,
including key generation, key import and export, key rotation, and much more. KeySecure can be
integrated through open APIs with virtually any off-the-shelf encryption product, including database
encryption, laptop and device encryption, file and storage level encryption, and more.

™

Y
S

SafeNet KeySecure™
Robust Security

KeySecure centrally manages keys using a hardened appliance, which maximizes overall security.
KeySecure offers a range of robust security features:

» Capabilities for segregating administrative duties between different administrators.

* Granular authorization capabilities that enable constraints to be placed on user operations based on
specific key permissions.

 Active alerting capabilities that inform administrators if attempts to breach protected data occur.
e Secure key distribution through support of SSL.
» Secure storage of key encryption keys on a Luna HSM card.

High Performance
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KeySecure centralizes all key management on a highly specialized appliance that delivers robust
performance. Even for large distributed enterprises that use multiple, disparate encryption solutions, keys
can be centrally managed - without making any perceptible impact on system performance.

Broad Flexibility

KeySecure offers key management capabilities that can be integrated with virtually any commercial
encryption product. Supported technologies include:

e Luna SA HSM partitions and Luna PC| HSMs.

* Application encryption, either software or hardware based.
» Database encryption, including native database encryption.
* Laptop and device encryption.

* z/OS mainframe encryption.

* File and storage level encryption solutions.

SafeNet supports a wide range of open cryptographic standard interfaces, including PKCS #11, JCE,
MSCAPI, and .NET. KeySecure also supports the Key Management Interoperability Protocol (KMIP).
Further, customers and partners can take advantage of SafeNet's XML interface to develop their own
custom software utilizing the enterprise key management functionality of KeySecure.

Continuous Availability

SafeNet customers can deploy multiple KeySecure appliances in a clustered configuration with real-time
replication of keys, policies, and configuration information across multiple appliances - enabling complete
disaster recovery and business continuity.

Version 6.5.0 of the KeySecure server is supported on the 450 and 460 platforms. For the latest
information about this release, please see the Customer Release Notes for version 6.5.0.

The KeySecure now provides enhanced security by placing an HSM (Hardware Security Module) card at
root of trust for the device.

With the K6 HSM card (and required configuration and administrative diligence), the KeySecure k460 key
vaulting functionality complies with the FIPS 140-2 Level 3 standard.

The PED and iKeys are the only means of authenticating and permitting access to the administrative
interface of the HSM. Accessing the keys on the HSM, required for the KeySecure to have any key
management functionality, can only occur when an administrator has physical access to the black Crypto
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User iKey, knows the iKey PED PIN, and has access to a PED connected (either remotely or locally) to the
HSM in the KeySecure.

As delivered, the HSM card has no partitions. The HSM is initialized as part of the KeySecure initialization.
During this process, the Security Officer and Crypto User roles are defined and their corresponding iKeys
are created. These roles and iKeys are explained below. At the conclusion of the initialization, the HSM
card is activated and ready to create and manage keys at the end of that process.

In the event of a power outage, the HSM card is deactivated. To reactivate the HSM, a KeySecure
administrator must run the hsm login crypto user. If the power outage lasted longer than 2 hours,
running that command will require that the Crypto User login. This means that the black Crypto User iKey
must be inserted into the PED.

The Pin Entry Device (PED) is the appliance used to read and manage iKeys, and to connect directly to
the HSM card housed within the KeySecure appliance.

PEDs can be set to operate either in local mode, where they are connected directly to the HSM, or in
remote mode, where they are connected to a properly configured client.

When running in local mode, the PED is powered by its connection to the HSM card. This is why no power
cord is needed in this mode. The connection to the HSM card is direct: it bypasses other administrative
controls, providing a very secure connection to the HSM. This connection cannot be monitored by any
software on the KeySecure or any KeySecure client.

When running in remote mode, the PED must be plugged in to a power source. Rather than connecting
directly to the HSM, remote mode enables this PED to connect to a client, which in turn connects to the
HSM. This allows for remote administration of the HSM, which may be desirable for large deployments.

PEDs do not contain any authentication information and because of this, they are interchangeable.
Using the PED

As soon as it receives power from a connection to a powered appliance (or from a connection to a power
supply), the PED performs its startup and self-test routines and then goes to local mode. The PED display
shows “Awaiting command...” and the device is ready for use.

There are two things that you can do with the PED at this point:

* Wait for a prompt. This occurs during initialization, and when a program has caused the HSM to
request authentication. Prompts typically direct you to enter an iKey, enter a PED PIN, or press the
Yes, No, or Enter buttons on the keypad.

* Perform stand-alone PED operations. These operations include entering local or remote mode, and
duplicating keys, updating PED software (very rare), and performing the PED self test. The PED self
test checks the PED’s keypad, USB port, and display screen.

The PED does not hold the HSM authentication secrets. The PED facilitates the communication of those
secrets. The secrets are generated by the HSM during the initialization process. The secrets themselves

KEYSECURE USER GUIDE



reside, encrypted, on the portable iKeys. This means that an imprinted iKey can be used only with HSMs
that share the particular secret, but PEDs are interchangeable.

There is no need for the PED to be constantly attached to the KeySecure. It must be attached only when
the HSM requires authentication, such as HSM initialization and to log in after a prolonged power outage.

For large or geographically disperse deployments, we recommend using the PED in remote mode. To
operate in remote mode, you must configure the orange Remote PED iKey, and have purchased the
remote PED package, which includes the necessary cabling and software. The PED can be used in
remote mode for all actions except HSM initialization.

An iKey is a small authentication device with a USB interface, electronically imprinted with identifying
information generated by the HSM during initialization. This data is encrypted and stored on the iKey and
recalled via the PED when the KeySecure administrator performs some action that requires HSM
authentication; for example, when logging in as the crypto user to access keys.

The HSM initialization process creates three types of iKeys, each with distinct roles: the blue Security
Officer iKey, the red Domain iKey, and the black Crypto User iKey. Each role is described below:

* The Security Officer is responsible for administration of the HSM: initializing the HSM, creating
partitions. The blue Security Officer iKey (sometimes referred to as the HSM Admin iKey) is needed to
log in the Security Officer during the initialization process and will be required in the event of a
firmware upgrade. An HSM can have only one Security Officer.

* The Domain is the shared identifier for a group of HSMs. An HSM can be a member of only one
domain. There can be one or more HSMs in a domain. The red Domain iKey is needed to initialize the
HSM and to create a partition, which both occur during the HSM initialization.

* The Crypto User owns the HSM partition that stores the keys used by the KeySecure. The black
Crypto User iKey is needed to log in the Crypto User. Login is required to create and manage keys and
certificates. If the Crypto User is not logged in, access to this information is denied and the KeySecure
cannot perform its crucial functions. Typically, you will log in the Crypto User once, at the end of the
initialization process. The Crypto User will remain logged in until explicitly logged out, or may be
logged out in the event of a power outage.

When the Crypto User is logged out, all cluster operations will become disabled. The
Device>Cluster>Cluster Configuration page will not indicate that cluster settings exist; it will
appear empty. After the Crypto User is logged in again, it can take up to a minute to resume cluster
activity. The following warning text should remain on the page until the Crypto User logs back in,
and you have refreshed the page:

"Crypto User is currently not logged in. All cluster operations are disabled. DO NOT attempt to
recreate cluster. Please use CLI to log in the Crypto User."

After the Crypto User logs back in, reloading the page will make this warning message go away.

The Crypto User has a password, in the form of MxCT-c7F9-HHX5-YtH3, which is generated by the
HSM and entered into the KeySecure CLI during initialization. Normally, you will not need to enter the
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password again unless you re-initialize the HSM or you reset the password using the hsm set
password command.

All three of the iKeys are created and used during the HSM initialization. Afterwards, the black Crypto User
key will be the most used.

The orange Remote PED iKey is required to use the PED in remote mode, which is available to customers
who have purchased the remote PED package. The iKey is needed to initialize the remote PED (at the
KeySecure) and then to use the PED remotely (at the client machine). The orange iKey is configured after
completing the initialization.

Using the iKeys

The set of iKeys included with the KeySecure contains ten USB-token PED keys along with colored peel-
and-stick labels used for identification. The iKeys are completely interchangeable before they are imprinted
and labeled by you.

At a minimum you would have one each of:
* blue HSM Admin iKey
* red Domain iKey
* black User iKey

How you choose to use the iKeys can be straight-forward (one of each listed above, plus one set of
backups) or complex (one red Domain iKey shared by multiple HSMs, employing M of N for the black User
iKey, etc.). Plan ahead, keeping in mind your organization’s own security policies.

For purposes of backup redundancy, you would normally have at least one other full set of imprinted iKeys
for keeping in safe storage. You can create duplicates during the initialization process, or at anytime
afterwards using the PED. We recommend creating duplicates as a separate process, done after
initializing the HSM. This reduces the number of keys you’ll have to handle during the initialization and
lessens the chance that you will accidentally overwrite an iKey.

Each iKey has its own PIN that is needed to access the secret encrypted on the iKey. A PED PIN is a
sequence of 4 to 48 digits that you enter at the PED keypad. The PIN is combined with the secret on the
iKey and the combined blob is sent to the HSM.

If, for example, you are initializing an HSM and not re-using any existing secret on the iKey that you
present (or it's a blank a key), then during the process, the PED prompts:

Enter new PED PIN

To impose a PED PIN, enter the PIN when prompted during the iKey configuration process. Thereafter,
whenever you present that iKey, you will be prompted to enter the PED PIN. The PED uses the PIN to
“unlock” the actual authentication secret, which is then sent to the HSM. Entering the wrong PIN is
equivalent to presenting the wrong iKey - it is counted as a “bad password” attempt on the HSM.

Summary of iKey Use
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Blue HSM Black User Red Domain Orange

Function Admin iKey iKey iKey Remote iKey

Initialize the HSM Required
hsm initialize command

Create the HSM partition Required Required
hsm create partition command

Log in the Security Officer Required
hsm login security officer command

Log in the Crypto User Required
hsm login crypto user command

Initialize the remote PED (at the Required
KeySecure) hsm remote ped init
command

Connect to the remote PED (at the client) Required
hsm remote ped connect command

The first four functions, initialize HSM, create partition, log in Security Officer and log in Crypto User are all
performed as part of the KeySecure initialization. Once the device is initialized, you may occasionally need
to log in the Crypto User, and you have the option of initializing and connecting the remote PED.

After you have unpacked, installed, and initialized the KeySecure as described in the KeySecure Quick
Start Guide, you can configure the device.

The following chapters describe how to configure the features of the KeySecure:

Chapter 3, “Cryptographic Key Servers” - create cryptographic key servers that accept client
requests from clients using the NAE-XML protocol. You can set the IP, port, and authentication process
(e.g., use of SSL) for each server you configure.

Chapter 4, “Health Check” - enables client applications to check the availability of the key server by
sending the key server an HTTP request.

Chapter 28, “HSM Configuration” - enables a SafeNet hardware security module (HSM) to store the
encryption keys used to create keys and certificates on the KeySecure. You must initialize the HSM
card as part of the KeySecure installation process.

Chapter 5, “KeySecure Clustering” - enables multiple KeySecures to share configuration settings.
Any changes made to these values on one cluster member are replicated to all members within the

same cluster. This enables you to immediately share configuration changes with other Key Servers,

and improves the failover capabilities of a high availability configuration.

Chapter 6, “Date, Time and NTP” - set the system date and time, and configure NTP servers.

Chapter 7, “Network Interfaces” - enables you to configure the KeySecure network interface list and
create VLAN tagged interfaces.
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* Chapter 8, “Gateways & Routing” - enables you to configure the default gateway list, select the
interface to use for outgoing connections, and configure a static route list.

e Chapter 9, “Hostname & DNS” - set the KeySecure hostname and connect to any DNS servers in
your network.

e Chapter 10, “Network Interface Port Speed & Duplex” - enables you to configure the port speed
and duplex for the KeySecure network interfaces.

* Chapter 11, “High Availability” - enable and configure the high availability feature.

e Chapter 12, “IP Authorization” - specify which IP addresses are permitted to connect to the
KeySecure and which services those IP addresses may access.

* Chapter 13, “SNMP” - enable monitoring of the KeySecure via SNMP.
* Chapter 14, “Administrator Configuration” - create and manage local administrator accounts.
* Chapter 15, “LDAP Administrator” - enable and configure LDAP administrator accounts.

* Chapter 16, “Password Management” - create password policies for all passwords used by the
KeySecure: local administrators, local users, KeySecure clusters, and backups.

e Chapter 17, “Multiple Credentials” - stipulate that some administrative and key management
operations require authorization from more than one administrator.

e Chapter 18, “Remote Administrator” - determine the IP addresses, ports, and certificates used for
remote KeySecure administration via the Management Console and Command Line Interface.

The KeySecure provides logs and statistics that enable you to monitor system health and performance.
The following chapters describe how to configure system logs and view system and server statistics.

* Chapter 19, “Logging” - schedule log rotations, configure archiving details, transfer logs to an
external device, and configure syslog.

* Chapter 20, “Log Viewer” - view log files stored on the KeySecure.
* Chapter 21, “Statistics” - view system and server statistics.

Regular maintenance of the KeySecure involves creating backups of the device configuration. You can
also stop and restart services, upgrade software, install licenses, monitor system health, and diagnose
network connectivity issues.

The following chapters describe how to perform regular device maintenance.
* Chapter 22, “Backups” - create and restore backups of system configuration.

» Chapter 23, “Services” - start and stop the key servers, web administration service, ssh
administration service, and snmp agent, restart those services, enable those services to launch at
system startup, restart the KeySecure, and halt the KeySecure.

* Chapter 24, “Upgrade” - upgrade software, upload licenses, and examine information about the
KeySecure device, including Box ID and current software version.

* Chapter 25, “System Health” - view the status of the KeySecure power supply, cooling fan and disks,
and prepare for the removal of disk from the RAID.
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* Chapter 26, “Network Diagnostics” - test the KeySecure network connectivity by running ping,
traceroute, host, or netstat commands

The following chapters explain how to manage keys, users, certificates, and the KeySecure advanced
security features:

* Chapter 27, “Keys” - create keys, create and manage versioned keys, import keys, download the
public portion of RSA keys, delete keys, create key queries, and clone keys.

» Chapter 29, “Authorization Policies” - create and delete authorization policies.

* Chapter 30, “Local Users and Groups” - create a local user, create a local group, remove a user
from a group, delete a user, and delete a group.

* Chapter 31, “LDAP Server” - set up the LDAP user server.
* Chapter 32, “LDAP User & Groups” - view LDAP users and groups.

* Chapter 33, “Certificates” - create a server certificate for the KeySecure, create a client certificate,
download a certificate, and import a certificate.

» Chapter 34, “Certificate Authorities” - manage the trusted CA list, view and download a local CA,
create a local certificate authority, create an intermediate CA request, and install a CA certificate.

» Chapter 35, “Certificate Revocation Lists” - download and update certificate revocation lists.
* Chapter 36, “Certificate Management over KMIP” - manage certificates for KMIP operations.

* Chapter 37, “High Security Features” - configure the device for FIPS compliance, configure high
security settings for the device, including disabling the use of FTP (for non-FIPS compliant hardware),
and configure the device for Common Criteria compliance.

* Chapter 38, “FIPS Status Server” - enable the FIPS status server and view the FIPS status report.

* Chapter 39, “SSL” - enable ssl| protocols and the session key timeout, and manage the ssl cipher
priority.
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The KeySecure Management Interfaces

Once you have completed the initial configuration of the KeySecure, described in the KeySecure Quick
Start Guide, log in to either of the following management interfaces using a valid administrator account.

* Management Console - The management console is a graphic user interface that enables you to
perform remote administration using a web browser.

The web browser used to connect to the Management Console must be capable of high-grade 128-bit
encryption. To access all functionality of the Management Console, enable javascript on the browser.

* Command Line Interface - The command line interface (CLI) enables you to perform administrative
functions either at the KeySecure serial console or remotely using SSH.

The serial console must use a terminal emulation program, such as HyperTerminal. Remote CLI
administration requires a terminal emulation program that supports SSH (PuTTY, for example). The
SSH client should connect to the IP address defined in the first-time initialization process.

For more information about the command line interface, see the KeySecure CLI User Guide.

If you attempt unsuccessfully to log in to a user account five consecutive times, that account is locked out
immediately for a period of one minute. If SNMP traps are enabled and the SNMP service is running, a trap
is sent to the appropriate SNMP Management Station.

To log in to the management console:
1 Type the following URL, using the IP address and port you set during the initialization process:
https://IP-address: 9443 (assuming that 9443 is the port you set up).

When connecting to the Management Console for the first time, your browser might display a
certificate error notice. To avoid this message in the future, instruct the browser to accept the
certificate for all sessions.

Administrator Authentication

Username: | admin

Password: |esssssss

2 Enter a Username. When logging in for the first time, use the default username admin. You can create
other administrator accounts using the Administrator Configuration page. This is described in Chapter
14, “Administrator Configuration”.

3 Enter the Password. When logging in for the first time, this is the password you created during
initialization. Don’t lose this password.
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4 Click Log In. The Management Console displays the Home page, which includes the following parts:
- Security Summary - This section displays security-related information about your KeySecure.

Security Summary Help B
The settings on this device are not FIPS compliant.
If you want to enable FIPS compliance, you should do so on the High Security page before

creating any keys.

Da nat show this message again.

Click the High Security page link to access the High Security page. You can enable FIPS compliance

from there. You can select the Do not show this message again checkbox and click Submit to
remove the Security Summary section from the Home page. Once you remove the Security Summary
section from the Home page, you cannot restore that section.

- System Summary - This section displays system information about the KeySecure.

System Summary

Product:
Box ID:

Software Version:

SafeMet i450
TGCTHK
6.1.0

Date:

Time:

Time Zone:
System Uptime:

12/08/2011
11:17:34

Pacific Time Zone
1 day, 20:30:00

Application Server Licenses:
Database Licenses:
Transform Utility Licenses:

Licenses in Use:

This section contains the following fields:

* Product - the product’s model name (e.g., SafeNet k460).
* Box ID - the device’s identification code. You will need this ID if you ever contact our customer

support department.

» Software Version - version of the software currently running on the device.
* Date - current system date.
* Time - current system time.

* Time Zone -current system time zone.

» System Uptime - length of time that the system has been running since the last boot.
e Application Server Licenses - number of application server licenses currently in use.
* Database Server Licenses - number of database server licenses currently in use.
* Transform Utility Licenses - number of transform ultility licenses currently in use.

¢ Licenses in Use - total number of licenses in use.
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- Recent Actions - This section displays the most recent entries in the KeySecure audit log. The audit
log contains a record of all configuration changes and user input errors made to the KeySecure,
whether through the Management Console or the CLI. Click View Complete Audit Log to view the
entire log file.

Recent Actions

Audit Log:

2011-03-18 22:01:26 [admin] [Login] [CLI]: Logged in from 172.17.6.121 wia SS5H
2011-03-18 22:01:27 [admin] [Login] [CLI]: Logged in from 172.17.6.121 wia S5H
2011-03-18 22:01:28 [admin] [Login] [CLI]: Logged in from 172.17.6.121 wia S5H
2011-03-18 22:21:15 [admin] [Login] [Login] : Logged in from 172.17.6.121 wvia weh

View Complete AuditLog

If you enter the password incorrectly five consecutive times when logging in to a user account over an
ethernet connection, web access and ssh access for that account are locked out immediately.

Important!  Once access has been locked, the lock remains in place for 30 minutes from the last attempt
during the lockout period.

This means that even if you attempt to login with the correct account name and password during the
lockout period, the lock is extended. Any login attempt during the lockout period resets the lockout period
and extends it for another 30 minutes.

The other features of security lockouts are listed below.
* A lockout originating on a Web Admin session also applies to ssh access to the CLI.
* A lockout originating over ssh access to the CLI also applies to web access.

* A lockout originating on the Web Admin interface (https) or ssh interface does not apply to direct serial
console access. A user who is locked out on the web or ssh could still log in to the console with the
correct password.

* A lockout originating on the serial console has an independent start from ethernet logins, but follows a
scheme similar to the web logins allowing four consecutive bad entries and locking the session on the
fifth. A lockout originating on the serial console affects neither the ability to login through the web
admin interface nor the SSH, but remains in place for 30 minutes on the admin console only.

* If SNMP traps are enabled and the SNMP service is running, a trap is sent to the appropriate SNMP
Management Station.
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Cryptographic Key Servers

On the KeySecure, you can create Cryptographic Key Servers that accept key management requests from
KMIP clients. You can set the IP, port, and authentication process (e.g., use of SSL) for each server you
configure. One such server is included by default, you can edit this configuration or make additional
servers as needed.

The Network-Attached Encryption - XML (NAE-XML) protocol is used to off-load cryptographic operations
from clients to the KeySecure. KeySecure clients, such as application servers running Protect-App and
databases running Protect-DB, send cryptographic requests via the NAE-XML protocol. The KeySecure is
capable of performing asymmetric and symmetric encryption and decryption, MAC and MAC verification,
keyed hashes, digital signatures and verifications, and random number generation.

For more information about connecting to the KeySecure using this interface, see the XML Interface User
Guide. For information about specific client software, see the appropriate ProtectDB or ProtectApp user
guide for your product.

The Key Management Interoperability Protocol (KMIP) is used to transmit key management requests from
clients to the KeySecure. Clients are able to submit the following requests.

* Activate

* AddAttribute

* Create

* CreateKeyPair
* DeleteAttribute
* Destroy

* Get

* GetAttributes
* GetAttributeList
* Locate

* ModifyAttribute
* Query

* Register
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* Revoke

The KeySecure currently supports the following managed objects: certificates, private keys, public keys,
templates, secret data, and symmetric keys. For more information about the KeySecure implementation of
KMIP, see Appendix F, “OASIS KMIP Support.”

The communication between the key server and the client varies slightly, depending on whether your
protocol configuration requires users to authenticate. If you decide not to authenticate, then users have
access only to global keys. Global keys are keys that are available to everyone, with no authentication
required.

If you want to require authentication, then you must create keys for each user or group of users. An
authenticated user has access to all global keys, all the keys owned by the user, and all keys accessible to
groups to which that user belongs. In addition, a group of users can have an authorization policy assigned
to it, which restricts the use of the keys accessible by that group to certain time periods or a certain number
of operations per hour.

The key server provides many options with respect to security and authentication, for each protocol. You
can:

* mandate SSL by selecting Use SSL — You can choose between SSL connections and standard TCP
connections; SSL connections are more secure since all data exchanged between client and server is
encrypted.

* allow global sessions by disabling Password Authentication — You can allow clients to access and
create global keys without providing a valid username and password to the key server; this obviously
does not offer a high level of security.

* disable global sessions by enabling Password Authentication and/or enabling Client Certificate
Authentication — You can disable global sessions altogether, which requires all users to provide either
a valid username and password combination, or a client certificate signed by a CA trusted by the key
server.

* require client certificates by enabling Client Certificate Authentication — You can require that
clients present a client certificate in order to establish SSL connections. This client certificate can be
the sole means of authenticating to the key server, or it can be used in tandem with a username and
password combination.

* enforce strong, two-factor authentication by enabling Client Certificate Authentication and
configuring the Username Field in Client Certificate field — You can take the require client certificates
option one step further by having the key server derive the username from the certificate; that
username is then compared against the username provided in the authentication request. If the
usernames match and the password provided is correct, then the user is authenticated. This may be
combined with the IP address requirement.
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* require the client IP address in the certificate by enabling Require Client Certificate to Contain
Source IP — You can require that the client certificate contain the client’s IP address in the certificate’s
subjectAltName field. The key server compares that value with the source IP address of the
authentication request. If the IPs match, then the user is authenticated. This may be combined with the
two-factor authentication option described above.

We recommend that you enforce the most stringent security policy supported by the key server. Such a
security policy would mandate SSL, disallow global sessions, and enforce strong, two-factor authentication
and require that the client certificate contain the client IP address.

Keys can be created as global or owned by a particular user (keys are not owned by administrators). When
you give group access permission for a key, all the users in that group can use that particular key (after
authenticating to the server).

When the client requests that the server generate a new key, it can specify that the key should be
exportable and/or deletable. An exportable key is a key that a client can export from the server. Once a key
is generated as exportable, it can be exported only by the owner and any members of a group with the
“Export” permission for that key.

A deletable key is a key that the client can delete from the server. Once a key is generated as deletable,
only the owner of the key can delete the key.

|mpor’ran’r! Administrators with Keys and Authorization Policies access control can delete any key
regardless of whether it is marked as deletable.

Clients that do not authenticate can only see global keys, which are accessible to all users. Likewise, any
keys that the client generates during an unauthenticated connection are global keys. If a global key is
marked as exportable or deletable during generation, then all users have permission to export or delete
that key.

The User Directory Settings section determines if the KeySecure will employ a local or LDAP user
directory when authenticating client requests. To use an LDAP directory, you must select LDAP here, and
also configure the LDAP settings on the LDAP Server Configuration page (Security >> LDAP >> LDAP
Server)

To configure the user directory settings:
1 Log in to the Management Console as an administrator with Key Server access control.

2 Navigate to the User Directory Settings section of the Cryptographic Key Server Configuration page
(Device >> Key Server >> Key Server).
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User Directory Settings Help B

| User Directory: LDAP |

3 Click Edit.

4 Select Local or LDAP in the User Directory field. You can only choose one user directory at a time.

Important!  Selecting LDAP on a FIPS compliant device will take the device out of FIPS compliance -
possibly in a manner that does not comply with FIPS standards. For information on disabling FIPS
compliance, see Chapter 37, “High Security Features”.

5 Click Save. This change applies to all key servers.

To configure the user account lockout settings:
1 Log in to the Management Console as an administrator with Key Server access control.

2 Navigate to the User Account Lockout Settings section of the Cryptographic Key Server Configuration
page (Device >> Key Server >> Key Server).

User Account Lockout Settings

Enable Account Lockout: B

Number of Failed Authentication

Attempts Before Account Lockout: E

Account Lockout Duration (sec): &0

3 Click Edit.

4 Select Enable Account Lockout to prevent a user from logging in to the server for a given duration
after a specified number of failed login attempts. When not enabled, users can make unlimited
attempts to log in to an account.

5 Enter a value in the Number of Failed Authentication Attempts Before Account Lockout field.
After this number of failed attempts, the system temporarily forbids access to the account. After the
last failed authentication attempt, the system ignores any subsequent login requests until the end of
the account lockout duration, at which time the counter is reset.

6 Enter a value in the Account Lockout Duration field. This is the period of time during which the
account is not available during lockout.

7 Click Save.
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By default, the key server is pre-configured for the NAE-XML protocol, though you will need to change
some settings to enable SSL, enable clients to create, delete, and import keys, manage users, and export
keys.

To manage the NAE-XML server:
1 Log in to the Management Console.
2 Navigate to the Cryptographic Key Server page (Security >> Key Server).

Cryptographic Key Server Settings Help B

Protocol IP Port Use SSL Server Certificate
& MAE-XML 172.17.2.80 9000 O [Mone]

[ Edit |[ Add | [ Delete | [ Properties |

3 Select NAE-XML and click Properties, or click Add to create a new entry.

Cryptographic Key Server Properties Help B

Protocol: MNAE-XML

IP: 172.17.2.80
Port: 9000
Use SSL: O

Server Certificate:  [Nong]
Connection Timeout {sec): 3600
Allow Key and Policy Configuration Operations: B
Allow Key Export: B

4 View the Cryptographic Key Server Properties. Click Edit to alter any values.

WARNING: Regarding Editing in a production environment — Depending on cluster replication
settings, changing (editing) a Key Server setting in a production environment can compromise
services from clustered servers, and is not recommended. If you are considering such a change,
contact SafeNet technical support for advice.

The available fields are:

- IP - IP address(es) on which the key server is enabled on the KeySecure. We strongly recommend
that you select a specific IP address rather than using [All]. If you have multiple IP addresses
available, using a single address here enables the key server to listen for traffic on only one IP
address. This can greatly reduce system vulnerability to outside attacks.

- Port - port on which the server is listening for client requests. The default port assignment is 9000 for
NAE-XML.

- Use SSL - specify whether you want to require that clients connect to the key server using an SSL
connection. If SSL is not enabled, the key server will not accept SSL connections.

- Server Certificate - required only when using SSL. must point to a server certificate signed by a
local CA. This certificate will be used to authenticate the key server to clients.
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- Connection Timeout (sec) - specifies how long a client connect can remain idle before the key
server begins closing them. The default value is 3600, which is also the maximum.

- Allow Key and Policy Configuration Operations - when enabled, the key server allows the
following actions:
* key creation and deletion
* key import
* users with User Administration Permission can create, delete, and modify users and groups

(available only through the XML interface).

When this feature is disabled, only authentication, cryptographic, and random number generation
requests are available.

When using the multiple credentials feature, enabling this option allows users (and
unauthenticated sessions) to perform the actions listed without being subjected to the multiple
credentials rules. This may pose a security loophole. You might allow this access for automated
scripts, or you might disallow it to tighten security.

Important!  Enabling this feature on a FIPS compliant device will take the device out of FIPS
compliance - possibly in a manner that does not comply with FIPS standards. For information on
disabling FIPS compliance, see Chapter 37, “High Security Features”.

-Allow Key Export - when enabled, the key server allows key export.

|mpor’rc1n’r! Enabling this feature on a FIPS compliant device will take the device out of FIPS
compliance - possibly in a manner that does not comply with FIPS standards. For information on
disabling FIPS compliance, see Chapter 37, “High Security Features”.

5 View the Authentication Settings. Click Edit to alter any values.

Authentication Settings

Password Authentication: Required
Client Certificate Authentication: Not used
Trusted CA List Profile: [None]

Username Field in Client Certificate: [Nong]

Require Client Certificate to Contain Source IP: [

The available fields are:
- Password Authentication - determines whether you require users to provide a username and
password to access the key server. There are three options:
* Not used - (default) password authentication is not allowed; non-global sessions are not allowed.
* Optional - no password authentication is required; global sessions are allowed; unauthenticated
users can create global keys; all users can access global keys; only authenticated users can
create and access non-global keys.

* Required - password authentication is required; global sessions are not allowed; only non-global
keys can be created; authenticated users can access global and non-global keys.

KEYSECURE USER GUIDE



- Client Certificate Authentication - there are three options

* Not used - (default) clients do not have to provide a client certificate to authenticate to the key
server.

* Used for SSL session only - clients must provide a certificate signed by a CA trusted by the
KeySecure in order to establish an SSL connection. When you select this option, you must also
select a Trusted CA List Profile.

* Used for SSL session and username - clients must provide a certificate signed by a CA trusted by
the KeySecure in order to establish an SSL connection; additionally, a username is derived from
the client certificate. That username is the sole means of authentication if password authentication
is optional and the client does not provide a username and password. If the client does provide a
username, the key server compares the username derived from the certificate against the
username in the authentication request. If the usernames match and the password is valid, the
user is authenticated. If the usernames are not the same, the connection is closed immediately.
When you select this option, you must also select a Trusted CA List Profile, and you must choose
the field from which the username is derived.

- Trusted CA List Profile - select a profile to use to verify that client certificates are signed by a CA
trusted by the KeySecure. This field is only used if you select Used for SSL session only or Used for
SSL session and username above. As delivered, the default Trusted CA List profile contains no CAs.
You must either add CAs to the default profile or create a new profile and populate is with at least
one trusted CA before the key server can authenticate client certificates.

- Username Field in Client Certificate - specify the field from which to derive the username. This
field is only used if you select Used for SSL session and username above. The username can come
from the UID (user ID), CN (Common Name), SN (Surname), E (Email address), E_ND (Email
without domain), or OU (Organizational Unit) field.

If you select E_ND, the key server matches against the data to the left of the @ symbol in the email
address in the certificate request. For example, if the certificate request contains the email address
User1@company.com, then the key server matches against User1.

- Require Client Certificate to Contain Source IP - determines if the key server expects that the
client certificate presented by the client application has an IP address in the subjectAltName field.
The key server obtains the IP address from the subjectAltName and compares that the source IP
address of the client application; if the two IP addresses match, the key server authenticates the
user. If the two IP addresses do not match, the key server closes the connection with the client.

Because the KMIP Interface operates over SSL, KMIP server configuration is done in three parts. First,
you must configure a local CA on the KeySecure. Second, you must create a server certificate signed by
that local CA. Third, you must configure the KMIP server settings.

If there is already a local certificate authority on the KeySecure, you can skip to the second set of
instructions. If there is already a server certificate, you can skip to the third set of instructions.

KMIP clients must provide certificates to connect to the KeySecure, which means the KeySecure must
have access to signing CA to verify the certificate.

To create a local certificate authority:
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1 Log in to the Management Console as an administrator with Certificate Authorities access control.

2 Navigate to the Create Local Certificate Authority section of the Certificate and CA Configuration page
(Security >> Local CAs).

Create Local Certificate Authority

Certificate Authority Name: [Your CA
Common Name: “our CA
Organization Name: “our Organization
Organizational Unit Name: |our Qrganizational Unit
Locality Name: | City
State or Province Name: |State
Country Name: U3
Email Address:  emaili@email.com
Key Size: | 2048 [v]
(& Self-signed Root CA

CA Cerificate Duration (days): 3650
Certificate Authority Type:
Maximum User Certificate Duration (days): | 3650

) Intermediate CA Request

3 Enter the Certificate Authority Name, Common Name, Organization Name, Organizational Unit
Name, Locality Name, State or Province Name, Country Name, Email Address, and Key Size.

4 Select either Self-signed Root CA or Intermediate CA Request as the Certificate Authority Type.

When you create a self-signed root CA, you must also specify a CA Certificate Duration and a
Maximum User Certificate Duration, which become valid once you click Create. Once you create a
self-signed root CA, you must add it to the trusted CA list for it to be recognized by the Key Server.

When you create an intermediate CA request, you must sign it with either an existing intermediate CA
or your organization’s root CA. Certificates signed by the intermediate CA can be verified by that same
intermediate CA, by the root itself, or by any intermediate CAs that link the signing CA with the root.
This enables you to de-centralize certificate signing and verification.

When creating an intermediate CA request, you must also specify a Maximum User Certificate
Duration when installing the certificate response. This duration cannot be longer than the signing CA's
duration.

5 Click Create to create the KeySecure local CA.
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To create a server certificate, you must create a certificate request and sign it with the local CA:

1 Navigate to the Create Certificate Request section of the Certificate and CA Configuration page
(Security >> SSL Certificates).

Create Certificate Request

Certificate Name: Cert4?

Common Name: |Cerificate 47

Organization Name: | Safefet

Organizational Unit Name: |Safelet'West

Locality Name: |Redwood City

State or Province Name: |CA

Country Name: LUS

Email Address: | safeneti@safenetinc.com

Key Size: | 2045 [v]

’ Create Certificate Regueast ]

2 Enter the Certificate Name, Common Name, Organization Name, Organizational Unit Name,
Locality Name, State or Province Name, Country Name, Email Address, and Key Size for the
certificate. The KeySecure supports 768-bit, 1024-bit, and 2048-bit key sizes.

3 Click Create Certificate Request. The list shows the new request with a status of Request Pending.

Certificate List

Certificate Name Certificate Information Certificate Purpose Certificate Status
Cornmon: Cert 56
@ Cer.56-selfsign Issuer. Cert.56 Server/Client Active

Expires: Mar 8 17:57:24 2012 GMT
Camman: Cert.57

O Cernt.B7 Issuer 1450.ca Client Active

Expires: Mar 2 17:57:54 2021 GMT
O Cert.47 Common: Certificate 47 Certificate Request Request Pending
O Cert.56 Comrmon: Cert.56 Certificate Request Request Pending

[ Edit ” Delete ” Properties ]

4 Select the certificate request and click Properties to access the Certificate Request Information
section.
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Certificate Request Information

Certificate Name: Cer.47
Key Size: 2048

CN: Cerificate 47
0 SafeMet
Ou: SafeMet West
Subject: L. Redwood City
5T CA
Co Uz
emailAddress:  safenet@safenet-inc.com

MIIC4TCCAcKkCAQAWYZSxF 2 AVEGNVELMTDEN lenRpZml J YER1IIDOS NRAWD gV DV QOE
EwdTYWZ 1 TV OMRUWE wYDVOOLEw TYWZ 1 TV 0 IFdle 3 O FTATEGNWVE Ao TDFJ 1 ZHdw
b20g02 10eTELMAKGAIUECEMCOOEXC 2 AJBGNVEAYTALVTHS YwIAYTKo ZThweNAQKE
Fhde¥WzZ 1lbVOoHhEnWu ZX0cal S LnNvh TCCAS IwD QY I Ko 2 IThweNAQERBOAD gER
ADCCAQoCyyEBAPrkinr?DrTygSrraZjmiglialin/Bl146m3he33¥E0J0zChDgWQ]
¥hOE03TneXBSuePE2 Q6L EPVAOGUOLn? X ATaQu? Tx PDHILvuHO 1P 46 Srat ch THS
HEHh+Mggz6KkEfitx4D6invRNPZ enKEeRGmIoEce 7/ 9gyEBRYI55ASIZ 5L AOmQCmTL
+yi0N9ft IaxnTNDShi+P+0aNwt wiWTO1GFr/ OwCpkOlFciElxMe AraMRI mnyRmEEN
+3 17T knErmiTHeFF/ne lt2WeTefD¥6155a6Tklizu2 PlnOnRkz?FulknSn20al1rD
4DalGxHhi6/ 0aiTWr jgIuhbhOhDZasWOOE7ECAVE AAaRANAOGCSgGS Ib3DQEECWIA
A4TBAQCRdm]s3d0WNxyRedWTkWHs 10/ BniFDsGI0B3 JE3TFVaSNAt HIGASnyEb e
16EmzpZi TRIXNEubhsfzGyhE,/ S7PVHIQICYAAS zde0foud+HkkGE1M2HSZ AT
®o03piGNaxHDRZAE/ xqL1RMVgwvehaYYRRC Y03 J 10wvw S UMHESLp ThoiVCh1Te wPVxo
ZEDbV/ChNZZ3E43JJ48u/ 9miZuympJ9RAIESXuHOqegorDLONOVES yF+RvESSg6
VeyVnuxESwg LN/ wHGGvRaGnygo kTdFeNgTegMa U9 f TopeagE2 ZEr falEgawl D40oC
KR/ I1Cn23RTgVx46p Z8ERUO+8121T

[ Download H Install Cerificate H Create Self Sign Cedificate H Back ]

5 Copy the certificate request text. The certificate text looks similar to, but is NOT identical to, the
following text.

————— BEGIN CERTIFICATE REQUEST-----
MIIBmzCCAQQCAQAWWZEPMAOGAIUEAXMGZmx1dGNoMQkwBwYDVQQKEWAXCTAHBgNVBAsTADEJM
AcCGA1UEBxMAMQkwBWYDVQQIEWAXCzAJBgNVBAYTAIVTMO8wWDQYJK0oZIhvcNAQkBFgAwWgZ8wDQ
YJKoZIhvcAYBABTUxxgYO0AMIGJAOGBAMUgAlt4m&NmOsCcUgnt5Yug+gTSbgEFNvnYWUAPHKD
1x5keCl1guQbDUl012Xcc3YGrUviGCedy0JIMK2giQ5b+ABODemRiD11vInQgkhVengWBRDO1p
KCjUGQXDEE9KGCKBRh5uqL70rr2LErgxUuYwOu50Tfn4T3tKb1HGgfdzAgMBAAGGADANBgkgh
kiGOwOBAQQFAAOBgQCuYnv8vBzXEZpgLD71F{feDK2ZqghOFnfTHXAkHrj4JP3MCMEF5nKHgOSRV
mImNHHyOcYKTDP+hor68R76XhLVapKMgNuUHUY £ 7CTB5IJNHHyOcYKTNHHyOcYKTuV1Ce8nvvU
G+yp2Eh8aJ7thauad4 1xDFXPmIEXTqzX1i1l++DCWAdWaysojPCZugY7jNWXmg==

————— END CERTIFICATE REQUEST-----

Important!  Be sure to include the first and last lines (-----BEGIN CERTIFICATE REQUEST-----
and ----- END CERTIFICATE REQUEST-----), and enter only the text in the certificate. Do not copy
any extra white space.

6 Navigate to the Local Certificate Authority List section (Security >> Local CAs).

KEYSECURE USER GUIDE



7 Select a CA and click Sign Request.

Sign Certificate Request

Sign with Certificate Authority: i450.ca (maximum 3646 days) v

& Serer
Certificate Purpose: () Client
O Intermediate CA

Certificate Duration (days): |3646

Certificate Reguest:

EwdTYWZ 1 TWOHRUwEwYDVOOLEwx TYWZ 1 TV O IFdle3 QxFTATEGIVEACTDFJ 1 2Hdw |
hZ20gQZ 10eTELMAKGAITECENCOOEX Cz AJBgNWVEAYTAIVTHAYwI AY KO Z ThweNAQKE
Fhodz¥WZ 1V OoHNh WV u 2 X0 alS ) Lvh TCCAS TwD OV JKo 2 ThweNAQEEBQAD ggER
ADCCACDOCYYEBAPrkinr 7Dr ToSrraZ imeglialon/ B1146mehed 3 TEOTOeChDgoy
*xhOt 03 TheXESuePf2 QA tEPVAOGOhn 7 x AiMnOu 7 TdxPDHILvuHO lb PR+ 6 Smtch TS
EfHh+Mogqz6kEf it x4D 6 invENPZenKleRGmISEe 7/ 9gyEERYS52 A5 12 5L AOMOCmTL
+yi0N9ft IaxnTNDShi+P+0alwtwWTO1GFr/ OwCpkOlF ciE lx M6 AralMRImnyFmEEN
+317YknErmiTHeFF7ne lt2WeUefD VA )3 5a6WklAzuzP lnOnRke?Fulkn3nz 0aL 1T
4DalGxHhf 6/ 0aiTlr jgIuhbCh D2 a8 WOOE7ECAWE AAa L ANADGCSgGS Ih3DQEECHTA
A4IBAQCRdmls3d0WN=yRedWkWHs 10/ BniFDsGI0B3 JE3TFVasAt HIGASngEbe
168mzpZiYRIXNZubhaf eGoibE/ S7PVHIQICTALS/ zdt 0fgNud+HkkGE1MZ HS2 43T
xo0SpiGNaxHDRIAE/ xgL 1RMVorvzbaYYRRCTo3 ) 10vvSUNHr sLpTho iVCh 1 TEwPVxo
FEDBV/ChMNZZ3E43JJ48u/ 9miZuympJ9RA ] KE8xulHOqogor DLONOVES yFn+RyES 596
VeyTnuxESmygLN/ v GevReGnyqokTAFZNgTegNaUa £ 7oqayEZ ZEr falKgawlD40oC
kRAILCn93RTgVx36p ZEELTO+5 12T

Sign Request ” Back ]

8 Paste the certificate request into the Certificate Request field.

9 Select Server as the Certificate Purpose, specify a Certificate Duration and click Sign Request.
The newly-activated certificate displays on a new page.

10 Copy the certificate text.
11 Navigate back to the Certificate List section. (Security >> SSL Certificates)

12 Select the certificate request and click Properties to access the Certificate Request Information
section.
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13 Click Install Certificate.

Certificate Installation

Certificate Name: Cert.47
Key Size: 2048

CM: Cerificate 47
0. Safellet
ou: SafeMet West
Subject: L Redwood City
5T CA
CoouUs
emailAddress:  safenet@safenst-inc.com

Certificate Response:
TENpdHkxEDAOBGNVEAOTE INh ZniWOZE0x F TATEQNVEAS TOFNh ZrWOZEQgVZVedDEY |4
NEUGALUE AxMOQZVydG lmaMNhdGUgNDex T AkEgkahki GOwlECOEVF 3Nh EmVu ZERA
cZFmEWS 1dC1phmMu¥2 St MIIBI JANEgkghkiGOwOBAQEF AROCAQSANT IECgKCAQEL
+uSEevsorOryut pmtbhaoh lgESfSGTE jghyHr £dhS4kYHIsOBEZCPFLC3 TAdOdxcFES
49/ ZDgleoUDOIbRufvEEaZC7thiEEMeTu+4 £3Va+L£ 7rmal yF U3 1dSeHd woyr PgOR+
E3HgPgKeIEQ/ Z6cpdSEa¥]1dev/ ZDIEFF13mwE L jbksDS ZAGZMwACLO3 1+0hr GAN
OFmGP4,/ TRoOICIBIMTUY G 7 ARQe Wy ISEEzoCtoxHeaf JGYoQz7elt i3oquiTadd
TEudyW3 ZZETpEN gL lr pa TUDO? ¥+ TdCAG TP s X038 ARt hRovit TgNpOhEeF/ r&5y
JHauloifFs5sP Zex Y 7PQHsQIDAQABEovAWH ) ADEgNVHRNEL ] AANBE GCCGIAGG+ETE
AOQEAwIGODANEBgkghkiGowOEAQSF AAOCACEALS TeKGim233ef jwdHSETZEP49pFH
E7gpind+keweXdijthaVvr Iu? z s THRNYGHUGT iwh 1 FhoURk 2 2L 58Nga2 eNSXHHS
ErjFngHGxaHsFQod4cO3WoBBpe+2LETIZ3 Tvl/ pad JESyIS JKVAEWYPUTp3gqigSka
SIZRWEGEDOZ SwvkdkOsWEzhHOKS/ a+4r W5 1eEGOoEI 6 U3 9n376h Zm0VoJedz zhiy
o0dg4x I3 63 REIBIOVF ep IrfUSEHOWEDQE / a+yMOT7EGNOEG Y ZECHI 9w IE+nI ¥ IcEn
D+hlEUoSEfAInygRT7SEX Z4+gp 7 XE/ t8WTVh ke NI TonimIDHQsQD/ uwegwQ==

Save Cancel

14 Paste the text of the signed certificate into the Certificate Response field.

15 Click Save. When you return to the main Certificate Configuration page, the certificate request is now
an active certificate. It can be used in to establish SSL connections with client applications.

To configure the KMIP server settings:

1 Navigate to the Cryptographic Key Server Configuration page (Device >> Key Server).

Cryptographic Key Server Settings LY 7]
Protocol IP Port Use SSL Server Certificate
® MAEML [All sooo O [None]

[ Edit | [ 4dd | [ Delete | [ Propetties |

2 Click Add in the Cryptographic Key Server Settings section.
3 Select KMIP for Protocol.

4 Select either [All] or a specific IP address for IP.

5 Select the Port. We recommend 9002.

6 Select Use SSL. SSL is required for KMIP.
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7 Select a Server Certificate from the drop-down list. The certificate you just created should be
available for selection.

8 Click Save.

Cryptographic Key Server Settings

Protocol P Port  Use SSL Server Certificate
() MAE-XML [Al1] 9000 O [Maone]
& kEMIP 172.17.7.40 9002 g Cent17

[

Edit | [ Add ][ Delete | [ Properties |

9 Select the KMIP link.

10 View the Cryptographic Key Server Properties. Click Edit to alter any values.

Cryptographic Key Server Properties

Protocol: KMIF

IP: 172.17.7.40
Port: 9002
Use SSL: M

Server Certificate: Cert.17
Connection Timeout (sec): 3600

Allow Key and Policy Configuration &
Operations:

Allow Key Export: &

The available fields are:

IP - IP address(es) on which the key server is enabled on the KeySecure. We strongly recommend
that you select a specific IP address rather than using [All]. If you have multiple IP addresses
available, using a single address here enables the key server to listen for traffic on only one IP
address. This can greatly reduce system vulnerability to outside attacks.

Port - port on which the key server is listening for client requests. We recommend 9002 for KMIP.
Use SSL - required for KMIP.
Server Certificate - must point to a server certificate signed by a local CA.

Connection Timeout (sec) - specifies how long a client connect can remain idle before the key
server begins closing them. The default value is 3600, which is also the maximum.

Allow Key and Policy Configuration Operations - when enabled, the key server allows the
following actions:

* key creation and deletion
* key import
Allow Key Export - when enabled, the key server allows key export.
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11 View the Authentication Settings. Click Edit to alter any values.

Authentication Settings

Password Authentication: Optional

Client Certificate Authentication: Not used
Trusted CA List Profile: [Mone]
Username Field in Client Certificate: [Mone]

Require Client Certificate to Contain Source

IP:
The available fields are:

- Password Authentication - determines whether you require users to provide a username and
password to access the key server when using KMIP. There are three options:

* Not used - (default) password authentication is not allowed; non-global sessions are not allowed.

* Optional - no password authentication is required; global sessions are allowed; unauthenticated
users can create global keys; all users can access global keys; only authenticated users can
create and access non-global keys.

* Required - password authentication is required; global sessions are not allowed; only non-global
keys can be created; authenticated users can access global and non-global keys.

- Client Certificate Authentication - You must enable this feature to comply with the KMIP standard.
There are three options

* Not used - (default) client certificate authentication is not allowed.

* Used for SSL session only - clients must provide a certificate signed by a CA trusted by the
KeySecure in order to establish an SSL connection. When you select this option, you must also
select a Trusted CA List Profile.

» Used for SSL session and username - clients must provide a certificate signed by a CA trusted by
the KeySecure in order to establish an SSL connection; additionally, a username is derived from
the client certificate. That username is the sole means of authentication if password authentication
is optional and the client does not provide a username and password. If the client does provide a
username, the key server compares the username derived from the certificate against the
username in the authentication request. If the usernames match and the password is valid, the
user is authenticated. If the usernames are not the same, the connection is closed immediately.
When you select this option, you must also select a Trusted CA List Profile, and you must choose
the field from which the username is derived.

- Trusted CA List Profile - select a profile to use to verify that client certificates are signed by a CA
trusted by the KeySecure. This field is only used if you select Used for SSL session only or Used for
SSL session and username above. As delivered, the default Trusted CA List profile contains no CAs.
You must either add CAs to the default profile or create a new profile and populate is with at least
one trusted CA before the key server can authenticate client certificates.

- Username Field in Client Certificate - specify the field from which to derive the username. This
field is only used if you select Used for SSL session and username above. The username can come
from the UID (user ID), CN (Common Name), SN (Surname), E (Email address), E_ND (Email
without domain), or OU (Organizational Unit) field.

O
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If you select E_ND, the key server matches against the data to the left of the @ symbol in the email
address in the certificate request. For example, if the certificate request contains the email address
User1@company.com, then the key server matches against User1.

Require Client Certificate to Contain Source IP - determines if the key server expects that the client
certificate presented by the client application has an IP address in the subjectAltName field. The key
server obtains the IP address from the subjectAltName and compares that the source IP address of the
client application; if the two IP addresses match, the key server authenticates the user. If the two IP
addresses do not match, the key server closes the connection with the client.

Creating a certificate request for an asymmetric key pair is very similar to creating a server certificate.
Navigate directly to the certificate creation page by selecting Security >> Certificate Request.

« Fill in all the fields and click Generate Certificate Request.

To edit the certificate, click on the certificate name in the list that is displayed above the certificate creation
form.

Upon creation of a Certificate Request, an asymmetric key pair is generated and stored in KeySecure
server. The private key is protected by the Certificate Request Password entered from the Ul. When the
correct Certificate Request Password is provided, the key pair and Certificate Request can be downloaded
as .gz file with the private key encrypted by the Certificate Request Password in PKCS8 format. The
certificate requests can be deleted from the Management Console UL.

KEYSECURE USER GUIDE



Health Check

The Health Check feature enables client applications to check the availability of the KeySecure by sending
the server an HTTP request. The Health Check feature listens for requests on a port that you specify in the
Health Check section of the Cryptographic Key Server Configuration page. When a request is made to the
KeySecure on the port that the Health Check feature is monitoring, the server responds with one of two
HTTP response codes:

* 200 OK - the KeySecure is accepting html requests
* 500 Internal Server Error — the KeySecure is unavailable

The Health Check feature really only indicates that the KeySecure is running and responsive to
http requests. In fact, if the KMIP server and NAE-XML servers were unavailable, after having been
deleted on the Key Server page, Health Check would not reflect this fact and you might still be informed
that Health Check Succeeded.

In addition to being able to configure client applications to check the availability of the KeySecure, you can
also check the status of the server by making an HTTP request from a web browser.

The Health Check feature responds to GET, POST, and HEAD requests, and it processes the entire
request before responding. As such, we recommend that you send a small request. The recommended
URL for accessing the Health Check feature is:

http://192.168.1.10:9080/

where 192.168.1.10 refers to the IP address and 9080 is the port on which the Health Check feature is
listening for requests. If the client is unable to connect to the KeySecure or if the KeySecure is unable to
respond to a request, the client should assume the server is down. Notice that the protocol is http and not
https.

Use the Health Check section to enable the health check feature, and set the port and IP address.
To enable health check:
1 Log in to the Management Console.

2 Navigate to the Health Check section (Device >> Device Configuration >> Key Server >> Health Check).

Health Check Help B

Enable Health Check: B
Local IP:  172.17.7.40
Local Port: 5080
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3 Select Edit.
4 Select Enable Health Check.

5 Enter the Local IP. This is the IP address on which you want to listen for health check requests. You
can specify an individual IP address bound to the KeySecure, or you can specify All.

Tip:  We strongly recommend that you limit the Health Check feature to a specific IP address. If you
have four IP addresses bound to the KeySecure, and you enable the Health Check feature for all IP
addresses, then the KeySecure listens for health check requests on four different IP addresses;
whereas, if you specify a single IP address, the KeySecure listens for health check requests on only
one IP address. This can greatly reduce system vulnerability to outside attacks.

6 Enter the Local Port. This is the port on which you want the KeySecure to listen for health check
requests. The default value for this setting is 9080.
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KeySecure Clustering

Clustering enables multiple KeySecures to share configuration settings. With some exceptions, such as
specific IP addresses for key servers or SNMP agents, any changes made to these values on one cluster
member are replicated to all members within the same cluster. This enables you to immediately share
configuration changes with other KeySecure and improves the failover capabilities of a high availability
configuration.

When a configuration operation is performed on one cluster member, the cluster feature determines if the
operation should be replicated throughout the cluster. If so, the KeySecure immediately sends a similar
operation request to every other member using the cluster port.

If the replication succeeds for a device, the operation is recorded in the System Log. If the replication fails,
the server waits 30 seconds and tries again. If three consecutive replications fail, the server records the
failure in the System Log and sends an SNMP trap indicating that the cluster is out of sync. Once a device
is out of sync, an administrator must synchronize it manually.

The following configuration settings can be replicated within a cluster. Items in bold must be replicated.
You may opt not to replicate the other settings depending on your deployment strategy.

* Administrators

* Authorization Policies

* DNS

¢ |IP Authorization

* Key Server

* Keys

* Known CAs, CRLs, and Trusted CA List Profiles
* LDAP Server

 Local Certificate Authorities (CAs)
* Local Users & Groups

* Log Signing Certificate

* Logging

* NTP

e Service Startup

* SNMP

* SSL
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The following configuration settings cannot be replicated within a cluster:
* Network settings
« Certificates (other than the Log Signing Certificate)

Additionally, the following settings may be available depending on which features have been activated for
the KeySecure:

* ProtectDB Manager
* ProtectFile Manager
* Tokenization Manager

Iltems not replicated by the clustering feature can be replicated manually using the Backup and
Restore mechanism described in Chapter 22, “Backups”.

A cluster uses a cluster key to authenticate members during replication and synchronization. When a
cluster is created, this key is created automatically.

If a cluster member is stolen or the key is otherwise compromised, remove all devices from the cluster (this
will effectively delete the cluster). You can then create a new cluster and add members using the new key.

A cluster key is protected by a cluster password, which is provided by the administrator when creating the
cluster. This password must be provided when devices attempt to join a cluster, or when an administrator
attempts to restore a cluster backup.

You can change the password by editing Cluster Password and Confirm Cluster Password on the
Cluster Settings section of the Cluster Configuration page for every member of the cluster. You can do this
if you forget the original password, for example. However, to restore an automatic synchronization backup,
you will need the cluster password used when the backup was created. Therefore, if you forget a cluster
password you can still maintain the cluster, but you will lose the backups that use that password.

If you are using both clustering and the High Availability feature, you should ensure that the master and
slave devices belong to the same cluster. As part of the same cluster, the master and slave will
automatically synchronize. This ensures that when the slave comes online, its configuration is current.

Regardless of your cluster settings, multi-keys will not be replicated to KeySecures that are running
software version 4.3 and older. This is because the multi-key functionality is not enabled on those devices.
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The cluster feature enables you to replicate local certificate authorities (CAs) within a cluster. This includes
the CA’s public and private keys, the list of signed certificates, and the list of revoked certificates.

During synchronization, a KeySecure inherits a new list of local CAs from the cluster. The device’s old list
of local CAs will be deleted. Should you need to access a deleted local CA, you can restore the automatic
synchronization backup.

When upgrading from a previous release, local CA replication is disabled by default.

Prior to each synchronization, and when a KeySecure joins a cluster, the Key Server creates an automatic
backup of the full list of items that can be replicated. Your synchronization backup may contain some
configuration settings that you normally do not replicate.

These internal backups adhere to the following naming convention:
sync_autobackup YYYYMMDD HHMMSS
where YYYYMMDD is the year, month and day, and HHMMSS is the time.

Synchronization backups can be viewed and restored on the Backup and Restore page. To restore a
backup, you must provide the cluster password used when the backup was created in the Backup
Password field.

You create a cluster on one KeySecure and then join other members to that cluster. To create a cluster:

1 Select a KeySecure to be the first cluster member. This device cannot currently be a member of a
cluster.

2 Log in to the Management Console as an administrator with Cluster access control.

3 Navigate to the Create Cluster section on the Cluster Configuration page (Device >> Cluster).

Create Cluster Help B

Local IP: | 172.17.7.40 v

Local Port: 3001

Cluster Password: |esssssss

Confirm Cluster Password: |esssssss

4 Enter the Local IP. If the device has multiple network interfaces, the pull-down menu lists all available
interfaces.
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5 Enter the Local Port. The cluster port (typically 9001) must be different from the key server port
(typically 9000).

6 Enter the Cluster Password. The requirements for the cluster password depend on your Password
Management Settings. For information on password requirements, refer to Chapter 16, “Password
Management”.

7 Click Create Cluster. A new cluster key is internally created, and this device appears in the Cluster
Members list.

8 By default, the cluster replication settings will be compatible with KeySecure version 4.4 and above.

9 Click Edit to view or edit the entire list of replicated settings.

The Replication Settings determine which configuration settings are shared by the cluster members. Upon
saving these settings on one device, that Key Server will push the new configuration out to the other
cluster members. No automatic synchronization backup will occur. You should edit the replication settings
only on a device that has a configuration you want to replicate.

To configure the replication settings for a cluster:
1 Select a KeySecure with configuration settings that you can push out to other cluster members.
2 Log in to the Management Console as an administrator with Cluster access control.

3 Navigate to the Cluster Settings section on the Cluster Configuration page (Device >> Cluster).

Cluster Settings Help B

Local IP: 172.17.7.40
Local Port: 2001

A

Cluster Password:
Cluster Key: [Present]

Compatibility with 4.4 and above

Replication Settings: -

[ Edit H Download Cluster Key H Femowve From Cluster ]

4 Click Edit.

5 Select an option for the Replication Settings field. Once you set the Replication Settings field and
return to the edit mode of the Cluster Settings section, the items checked under Advanced Settings will
reflect your current configuration. Available values are:
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Compatibility with 4.4 and above - replicates all configuration settings.

Compatibility with 4.2 & 4.3 - replicates keys, Authorization Policies, Local users & Groups, and
LDAP Server, and ProtectDB settings.

Compatibility with 4.0 & 4.1 - replicates keys, Authorization Policies, Local users & Groups, and
LDAP Server settings.

Advanced Settings - You can select individual configuration settings to replicate.

Certificates, with the exception of the Log Signing Certificate, cannot be replicated within a
cluster. However, if you are replicating Key Server settings, and those settings include the use of a
specific server certificate, you must create a certificate with that name on each cluster member.

6 Click Save and confirm your changes. Once you confirm the settings, they will be replicated to the
other cluster members. No automatic synchronization backup will occur.

You must know the IP and port number of another member of the cluster, and you need a local copy of the
cluster key and the cluster password. A device can be a member of only one cluster.

To join a cluster:

1 Log in to the Management Console of a current cluster member as an administrator with Cluster
access control.

2 Navigate to the Cluster Settings section of the Cluster Configuration page (Device >> Cluster).

Cluster Settings Help B

Local IP: 172.17.7.40
Local Port: 2001

A

Cluster Password:
Cluster Key: [Present]

Compatibility with 4.4 and above

Replication Settings: -

[ Edit H Download Cluster Key H Femowve From Cluster ]

3 Click Download Cluster Key to save the key on your local file system. The cluster key contains
authentication information used when passing information between cluster members.

4 Write down the Local IP and Local Port values.

5 Log in to the KeySecure that you want to add to the cluster and navigate to Join Cluster section on the
Cluster Configuration page.
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Join Cluster Help B

Local IP: | 172.17.7.40 v

Local Port: 3001
Cluster Member IP: |172.17.2.204

Cluster Member Port: 3001

Cluster Key File: |Ching_cluster

Cluster Password: |esssssss
6 Enter the Local IP. If the device has multiple network interfaces, the pull-down menu lists all available
interfaces.

7 Enter the Local Port. The cluster port (typically 9001) must be different from the key server port
(typically 9000).

8 Enter the IP and port values from step 4 in the Cluster Member IP and Cluster Member Port fields.
9 Enter the Cluster Password.

10 Enter the location of the cluster key in the Cluster Key field. Click Browse to locate the downloaded
cluster key file in your file system.

11 Click Join Cluster. After clicking this button you are asked to synchronize with the specified cluster
member. Click Confirm to synchronize now, or Cancel if you want to synchronize manually later on. In
either case, the local device becomes a member of the cluster.

WARNING: Synchronizing the local device with the cluster overwrites the existing configuration, which
may include keys. You can access overwritten information using the synchronization backup. If you
have any keys that only exist on the local device, you can use the backup and restore features to copy
them to another KeySecure before synchronizing the local device.

|mportanﬂ When adding a device running a higher software version than the existing cluster
members, you will have to edit the cluster settings to ensure that the replication settings are
correct. For more information, see “Configuring the Replication Settings” on page 37.

12 Delete the cluster key from the local file system on your workstation.

To synchronize with a cluster member:

1 Log in to the Management Console that will be updated as an administrator with Cluster access
control.

2 Navigate to the Cluster Members section of the Cluster Configuration page (Device >> Cluster).
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Cluster Members Help B
Items per page: |10 ||

Server IP Server Port Status  Software Version
@ 172.17.2.80 (local server) 9001 Active  6.1.0
O 17217281 9001 Active  B6.1.0

1-zof2

[ Fefresh List H Synchronize With H TestAll ]

3 Click Refresh List to update the list of server IPs that are members of this cluster. This will not update
the Status of each cluster member.

4 Click Test All to verify the device’s connection to all the members of this cluster. This will update the
Status for each cluster member.

5 View the server Status. Valid values are:
- Active - connected to the cluster.
= Inactive - not connected to the cluster

- Pending Refresh - the exact status of the device is unknown either because the device is currently
synchronizing with the cluster or because there was no direct communication with that server. View
the system log for information about synchronizations.

6 Select the server from which you will copy configuration settings.

7 Click Synchronize With and confirm this action. As part of the synchronization, the Key Server will
create an automatic synchronization backup before installing the new configuration.

WARNING: Synchronizing the local device with the cluster overwrites the existing configuration, which
may include keys. You can access overwritten information using the synchronization backup. If you
have any keys that only exist on the local device, you can use the backup and restore features to copy
them to another KeySecure before synchronizing the local device.

When using SSL in a cluster, the replication settings must include Key Server settings and all cluster
members must use a server certificate with the same name, as indicated on the Key Server Settings
section. The contents of those server certificates, however should be unique.

To configure SSL for a cluster:
1 Log in to the Management Console as an administrator with Certificate access control.

2 Navigate to the Create Certificate Request section on the Certificate and CA Configuration page
(Device >> Cluster).

3 Create a certificate request.

4 Repeat steps 1, 2, and 3 for each device in the cluster. Use the same name for each certificate
request.
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5 Sign all of the certificate requests with the same CA. You can use a local CA on one of your devices, or
another CA within your organization’s PKI.

6 Install each signed certificate on the appropriate device.
7 Select a KeySecure with configuration settings that you can push out to other cluster members.
8 Log in to that device’s Management Console as an administrator with Key Server access control.
9 Navigate to the Key Server Settings section on the Key Server Configuration page.

10 Select Use SSL and set Server Certificate to the newly created certificate.

11 Navigate to the Cluster Settings section on the Cluster Configuration page.

12 Set the Replication Settings field so that Key Server settings are replicated across the cluster by
selecting Compatibility with 4.4 and above, or using Advanced Settings. The new SSL configuration
will be replicated along with the other Key Server settings.

13 Click Save and confirm your changes. Once you confirm the settings, they will be replicated to the
other cluster members. No automatic synchronization backup will occur.

To remove a device from a cluster:

1 Log in the Management Console of the device that will be removed from the cluster as an
administrator with Cluster access control.

2 Navigate to the Cluster Settings section of the Cluster Configuration page (Device >> Cluster).

3 Click Remove From Cluster. The device is removed from the cluster. The cluster key is also removed
from the device.

To delete an entire cluster, you must remove each device individually. If this is the last device in the cluster,
the final cluster key is removed and all other downloaded cluster keys from this cluster become invalid. If
you later create a new cluster with this device, a new cluster key is generated.

If a member of a cluster is bad, the usual method described above to remove a device from a cluster does
not work. To make changes with a dead node, use the following command to remove the node.

cluster remove device <ip> <port>

Issue the command from any cluster member node. For example, the following command removes
172.17.17.210:9001 from a cluster.

(config)# cluster remove device 172.17.17.210 9001
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A cluster must be upgraded by updating the release on one device at a time. Once all of the devices are
running the new software, you can configure the replication settings as needed.

Create a backup before upgrading.
Tip: Do not make other configuration changes while upgrading a cluster.
To upgrade a cluster to the new release, perform the following steps:

1 Log in to the Management Console as an administrator with Software Upgrade and System Health
access control.

2 Remove one node from the cluster.
3 Upgrade the software on that device to the newer release.
4 Rejoin that node to the cluster.
You will need to repeat steps 1 through 4 for each member of the cluster.

After all nodes are updated, you can configure the replication settings by working with one member of the
cluster. For more information, see “Configuring the Replication Settings” on page 37.

A cluster is deleted when the last member is removed from the cluster.
To delete a cluster:

1 Log in the Management Console of the device that will be removed from the cluster as an
administrator with Cluster access control.

2 Navigate to the Cluster Settings section of the Cluster Configuration page (Device >> Cluster).
3 Click Remove From Cluster.

4 Repeat these steps for each member of the cluster.

When your attempt to replicate key information across a cluster fails (for example, when synchronization or
resynchronization fail to replicate a key), you may have the option to re-try the replication. Information
about the most recent key replication operation you wanted to perform is stored for you. You can see in a
single page which key replication operations failed, and use this information to retry the replication.

You can replicate attempts to create a key, modify a key, or delete a key.

To attempt the key replication operation again, use Retry Replication.
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To retry replication:

1 Log in the Management Console of the device from which the key replication was attempted as an
administrator with Cluster access control.

2 Navigate to the Keys to Replicate Again section of the Cluster Retry Replication page (Device >>
Cluster >> Retry Replication).

3 Click a radio button to select the key you want to replicate, then click Retry. If you first want to see the
details of the Retry key operation before you commit, click Properties. The Retry Replication
Properties page appears. This shows the Key Replication item name and the operation you can
replicate. Click the Back button to return to the Cluster Retry Replication page.

Key Replication Properties Help B

Name: Don3

Operation: Create

Back |
Node(s) Replication Properties Help H

Target IP Target Port 4+ Last Retry Time
72T A7 121 5001 20121016 07:14:25

4 Repeat the step above for each key replication operation you want to perform.

Be aware that each retry is an attempt; successful attempts will be confirmed.
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Date, Time and NTP

This feature enables you to set the system date and time, and configure NTP servers. The Network Time
Protocol (NTP) is a protocol by which computers on a network synchronize their clocks against an NTP
server. The KeySecure allows you to synchronize a clock manually or at regular intervals.

When the KeySecure attempts to synchronize its clock against the NTP server(s), one of three outcomes is
possible:

* If the clock on the KeySecure is successfully synchronized, and the difference between the time on the
KeySecure and the NTP server(s) is less than 0.5 seconds, the time on the KeySecure is gradually
slewed to the real time.

* If the clock on the KeySecure is successfully synchronized, and the difference between the time on the
KeySecure and the NTP server(s) is greater than 0.5 seconds, the time on the KeySecure is
immediately stepped to the real time. This event is recorded in the System Log.

* If an error prevented the KeySecure from synchronizing its clock, an error message is recorded in the
System Log.

Synchronizing the time causes the Key Server to restart if the time change is greater than one
minute. While restarting, the Key Server is unavailable for up to 60 seconds.

To set the date and time on the KeySecure:
1 Log in to the Management Console as an administrator with Network and Date/Time access control.

2 Navigate to the Date and Time Settings section of the Date & Time Configuration page (Device >> Date
& Time).

Date and Time Settings

Date: 03/05/2011
Time: 22:16:06

Time Zone: Pacific Time Zone

3 Click Edit. You cannot edit the KeySecure Date and Time fields when NTP is enabled.

4 Modify the Date, Time, and Time Zone fields as follows:
- Date - Use the drop-down lists to set the month, day, and year.
- Time - Use the drop-down lists to define the current hour, minutes, and seconds.
- Time Zone - Use the drop down list to select a time zone.

5 Click Save.
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If you adjust the date and time settings forward, any log rotations and automated backups scheduled for a
time that is skipped will not occur. You can rotate such logs manually using the Log Viewer page.

If you adjust the date and time settings backwards, any log rotations scheduled for the repeated time
period will occur again.

To configure an NTP server connection:
1 Log in to the Management Console as an administrator with Network and Date/Time access control.

2 Navigate to the NTP Settings section of the Date & Time Configuration page (Device >> Date & Time).

NTP Settings Help

Enable NTP: M
NTP Server 1:  172.20.1.150
NTP Server 2: [Nong]
NTP Server 3: [Nong]
Poll Interval (min): 30

[ Edit H Synchronize Now ]
3 Click Edit.

4 Select Enable NTP to enable the feature. Once enabled, you cannot manually set the time or date on
the KeySecure. You can still modify the timezone.

5 Enter the IP addresses or hostnames of the servers in the NTP Server fields. You can list as many as
three NTP servers. When clocks are synchronized, the KeySecure polls the list of servers, in order,
and uses the first valid NTP response returned to determine the correct time.

6 Enter the Poll Interval, in minutes. This is the length of time between consecutive pools. The minimum
value for this field is 5; the maximum value is 10080 (one week). This value must be a multiple of 5. If
you attempt to set a value that is not a multiple of 5, the KeySecure rounds down to the nearest
multiple of 5.

7 Click Save.

The KeySecure will automatically synchronize with the NTP server according to the Poll Interval value
indicated in the NTP section.

To manually synchronize with an NTP server:
1 Log in to the Management Console as an administrator with Network and Date/Time access control.
2 Navigate to the NTP Settings section of the Date & Time Configuration page (Device >> Date & Time).

3 Click Synchronize Now to synchronize the clock on the KeySecure immediately. The Synchronize
Now button can be used even when automatic NTP synchronization is not enabled.
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Network Interfaces

The Network Configuration page enables you to configure the KeySecure network interface list and create
VLAN tagged interfaces.

The first network interface (Ethernet #1) was configured as part of the installation process. Use the
Network Interface List section to configure additional interfaces, or to reconfigure Ethernet #1.

To configure a network interface:
1 Log in to the Management Console.

2 Navigate to the Network Interface List section of the Network Configuration page (Device >> Network).

Network Interface List Help B

IP Address Subnet Mask Interface
® 17217.7.40 255.255.2655.0 Ethernet #1
3 Click Add.

4 Enter the IP Address.
5 Enter the Subnet Mask.

6 Enter the Interface. The number of interfaces on the KeySecure depends on the model. Network
interfaces are located on the back of the device.

There can be an option for a Virtual Interface. Virtual interface IPs are not bound to any physical
interfaces. On a KeySecure with multiple NICs, clients can ensure better connectivity with the NAE
server by using a virtual IP, such as

eth0: 172.17.17.120
ethl: 172.17.17.121
vipl: 172.17.17.130

If eth0 is having some issues and the client uses x.x.17.120, it cannot reach the server. It has to
change the server IP to 17.121 to connect. But if the client is configured with the virtual 17.130
interface, the connection goes through if eth1 is working.

Better security can be achieved using virtual interfaces. Applications (clients) can be given different
VIPs. If one is compromised, the others can still be used safely on the NAE server and Web server
Management Console.
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7 Click Save.

To change an IP address, there are two steps.
1 Add the new IP address, as described in the preceding section.

2 Delete the existing IP address by selecting it in the Network Interface List shown above and then
clicking Delete.

If the existing IP address is referenced by a server function like clustering or a key server
(KMIP or NAE-XML), remove or change those references before deleting the old IP address.

On the KeySecure, use the command line interface (CLI) to change the IP address of an existing SSkm
VM with the two commands shown below. Specify the new IP address and the existing interface in the
interface command. For more information on these commands, see chapter 19, SSKM Interface, in the
KeySecure Command Line Interface Reference Guide.

sskm halt
sskm interface <ip address> <interface>

|mpor’rcm’r! After issuing these two commands, reboot the machine that holds the SSKM VM. Restarting
the SSKM VM is not sufficient after changing the IP address; a reboot is required. After rebooting, the VM
restarts automatically.

The KeySecure can accept standard 802.3 Ethernet frames and 802.1Q Ethernet frames. In a typical
Ethernet network, frames are no larger than 1514 bytes (excluding the checksum and preamble). The
format of a frame in such a network is shown here:

Dest MAC Source MAC Length/ Data
Address Address Type
6 bytes 6 bytes 2 bytes 46 to 1500 bytes

Field Description
Dest MAC Identifies the station or stations that should receive the frame.
Address
Source MAC Identifies the station where the frame originated.
Address
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Field Description

Length/Type If this field is less than or equal to 1500, then it indicates the number of bytes in the subsequent Data
field. If the value of this field is greater than or equal to 1536, then the it indicates protocol type.

Data Contains the data transferred from the source station to the destination station or stations. The
maximum size of this field is 1500 bytes.

The 802.1Q specification established a standard method for inserting Virtual LAN (VLAN) membership
information into Ethernet frames. An extra field with a size of 4 bytes is inserted into VLAN Tagged ethernet
frames immediately after the Source MAC Address. The format of a frame in such a VLAN Tagged
Ethernet network is shown here:

Dest MAC Source MAC Length/
Address Address | V-ANTag Type Data
6 bytes 6 byles 4 bytes 2 bytes 46 to 1500 bytes

The VLAN Tag field uniquely identifies the VLAN to which the Ethernet frame belongs.

VLAN tagged interfaces behave in exactly the same way as non—VLAN tagged interfaces. You can assign
a unique IP address to a VLAN tagged interface, just as you can to a non—VLAN tagged interface, and you
can use that IP address wherever you have to supply a local IP address.

To configure a VLAN tagged interface:
1 Log in to the Management Console.

2 Navigate to the Network Configuration page (Device >> Network).

VLAN Tagged Interface List Help

Physical Interface Tag Description
(® Ethernet #1 100 WLAN Tagged Interface #1
(O Ethernet #1 200 WLAN Tagged Interface #2

[ Edit |[ Add | [ Delete |

3 Click Add to create a VLAN tagged interface. You must then enter the following values:

- Physical Interface - select the physical interface on which you want to create the VLAN tagged
interface

- Tag - supply a VLAN group number between 2 and 4094.
- Description - enter an optional description of no more than 256 characters.

You can have a maximum of 16 VLAN tagged interfaces on a KeySecure.

4 Click Delete to remove a VLAN tagged interface. You cannot delete a VLAN tagged interface if it is
being used elsewhere in the environment. For example, you cannot delete a VLAN tagged interface if
an IP address is bound to the VLAN tagged interface.
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Gateways & Routing

The Network Configuration page enables you to configure the default gateway list, select the interface to
use for outgoing connections, and configure a static route list.

The Default Gateway List section of the Network Configuration page provides a view of the default
gateways used by the KeySecure for routing. A default gateway is used to identify the IP address to which
all packets destined for a remote network are routed. One default gateway can be associated with each
physical interface. Most network configurations require only a single default gateway. Multiple default
gateways might be necessary for network configurations where multiple interfaces of the KeySecure are
connected to the network.

The Default Gateway was created during the KeySecure installation.
To configure the default gateway:

1 Log in to the Management Console.

2 Navigate to the Default Gateway List section of the Network Configuration page (Device >> Network >>
Gateways & Routing). The number of interfaces displayed depends on the device hardware itself. All
available interfaces are listed - even if they are not used or configured.

Default Gateway List Help B

Interface Default Gateway Used for Outgeing Connections
() Ethernet #1 172.17.2.1 g
) Ethemeat # Mone m]

[ Edit H Clear Gatewsay H Use for Outgoing Connections

3 Select Edit.

4 Edit the Default Gateway field, if necessary. A blank Default Gateway indicates that no default gateway
exists. The Default Gateway address cannot be a broadcast of network address as determined by the
IP addresses on the system.

5 Select Save.
6 Select Clear Gateway to remove a default gateway.

7 Select Used for Outgoing Connections to use the selected interface for outgoing connections
initiated by the KeySecure. If this gateway fails, all outgoing connections initiated by the KeySecure
will fail. When using multiple interfaces, you must indicate which interface will handle outgoing
connections. For devices with one gateway, that interface is automatically used for outgoing
connections.
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The following examples illustrate the possible configurations. In each example, Ethernet #1 is bound to
172.17.7.16 and Ethernet #2 is bound to 10.20.41.16.

Example 1

Interface Default Gateway Used for Outgoing Connections
Ethernet #1 172.17.7.1 yes

Ethernet #2 none no

All responses to incoming packets leave from 172.17.7.1 - except the responses to incoming packets from
the 10.20.41.0 addresses (the local subnet of Ethernet #2). Those responses leave from Ethernet #2
interface.

All connections initiated by the KeySecure leave from 172.17.7.1.

Example 2

Interface Default Gateway Used for Outgoing Connections
Ethernet #1 none no

Ethernet #2 10.20.41.1 yes

All responses to incoming packets leave from 10.20.41.1 - except the responses to incoming packets from
the 172.17.7.0 addresses (the local subnet of Ethernet #1). Those responses leave from the Ethernet #1
interface.

All connections initiated by the KeySecure leave from 10.20.41.1.

Example 3

Interface Default Gateway Used for Outgoing Connections
Ethernet #1 172.17.7.1 yes

Ethernet #2 10.20.41.1 no

All responses to incoming packets destined for IPs bound to Ethernet #1 leave from 172.17.7.1. All
responses to incoming packets destined for IPs bound to Ethernet #2 leave from 10.20.41.1.

If packets destined for Ethernet #1 are received by the Ethernet #2 interface, the response packets will still
leave from 172.17.7.1. Likewise, any packets destined for Ethernet #2 that are received by the Ethernet #1
interface will still leave from 10.20.41.1.

If one of the default gateways should fail, the other interface is not affected. For example, if 172.17.7.1
fails, IPs bound to Ethernet #1 will be unreachable - but the Ethernet #2 interface will operate normally.

All connections initiated by the KeySecure (regardless of destination) leave from 172.17.7.1, because
'Used for Outgoing Connections' is configured for that gateway. If this gateway fails, all outgoing
connections fail.
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Example 4

Interface Default Gateway Used for Outgoing Connections
Ethernet #1 172.17.7.1 yes
Ethernet #2 10.20.41.1 no

This configuration is the same as example 3, but in this scenario there are some hosts and networks that
are not reachable through 172.17.7.1. Most often these would be private or secure sub-networks. In such a
case you would add a static route out of 10.20.41.1 so that the KeySecure can reach the additional hosts
or networks. The static route is shown below:

IP Address Subnet Mask Gateway Interface

66.230.200.0 255.255.255.0 10.20.41.1 Ethernet #2

The Static Route features allows you to explicitly specify a route from the KeySecure to another network
device. Such a route is stored in the routing table on the KeySecure.

To configure the default gateway:
1 Log in to the Management Console.

2 Navigate to the Static Route List section (Device >> Network >> Gateways & Routing).

Static Route List Help B

IP Address Subnet Mask Gateway Interface
172.17.6.102 255.255.255.255 17217.171 Ethernet #1 v
3 Click Add.

4 Enter an IP Address. This is the address you a trying to reach with this route. Valid values are IP or
network addresses matching the specific Subnet Mask.

5 Enter the Subnet Mask associated with the IP Address/Network needed to identify the destination.
Valid values are any subnet mask address.

6 Enter the Gateway used to reach the destination. A static route that does not include a gateway
indicates that the destination address can be reached on the local subnet for the specified physical
interface. Values for the Gateway field are constrained by the following:

- If you specify a value for the Gateway field, you must specify an IP address.

- The gateway must be reachable based on the network routes created by the addition of an IP
address to the system.

- The gateway address cannot be a broadcast or network address as determined by the IP addresses
on the system or the static route being added.

- The gateway must not be used by any other route on a different physical interface.

7 Click Save.
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Hostname & DNS

The Network Configuration page enables you to set the KeySecure hostname and connect to any DNS
servers in your network.

The hostname, which identifies each KeySecure in a network, is the unique name assigned to a
KeySecure. It is initially assigned during installation.

To set the hostname:
1 Log in to the Management Console as an administrator with Network and Date/Time access control.
2 Navigate to the Hostname Setting section of the Network Configuration page (Device >> Network >>
Hostname & DNS).

Hostname Setting

| Hostname: nightly-7-40 |

3 Click Edit.

4 Enter the Hostname. This string cannot be longer than 64 characters.

5 Click Save.

Domain Name Service (DNS) settings are viewed and modified on the DNS Server List section on the DNS
tab of the Network Configuration page. From this section, the user can opt to review the server list or use
the buttons to prioritize, add, modify, or remove a DNS server.

1 Log in to the Management Console as an administrator with Network and Date/Time access control.

2 Navigate to the Hostname Setting section of the Network Configuration page (Device >> Network >>
Hostname & DNS).

DNS Server List Help

Server IP Address
® 17217.6.102
O 172.20.1.150

Up | [ Down | [ Edit |[ Add | [ Delete |
3 Click Edit or Add.

4 Enter a Server IP Address and select Save.
5 Use the Up and Down buttons to set the order in which the servers will be queried by the KeySecure.
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Network Interface Port Speed & Duplex

The Network Configuration page enables you to configure the port speed and duplex for the KeySecure
network interfaces.

The KeySecure can auto-negotiate a port speed and duplex setting when communicating with other
network devices. In some network configurations, however, you might want to force the KeySecure to use
a particular port speed and duplex setting. The Port Speed tab on the Network Configuration page allows
you to choose between Auto-Negotiate and a variety of port speed and duplex settings.

1 Log in to the Management Console as an administrator with Network and Date/Time access control.

2 Navigate to the Network Interface Port Speed/Duplex section of the Network Configuration page
(Device >> Network >> Port Speed).

Network Interface Port Speed/Duplex Help B

Interface Requested Speed / Duplex Current Speed / Duplex
Gigabit Ethernet #1 Auto-Megotiate 1000 Mbps/Full Duplex
Gigabit Ethernet #2 Auto-Megotiate Unknown or not connected

3 Click Edit.

4 Select one of the following options for each interface:
- Auto-Negotiate

10 Mbps/Half Duplex

10 Mbps/Full Duplex

100 Mbps/Half Duplex

100 Mbps/Full Duplex

1000 Mbps/Full Duplex

5 Click Save.

WARNING! The Port Speed/Duplex setting is an advanced feature that should only be used when you are
certain of the port speed and duplex settings of the network device communicating with the KeySecure.
Potential performance degradation can result if these settings do not match. We recommend that you
leave the port speed and duplex setting on the KeySecure at Auto-Negotiate unless you know the settings
of the network device it is communicating with.

When a switch forces a port speed and the KeySecure is set to Auto-Negotiate, the KeySecure
defaults to Half Duplex. Thus, when you force Full Duplex on the switch and leave the KeySecure set to
Auto-Negotiate, the KeySecure may be unable to negotiate a connection with other network devices.
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High Availability

The High Availability feature provides failover functionality between two KeySecures. This mechanism is
based on the failover protocol VRRP defined in RFC 2338, which you can find here: http://www.ietf.org/rfc/
rfc2338.txt.

The high availability feature enables you to configure two KeySecures such that if one device goes offline
for some reason, all future traffic to the offline device is automatically sent to the second device. The first
device, the master, is normally the active device and receives the network traffic. The other device, the
slave, is normally the passive device. It receives no traffic except for the VRRP messages sent by the
master every minute.

Failover occurs when the master is unable to send VRRP messages. When this occurs, the slave assumes
the role of the active device and receives all of its network traffic. This is a fotal failover. If the master has
multiple network interfaces, all interfaces fail over to the slave.

As soon as the master is able to fulfill client traffic, failback occurs: control of network traffic shifts back
from the slave to the master.

Failover and failback are mostly invisible to the client. When this feature is enabled, KeySecure clients
should communicate with the high availability interface, a virtual IP created on the Network Configuration
page and shared by the master and slave. The failover is not totally invisible. The slave does not replicate
user connections, so all connections that were active on the master when the device went offline must be
re-established on the slave. Your client application must be capable of handling this scenario.

The master and slave are members of a virtual group. They share the same Group IDs for each available
network interface. The VRRP documentation refers to these values as virtual router identifiers (VRIDs).
Both members of the virtual group also share the same virtual IP address, defined in the KeySecure
Management Console as a High Availability Interface.

The KeySecure supports single arm configurations and dual-home configurations. The KeySecure does
not support hybrid single—arm/dual home configurations.

High Availability is not supported on the k150.

Configuring the high availability feature requires that you configure a high availability interface on two
KeySecures: the master and the slave. Then, for both devices, you must also enable and configure the
high available settings. The full set of instructions are below, you need to perform these steps on both the
master and the slave.

The master and slave must be on the same LAN segment because VRRP messages are not
routable. High availability is not available for devices on different LAN segments.
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Prerequisites:

* The master and slave must have identical configurations. You accomplish this by clustering the two
devices. For more information on clustering, please see Chapter 5, “KeySecure Clustering”.

» Configure the related switch for IP multicast support in order to eliminate unnecessary packet
proliferation. Most switches have this disabled by default and simply broadcast multicast packets on all
ports, thus eliminating the cost-effectiveness of multicasting.

* High Availability is not supported on the k150.
To configure a high availability interface:
1 Log in to the Management Console as an administrator with High Availability access control.

2 Navigate to the High Availability Interface List on the Network Configuration page (Device >> Network).

High Availability Interface List

IP Address Subnet Mask Interface
@ 172.18.18.100 2552552550 Ethernet #1
3 Click Add.

4 Enter the IP address. This is the virtual IP that clients must use to communicate with the KeySecure in
order to benefit from the high availability feature. This value must be the same for both the master and
the slave. Be sure to use an IP that otherwise does not exist in your network.

5 Enter the Subnet Mask.

6 Enter the Interface. The number of available interfaces depends on the KeySecure model. Network
interfaces are located on the back of the device.

7 Click Save.
To configure the high availability settings:

1 Navigate to the High Availability Interface Settings section (Device >> Network >> High Availability).

High Availability Settings

Enable High Availability: B
Setas Master: &
Monitor IP Address: 172.17.2.80
Slave Advertisement Timeout (sec): [Mot applicable for master]
Ethernet #1 Group ID: 1
Ethernet #2 Group ID: 2

2 Click Edit.
3 Select Enable High Availability.

4 Select Set as Master to set one device as the master. On the slave device, leave this field unselected.
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5 Select a value in Monitor IP Address. This is the KeySecure IP address used to create a connection
to the other device in the high availability group. This connection is used to monitor device status.

6 Enter a value in the Slave Advertisement Timeout (sec) field. This is the time that must elapse
before the slave assumes the master is inactive and thus takes over control and become the active
device. The default value for this field is 3 seconds and the field is only set on the slave.

7 Enter a value for the Ethernet Group ID. KeySecures that share these values are part of the same
virtual group, which is required for the master-slave association. This field allows you to specify the
VRIDs for each interface. The values must be different for each interface, but these entries must be
identical on the master and the slave. The default group id matches the interface number. You can
change from the default value, but the ID must be a number between 1 and 255.

If you are using the VRRP protocol for other devices that share the LAN with the KeySecure, it is
necessary to carefully manage the VRIDs in order to avoid collisions.

8 Click Save.
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IP Authorization

The IP Authorization feature enables you to specify which IP addresses are permitted to connect to the
KeySecure and which services those IP addresses may access.

Once enabled, the KeySecure examines each network packet sent to the protected TCP ports. Authorized
packets are processed; unauthorized packets are dropped and logged. You can view the unauthorized
packets in the system log.

IP Authorization settings are viewed and modified from the IP Authorization tab on the Network
Configuration page. Use the IP Authorization Settings section to view and set these settings for your
KeySecure.

To configure the IP Authorization feature:
1 Log in to the Management Console as an administrator with Network and Date/Time access control.

2 Navigate to the Allowed Client IP Addresses section of the Network Configuration page (Device >>
Network >> |IP Authorization).

Allowed Client IP Addresses Help B
Iterns per page: |10 V

IP Address, Range, or Subnet  NAE Server Web Administration SSH Administration
O 192.168.1.6D O O g
O 192.168.1.70 - 192.168.1.80 | g |
) 192.1658.100.0/255.255.255.0 & | |
& 192.165.200.0/24 | | g

[ Edit |[ Add | [ Delete |
3 Click Add.

4 Enter a single IP address (e.g., 192.168.1.60), a range of addresses (e.g., 192,168.1.70 -
192.168.1.80), or a subnet (e.g., 192.168.100.0/255.255.255.0, or 192.168.200.0/24) in the IP
Address, Range, or Subnet field.

You can grant access to various features but you cannot explicitly deny access to a specific client. In
the event that a specific IP is listed individually and as part of a group, that IP address acquires the
sum of listed permissions.

5 Select the services that will be available to this client using the Key Server, Web Administration, and
SSH Administration fields.

You can grant access to various features but you cannot explicitly deny access to a specific
client. In the event that a specific IP is listed individually and as part of a group, that IP address
acquires the sum of listed permissions.
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6 Click Save.
7 Repeat steps 3 through 6 as needed. Use the Add and Delete buttons when needed.
8 Click Edit on the IP Authorization Settings section.

IP Authorization Settings

NAE Server: Only Allow IPs Specified Below
Web Administration:  Allow All Connections
SSH Administration:  Only Allow IPs Specified Below

9 For each service select either Allow All Connections to grant access to all clients or Only Allow IPs
Specified Below to grant access to only the clients listed in the Allowed Client IP Addresses section
with that service selected.

10 Click Save.

Nofe:  When updating this feature from the Management Console, the system ensures that the current
administrator IP address maintains its web administration permissions. When updating this feature from
the CLI, the system ensures that the active SSH administration permissions remain intact.
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SNMP

The Simple Network Management Protocol (SNMP) enables network and system administrators to
remotely monitor devices on the network, such as switches, routers, proxies, and hubs. This protocol relies
on three main concepts: network management station (NMS), agent, and Management Information Base
(MIB). The NMS is configured on a network node and runs SNMP management software; agents run on
network devices that are being monitored by the NMS; and the MIB defines what kind of information can
be exchanged between the agent and the NMS.

SNMP is a request-response protocol used to communicate management information between an NMS
and an agent. SNMP trap messages, sent from agents to managers, might indicate a warning or error
condition or otherwise notify the manager about the agent's state. There are three versions of SNMP:
SNMPv1, SNMPv2 and SNMPv3. The KeySecure supports all three versions of SNMP.

There are many different versions of SNMPv2. The KeySecure supports SNMPv2c. For the sake of
simplicity, throughout the rest of this document SNMPv2c¢ is referred to simply as SNMPv2.

SNMPv1/v2 rely on the concept of a community to provide a low level of security for communications
between the NMS and agent. In a SafeNet SNMPv1/v2 deployment, each SNMP request packet includes
a community name, which is similar to a password and is associated with a certain MIB access level. When
the KeySecure receives a request, the agent looks for the community name in its table. If the name is
found and the source IP of the sender is in the access list for the community, the request is accepted and
the MIB information is sent. If the name is not found or the source IP address is not in the access list, the
request is denied.

Because SNMPv1/v2 cannot authenticate the source of a management message or provide encryption, it
is possible for unauthorized users to perform SNMP network management functions. Likewise, it is also
possible for unauthorized users to eavesdrop on management information as it passes from agents to the
NMS. SNMPv3 incorporated all the capabilities of SNMPv1/v2, and introduced the concept of a
User-based Security Model (USM), which consists of two important services: authentication and privacy.
Additionally, SNMPv3 enhanced the existing View Access Control Model (VACM).

The authentication piece of the USM ensures that a message was sent by the agent or NMS whose
identifier appears as the source in the message header. Authentication also ensures that the message was
not altered, artificially delayed, or replayed.

In SNMPv3, the agent and NMS share a key that is based on the username and password supplied when
the username is created. The sender provides a means for authentication to the receiver by including a
MAC with the SNMPv3 message it is sending. When the receiver gets the message, it uses the same
secret key to recompute the MAC. If the receiver’s version of the code matches the value appended to the
incoming message, then the receiver knows that the message originated from an authorized sender, and
that the message was not altered in transit.
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The privacy piece of the USM allows managers and agents to encrypt messages to prevent
eavesdropping. As is the case with authentication in SNMPv3, both the NMS and the agent must share a
secret key. When an NMS and agent are configured for privacy, all traffic between them is encrypted with
the DES algorithm. The sender encrypts all messages with the DES algorithm and its secret key, and
sends the message to the receiver, who decrypts it using the DES algorithm and the same secret key.

Access control in SNMP makes it possible for agents to provide different levels of MIB access to different
managers. You can restrict access by allowing one NMS to view only standard MIBs and another NMS to
view both standard MIBs and Enterprise MIBs.

The KeySecure supports all three versions of SNMP. From a configuration standpoint, SNMPv1/v2 are
treated as a unit, and SNMPv3 is treated separately. SNMP requires an agent, a community, and a
management station.

Please note that SafeNet SNMP agent is capable of providing the following SNMP functionality:
* it enables the NMS to access the MIBs on the KeySecure.
* it initiates trap messages to the NMS.

You can configure the SafeNet SNMP agent to provide either piece of functionality or both pieces. Both
pieces of functionality are optional.

To configure a SafeNet agent to communicate with an NMS running SNMPv1/v2 software:
1 Log in to the KeySecure
2 Navigate to the SNMP Configuration page (Device >> SNMP).

SNMP Agent Settings Help B

SNMP Agent IP:  172.17.7.40
SNMP Agent Port: 161
Enable SNMP Traps: B

[ Edit H Send Test Trap ]

3 Click Edit in the SNMP Agent Settings section.

4 Select the SNMP Agent IP. You can select All or an individual IP address. We recommend that you
specify an individual IP address.

5 Select the SNMP Agent Port. The default value is 161.
6 Select Enable SNMP Traps. By default, the KeySecure does not send SNMP traps.
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You can send a trap with the Send Test Trap button. If the receiving management station is
setup correctly, you can check the management station server to which it is sent to verify the trap.

7 Navigate to the SNMPv1/SNMPv2 Community List section (Device >> SNMP >> Communities &
Usernames). The community list is used to configure the agent to communicate with an NMS running
either SNMPv1 or SNMPV2 software. The community list is where you define from which SNMPv1/v2
management stations the KeySecure receives SNMP MIB requests.

SNMPv1/SNMPv2 Community List

Filtered by | ---- V where value | containg V Set Filter
Iterns per page: |10 V

4+ Community Name Source IP/Subnet Mask(s) MIB Access
@ gridlock Any Standard

1-1of1

[ Edit |[ Add | [ Delete |

When creating a community on the KeySecure, it is a good security practice to secure agents by
filtering all SNMP requests by community name and source IP address. This filtering restricts where
SNMP requests are allowed to come from, and greatly reduces system vulnerability to outside attacks.

For security purposes, the SNMP community name is read—only. The set command is not
allowed on the SNMP agent.

8 Click Edit or Add.

9 Enter a Community Name. This value can contain only alphanumeric characters and punctuation
marks, and they cannot contain non-printing characters and whitespaces. Community nhames cannot
exceed 64 characters. Avoid using the names “public” and “private” as these names are very
commonly used.

10 Enter a Source IP/Subnet Mask. These are the IP address(es) allowed to access the agent. You can
enter a specific IP address range, or you can enter a value of Any. If you are listing a specific IP
address, you must also include the Subnet Mask. Separate the Source IP and Subnet Mask with a
slash (/). If you are entering multiple Source IP/Subnet Mask pairs, you must separate each pair with
a comma. We recommend that you limit access to the agent to particular IP addresses.

11 Select the community’s MIB Access. Can be either or both of the following:
- Enterprise - Contains information on caching, SSL, CPU utilization, and operational statistics.
- Standard - also known as MIB-II. contains information on network interface utilization, system health,
and statistics for IP, TCP, ICMP, UDP, and SNMP.

12 Navigate to the Create SNMP Management Station section (Device >> SNMP >> Management
Stations).
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Create SNMP Management Station Help B

Manager Type: | SNMPW V

Trap Type: |Trap V
Hostname or IP:  |192.168.200.52
Port: 162
Manager Community (v1/v2 only): | gridlock
Username (v3 only):
Security Level (v3 only): | [None] V

Auth Protocol {v3 only): | [Mone] V

Auth Password (v3 only):

Priv Password {v3 only):

Manager Engine ID {v3 only):

13 Enter the Manager Type. Select either SNMPv1 or SNMPv2.

14 Enter the Trap Type. Select either Trap or Inform. We recommend that you always use Inform.
15 Enter the Hostname or IP of the NMS.
16 Enter the Port. The default value is 162.

17 Enter the Manager Community. This is the name used to send SNMP data to SNMPv1/v2
management station. The manager community is used by SNMPv1/v2 management stations to filter
SNMP traps and is not related to the agent community name. The Manager Community name cannot
exceed 64 characters.

18 Click Create to create the SNMP management station.

The KeySecure supports all three versions of SNMP. From a configuration standpoint, SNMPv1/v2 are
treated as a unit, and SNMPv3 is treated separately. Please note that SafeNet SNMP agent is capable of
providing the following SNMP functionality:

* it enables the NMS to access the MIBs on the KeySecure.
* jtinitiates trap messages to the NMS.

You can configure the SafeNet SNMP agent to provide either piece of functionality or both pieces. Both
pieces of functionality are optional.

To configure a SafeNet agent to communicate with an NMS running SNMPv3 software:
1 Log in to the KeySecure
2 Navigate to the SNMP Configuration page (Device >> SNMP).
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SNMP Agent Settings Help B

SNMP Agent IP:  172.17.7.40
SNMP Agent Port: 161
Enable SNMP Traps: B

[ Edit H Send Test Trap ]

3 Click Edit in the SNMP Agent Settings section.

4 Select the SNMP Agent IP. You can select All or an individual IP address. We recommend that you
specify an individual IP address.

5 Select the SNMP Agent Port. The default value is 161.
6 Select Enable SNMP Traps. By default, the KeySecure does not send SNMP traps.

7 Navigate to the SNMPv3 Username List section (Device >> SNMP >> Communities & Usernames). The
username list is used to configure the agent to communicate with an NMS running SNMPv3 software.
The username list is where you define from which SNMPv3 management stations the KeySecure
receives SNMP MIB requests.

SNMPv3 Username List

Filtered by | ---- V where value | containg V Set Filter
4 Username Security Level Auth Protocol Auth Password Priv Password MIB Access
- o o [ Enterprise
userl auth, noPriv - |%| [MDE |+
o o [¥] Standard

8 Click Add or Edit.

9 Enter a Username. The username defines from whom the KeySecure accepts SNMP messages, and
it is one of many elements used to create a key that is shared between the NMS and the agent.

Usernames can contain only alphanumeric characters and punctuation marks and they cannot contain
non-printing characters and white spaces.

10 Select the Security Level. There are three options:

= auth, priv — authorization and privacy. This option takes full advantage of the enhanced security
features in SNMPv3. This option means that the KeySecure authenticates the sender of the SNMP
message; in addition, all data exchanged between the SafeNet agent and the NMS is encrypted
using the DES algorithm and a secret key.

- auth, no priv — authorization, no privacy. This option allows you to guarantee that the KeySecure
only accepts SNMP messages from trusted sources, but the data is not encrypted.

= no auth, no priv — no authorization, no privacy. This option is similar to the security offered in
SNMPv1/v2. No encryption is performed, and the authenticity of the sender of the SNMP message is
not guaranteed.

11 Select the Auth Protocol. Choose either MD5, SHA, or None.
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12 Enter the Auth Password. This password is used to create the secret key that performs the MAC
operation on the data shared between the SafeNet agent and the management station. The Auth
Password must be between 8 and 256 characters.

13 Enter the Priv Password. This password is used to create the secret key that performs the encrypt
and decrypt operations on the data shared between the agent and the NMS. The Priv Password must
be between 8 and 256 characters.

If you select auth, priv for Security Level, enter a valid value in the Auth Password field, and
then leave the Priv Password field blank, the Auth Password will also be used as the Priv
Password.

14 Select the username’s MIB Access. Can be either or both of the following:
- Enterprise - Contains information on caching, SSL, CPU utilization, and operational statistics.
- Standard - also known as MIB-II. contains information on network interface utilization, system health,
and statistics for IP, TCP, ICMP, UDP, and SNMP.

15 Navigate to the Create SNMP Management Station section (Device >> SNMP >> Management
Stations).

Create SNMP Management Station Help B

Manager Type: | SMNMPW3 V

Trap Type: |Trap V
Hostname or IP:  |192.168.200.52
Port: 162
Manager Community (v1/v2 only):
Username (v3 only): |user]
Security Level {v3 only): | auth, noPriv V
Auth Protocol {v3 only): |MD5 V
Auth Password (v3 only): |eesesssssssssese

Priv Password {v3 only): esesessssssses

Manager Engine ID {v3 only): |2705

16 Enter the Manager Type. Select either SNMPv1 or SNMPv2.

17 Enter the Trap Type. Select either Trap or Inform. We recommend that you always use Inform.
18 Enter the Hostname or IP of the NMS.
19 Enter the Port. The default value is 162.

20 Enter the Username. This is the name used to send SNMP data to SNMPv3 management stations.
The Username is used to create a key that is shared by the agent and the NMS
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21 Enter the Security Level. There are three options:

- auth, priv — authorization and privacy. This option takes full advantage of the enhanced security
features in SNMPv3. This option means that the KeySecure is authenticated by the NMS when the
KeySecure sends a trap; in addition, all data exchanged between the SafeNet agent and the NMS is
encrypted using the DES algorithm and a secret key.

- auth, no priv — authorization, no privacy. This option allows you to specify that the KeySecure is
authenticated by the NMS, but data that is exchanged between the agent and NMS is unencrypted.

- no auth, no priv — no authorization, no privacy. This option is similar to the security offered in
SNMPv1/v2. No encryption is performed, and the authenticity of the sender of the SNMP message is
not be guaranteed.

22 Select the Auth Protocol. Choose either MD5, SHA, or None.

23 Enter the Auth Password. This password is used to create the secret key that is used to authenticate
the sender of SNMP messages. The Auth Password must be between 8 and 256 characters.

24 Enter the Priv Password. This password is used to create the secret key that performs the encrypt
and decrypt operations on the data shared between the agent and the NMS. The Priv Password must
be between 8 and 256 characters.

If you select auth, priv for Security Level, enter a valid value in the Auth Password field, and
then leave the Priv Password field blank, the Auth Password will also be used as the Priv
Password.

25 Enter the Manager Engine, do not exceed 128 characters. This is a unique identifier for the manager
entity that is used for authentication. The Manager Engine ID is not used when sending inform
messages. The

26 Click Create to create the SNMP management station.

We distribute MIBs in SMIv2 format; if you want SMIv1, you can derive it from the SMIv2 MIB distributed by
SafeNet. You can obtain the Enterprise MIBs at the Web Support Center. You must have a Web Support
Center account before you can download the MIBs.

The Enterprise MIBs are broken out into the following functional groups:

* System Statistics. The System Statistics provide basic system information like system uptime, CPU
utilization, Number of CPUs in the system, and Memory utilization. For a more thorough description of
the System Statistics, please see Chapter 21, “Statistics”.

* NAE Server Statistics. NAE Server statistics are available through the MIBs; for each statistic set,
you can view the following: current requests per second, maximum requests per second, successful
operations, and failed operations. The following statistics are available:

- Total Requests
- Key operations
- Key Generate Requests

KEYSECURE USER GUIDE



Key Information Requests
Key Delete Requests

Key Query Requests

Key Import Requests

Key Export Requests
Random Generate Requests
Cryptographic Requests
Authenticate Requests

» Software Objects/Traps. Software objects are broken out into the following groups:

Services — Traps are sent for any of the following events: service started or stopped, the system
restarted a down service, a certificate expired, a certificate will expire soon, failed to transfer log, a
client application attempts to use a certificate that has been revoked, multiple unsuccessful attempts
to restart a service.

Security Warnings — an administrative experienced multiple password failures while attempting to
log in, the system was reset to factory settings, the system was restored to default settings,
configuration data was corrupted or modified.

Generic Security Objects — Content detected as defaced, invalid client certificate, multiple
username/password failures from a user, wrong key in use, operation not permitted, other security
warning.

DB Tools — data migration operation completed, key rotation operation completed, column
unencryption operation completed.

Cluster Objects — Server joined/left cluster, success or failure notification for the following: key
replication, key deletion, user or group replication, Idap configuration replication, authorization policy
replication, cluster synchronization.

LDAP Notification Objects — LDAP server connection succeeded, LDAP server connection failed,
switching to alternate LDAP server.

License Notification Objects — No licenses available.

* Hardware Objects/Traps.

System Notification Objects — system starting up/shutting down, system preparing to restart/halt.
Power Supply Notification Objects — Power supply operational/non-operational.

Fan Notification — Fault detected.

Disk Utilization — Disk usage exceeded.

High Availability Notification — System set as master, HA service is non-functional.

Accelerator Notification Object — Accelerator self test failed.

RAID Disk Notification — disk operational, disk failed, disk recovering, disk status unknown, disk
removed, disk added.
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Administrator Configuration

An administrator is a user who can configure and manage the KeySecure. This is done using the
Management Console and the Command Line Interface (CLI). An administrator’s access control settings
determine which features can be configured and which operations can be performed.

|mpor’ran’r! Administrators are not users. Users use KeySecure client software to access the Key Server
in order to perform some cryptographic function.

Most likely, you will want to create multiple administrators. When doing so, you should assign access
controls that mirror your organization’s procedures. For example, if you separate the tasks of key
management, system backup, and device configuration, you’ll want to create unique administrators for
each of those roles.

When creating an administrator, you should assign the minimum amount of access controls needed. For
example, a backup administrator will only need the Backup & Restore access controls. (You'll probably
also want to assign an Administrative Access access control to most of your administrators.)

We strongly discourage the sharing of administrator accounts. Each administrator should have
their own administrator account.

When creating or modifying an administrator, you can select the High Access Administrator field. High
Access administrators have all access controls. They, therefore, have full control over the configuration of
the KeySecure: they can create and delete administrator accounts, change administrator passwords, and
assign and revoke access controls. When you select this option, you’ll notice that the system wiill
automatically enable all of the access controls for that administrator.

Impor’ran’r! Take great caution when creating High Access Administrators. It might be helpful to think of
such administrators as super users who can change the passwords of local administrators, assign and
revoke permissions, and create and delete administrators.

Both local and LDAP administrators can be High Access Administrators.

The admin account created during first-time initialization is a local High Access Administrator.

The KeySecure ships with a default administrator (admin). admin is a local High Access Administrator.
Once the initial configuration is complete, you must log in as the admin administrator; thereafter, you can
create different administrators and log in with a different username.
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The KeySecure supports two types of administrators: local and LDAP. Functionally, local and LDAP
administrators have the same capabilities. For example, both local and LDAP administrators can be High
Access administrators.

You can have multiple local and LDAP administrators at the same time.

Local administrators are created within the SafeNet environment, either on the local device, or on a
member of a cluster. They are managed entirely on the KeySecure.

Local administrator usernames are restricted to letters and numbers only, must start with a letter, and can
be up to 30 characters long.

Local administrator passwords must adhere to the KeySecure’s password policies. These are discussed in
Chapter 16, “Password Management”.

|mpor’ran’r! It is absolutely crucial that you remember the passwords for all of your local administrators.
For security reasons, there is no way to reset a local administrator’s password without logging into the
KeySecure as a High Access Administrator. If you lose or forget the passwords for all administrator
accounts, you cannot configure the KeySecure, and you must ship it back to have the software reinstalled.
All keys and configuration data will be unrecoverable.

When a local administrator logs in to the CLI or the Management Console, the KeySecure authenticates
the username and password with the values stored securely on the KeySecure. If the authentication
succeeds, the administrator will be logged in to the KeySecure.

High Access Administrators can change the password of any local administrator. (Such an event is
recorded in the Audit Log.) If one administrator changes the password of another local administrator, the
administrator whose password changed is prompted to change his or her password immediately after
logging in (with the new password) to the KeySecure. After changing the password, the administrator
continues to the Management Console or the command prompt as usual.

To create a local administrator account:
1 Log in the KeySecure as an administrator with High Access Administrator access control.
2 Navigate to the Administrator Configuration page (Device >> Administrators >> Administrators).

3 Click Create Local Administrator.
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Create Local Administrator

Usermname: | MNewlocalAdmin
Administrator Type: Local

Full Name: |new local administrator

Description: | new local administrator
Password: |esssssss
Confirm Password: essssses

High Access Administrator: (Configure administrator accounts and settings)

Access Control Levels

[ selectall | [ SelectMone

Security Configuration Backup & Restore

Keys and Authorization Palicies Backup Configuration
Users and Groups Backup Keys & Cerificates
Certificates Backup Local CAs
Certificate Authorities Restare Configuration
Advanced Security Restare Keys & Certificates
SSL Restore Local CAs

Device Configuration Maintenance

Key Server Senices

Cluster Software Upgrade and System Health
Netwark and Date/Time Administrative Access

High Availability Admin Access via Web
SHMP Admin Access via S5H
Logging

HSM

4 Enter a Username. Usernames must contain alphanumeric characters only and cannot be longer
than 30 characters. You cannot include special characters or whitespace in the username. In addition,
the first character must be a letter.

5 Enter values in the Full Name and Description fields.

6 Enter the Password. Immediately after logging in for the first time, the administrator must change the
password. The requirements for the password depend on your Password Management settings. The
value shown here is masked.

|mporiani! When changing the password, be sure to clear the field first. If you do not clear the
field first, the asterisks used to mask the value will become part of the new password.

7 Confirm the password in the Confirm Password field.

8 Select High Access Administrator, if you want to grant the administrator the ability to create, modify,
and delete other administrator accounts, assign and modify access privileges for other administrators,
and configure all administrator settings (administrators, LDAP administrator server, password
management, multiple credentials, and remote administration).
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|mporfani! If you enable this checkbox, all other Access Control settings will automatically be
checked. Any of the other Access Control settings can be disabled before creating the
administrator account. However, since High Access Administrators can edit these settings, the
new administrator will be able to re-enable any of the Access Control settings that were initially
disabled.

WARNING: It is very important that you take great caution in granting the High Access Administrator
access control option, which allows an administrator full control over the configuration of the
KeySecure. Some of the privileges available to such an administrator are as follows: can change the
passwords of other administrators, can assign him or herself additional permissions, and can create
additional administrators.

9 Select the access controls for the administrator account. Use the Select All and Select None buttons
as appropriate. Select from the following values:
- Keys and Authorization Policies: Create, modify and delete keys and establish authorization policies.
- Users and Groups: create and modify local users and groups and maintain LDAP server settings.
- Certificates: Create and import certificates.
- Certificate Authorities: Manage certificate authorities on the KeySecure.

- Advanced Security: Manage advanced security settings, including FIPS and Common Criteria
configuration.

- SSL: Modify SSL configuration.

- Key Server: Enable and configure the Key Server.

- Cluster: create a cluster, join or remove this device from an existing cluster.

- Network and Date/Time: Configure network and date/time settings.

- High Availability: Configure high availability settings.

- SNMP: Manage SNMP community names and management stations.

- Logging: Modify logging settings.

- Backup Configuration: Create system backups that include everything but keys, certificates and
local CAs.

- Backup Keys & Certificates: Create backups of keys and certificates
- Backup Local CAs: Create backups of local CAs.

- Restore Configuration: Restore system backups that include everything but keys, certificates and
local CAs.

- Restore Keys and Certificates: Restore backups of keys and certificates.

- Restore Local CAs: Restore backups of local CAs.

- Services: Modify startup service setting.

- Software Upgrade and System Health: Upgrade to a new version of the KeySecure.
- Admin Access via Web: Administrate the KeySecure through the web interface.

- Admin Access via SSH: Administrate the KeySecure through SSH.
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The Admin Access access control options specify whether an administrator can configure the
KeySecure from the Management Console and the CLI. You should note that administrators who
cannot log in via either of these interfaces can only manage the KeySecure from a serial console
connection, which would preclude that administrator from modifying almost all security configuration
settings and some device configuration settings (e.g. Key Server, Keys, Users & Groups).

10 Click Create.

To delete a local administrator account:
1 Log in the KeySecure as an administrator with High Access Administrator access control.

2 Navigate to the Administrators section on the Administrator Configuration page (Device >>
Administrators >> Administrators).

Administrators
Filtered by | ---- V where value | contains :V Set Filter
Itemns per page: |10 |%
4+ Username Type %:E::%ss Full Name Description Password Expiration
@ admin Local B Administrator Administrator 59 days, 3 hours
O admin2 Local B adminz adminz 59 days, 23 hours
() admind Local B admind admin3 99 days, 23 hours
. new local new local Password must be changed
O NewlocalAdmin Local O administrator administrator after next login
1-40f4

[ Delete ][ Properties H Check Administrator

[ Create Local Administrator ][ Create LDAP Administrator ]

3 Select the administrator in the Administrators section.
4 Click Delete.
5 Confirm the action on the Secondary Approval section.

For disaster recoverability purposes, the last local administrator account on a KeySecure cannot
be deleted.
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LDAP Administrator

The KeySecure supports two types of administrators: local and LDAP. Functionally, local and LDAP
administrators have the same capabilities. For example, both local and LDAP administrators can be High
Access administrators.

You can have multiple local and LDAP administrators at the same time. Local administrators are detailed in
Chapter 14, “Administrator Configuration”.

LDAP administrators are based on user accounts managed on an external LDAP server. The KeySecure
does not store any information on the LDAP server.

One of the main benefits of using LDAP administrators is that you can centralize your administrator
account management. If you already have an LDAP server set up, you do not have to configure local
administrators.

LDAP administrator usernames can contain letters, numbers, spaces, and punctuation characters, and
they can be up to 64 characters long.

Password management is controlled by the LDAP server, not the KeySecure. You use the LDAP server to
configure your policies and store the passwords. LDAP administrators cannot change their passwords
using the KeySecure. The configurable password settings, password history, and password expiration
features on the KeySecure do not apply to LDAP administrators.

|mpor’rc1n’r! Resetting forgotten passwords may be possible on your LDAP server. This can be both a
benefit and a security risk. If all of your administrator passwords are forgotten, you may be able to use your
LDAP server to reset an LDAP administrator password. Otherwise, it will be impossible to log into the
device. However, this ability could also be used to hijack an LDAP administrator account.

When an LDAP administrator logs in to the CLI or the Management Console, the KeySecure connects to
the LDAP server to authenticate the username and password. If the authentication succeeds, the
administrator will be logged in to the KeySecure.

For more information about FIPS mode and other High Security settings, see Chapter 37, “High Security
Features”.

If an LDAP Administrator Server is configured, the KeySecure cannot be in FIPS compliance. On a FIPS-
compliant KeySecure, configuring the LDAP Administrator Server will take the KeySecure out of FIPS
compliance. When you try to edit the LDAP Administrator Server on a FIPS-compliant KeySecure, the
Management Console displays a warning that configuring the LDAP Administrator Server will take the
KeySecure out of FIPS compliance.
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If the device is not in FIPS compliance because an LDAP Administrator Server is currently configured,
clicking “Set FIPS Compliant” on the High Security Configuration page will result in an error. The LDAP
Administrator Server settings must be cleared manually before the device can become FIPS-compliant.

In order to create an LDAP administrator, you must first configure the LDAP Administrator Server settings.
These settings define an external LDAP server containing the list of users that can be designated as LDAP
administrators. When creating an LDAP administrator on the KeySecure, you will choose the LDAP
administrator from this list of users.

Configuration of the LDAP Administrator Server and the first LDAP administrator must be performed by a
local administrator. Thereafter, you can use the LDAP administrator.

If you are using LDAP administrators, we recommend that you enable SSL in the LDAP Administrator
Server settings. This ensures that the connection between the KeySecure and the LDAP server is secure.
If you do not use SSL, then it is possible that the LDAP administrator passwords will travel in the clear
during authentication, depending on the LDAP server's configuration (such as if the server is set to use
“simple” authentication).

If you use LDAP administrators predominantly, at least one local administrator account must always exist,
and that local administrator must be a High Access Administrator. This local High Access Administrator is
needed in the event that connectivity to the LDAP server is lost, or if all administrator accounts on the
LDAP server are removed or renamed.

Likewise, if you use the Multiple Credentials feature, there must exist at least as many local High Access
Administrators as are needed to perform configuration operations. LDAP administrators are otherwise fully
compatible with the Multiple Credentials feature.

You configure LDAP servers for administrators separately from LDAP servers for users. This allows for
greater flexibility, and simplifies cluster replication, since administrators and users are separately
replicated.

An LDAP account cannot be designated as an administrator if there is already a local administrator
account with the same username. Likewise, a local account cannot be created or renamed with the same
username as an LDAP account which has been designated as an administrator.

LDAP administrators cannot modify LDAP administrator server settings.
To set up the LDAP administrator server:
1 Log in to the KeySecure as a Local administrator with High Access Administrator access control.

2 Navigate to the LDAP Administrator Server Properties section of the Administrator Configuration page
(Device >> Administrators >> LDAP Administrator Server).
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LDAP Administrator Server Properties Help B

Hostname or IP Address: 172.17.6.102
Port: 389
Use SSL: O
Trusted Certificate Authority: [None]
Timeout {sec): 3

Bind DN:  cn=Administrator, o=ingrian

A

Bind Password:

[ Edit |[ Clear |[ LDAP Test |

3 Click Edit.

4 Enter the Hostname or IP Address and Port of the primary LDAP server. The port is typically 389.
5 Select Use SSL to enable SSL. By default, the KeySecure connects to the LDAP server over TCP.

6 If using SSL, enter the Trusted Certificate Authority. The CA will verify that the server certificate
presented by LDAP servers are signed by a CA trusted by the KeySecure.

7 Enter a value in the Timeout field. This is the number of seconds to wait for the LDAP server during
connections and searches. If the connection times out, the authorization fails.

8 Enter the Bind DN (distinguished name) used to bind to the server. The device will bind using these
credentials to perform searches for users and groups. If your LDAP server supports anonymous
searches, you may leave this field and the Blind Password field empty.

9 Enter the Bind Password. This is password used to bind to the LDAP server.
10 Click Save.
11 Click LDAP Test to test the connection.

12 Set up the LDAP schema using the LDAP Schema Properties section (Device >> Administrators >>
LDAP Administrator Server).

LDAP Schema Properties Help B

User Base DN:  o=ingrian
User ID Attribute: cn

User Object Class: organizationalPerson
User List Filter:  [None]

Search Scope: Subtree

13 Click Edit.

14 Enter the values for your LDAP schema. All fields are required except User List Filter.
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User Base DN - the base distinguished name (DN) from which to begin the search for usernames.

User ID Attribute - the attribute type for the user on which to search. The attribute type you choose
must result in globally unique users.

User Object Class - used to identify records of users that can be used for authentication.
User List Filter - used for narrowing the search within the object class.

15 Choose the Search Scope to determine how deep with the LDAP user directory the system searches
for a user. Can be either One Level or Subtree.
- One Level - search only the children of the base node.

- Subtree - search all the descendents of the base node. Depending on size of your LDAP directory,
this can be very inefficient.

The LDAP protocol supports four search scopes: base, onelevel, subtree and children. You
can specify only onelevel and subtree at this time. Note that subtree includes base and children, so by
specifying subtree, the search scope includes subtree, base, and children.

16 Click Save.

17 Set up the LDAP failover server using the LDAP Failover Server section (Device >> Administrators >>
LDAP Administrator Server). When the primary LDAP server is down, the KeySecure shifts to the
failover server and periodically retries the main server to see if it have become accessible again.

LDAP Failover Server Properties

Failover Hostname or IP Address: 172126100
Failover Port: 339

[ Edit |[ Clear |[ LDAP Test |
18 Click Edit.

19 Enter the Failover Hostname or IP Address and Failover Port.
20 Click Save.
21 Click LDAP Test to test the connection.

You must configure the LDAP Administrator Server settings before you can create an LDAP
administrator.

To create an administrator account:
1 Log in the KeySecure as an administrator with High Access Administrator access control.

2 Navigate to the Administrators section on the Administrator Configuration page (Device >>
Administrators >> Administrators).

3 Click Create LDAP Administrator.
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Create LDAP Administrator

T Gustaf Dalen
sername:
Administrator Type: LDAP
Hiah Access Administrator: (Configure administrator accounts

4 o and settings)

Access Control Levels
SelectAll | [ SelectMone |
Security Configuration Backup & Restore
Keys and Authorization Palicies Backup Configuration
Users and Groups Backup Keys & Cerificates
Certificates Backup Local CAs
Certificate Authorities Restare Configuration
Advanced Security Restore Keys & Certificates
SSL Restaore Local CAs
Device Configuration Maintenance
Key Server Senvices
Cluster Software Upgrade and System
1 Health

Metwork and Date/Time =
High Availability Administrative Access
SMMP Admin Access via Yeb
Logging Admin Access via S5H
HSM

4 Select High Access Administrator, if you want to grant the administrator the ability to create, modify,
and delete other administrator accounts, assign and modify access privileges for other administrators,
and configure all administrator settings (administrators, LDAP administrator server, password
management, multiple credentials, and remote administration).

|mporiani! If you enable this checkbox, all other Access Control settings will automatically be
checked. Any of the other Access Control settings can be disabled before creating the
administrator account. However, since High Access Administrators can edit these settings, the
new administrator will be able to re-enable any of the Access Control settings that were disabled.

WARNING: It is very important that you take great caution in granting the High Access Administrator
access control option, which allows an administrator full control over the configuration of the
KeySecure. Some of the privileges available to such an administrator are as follows: can change the
passwords of other administrators, can assign him or herself additional permissions, and can create
additional administrators.

5 Select the access controls for the administrator account. Use the Select All and Select None buttons
as appropriate. Select from the following values:

- Keys and Authorization Policies: Create, modify and delete keys and establish authorization policies.
Users and Groups: create and modify local users and groups and maintain LDAP server settings.
Certificates: Create and import certificates.

Certificate Authorities: Manage certificate authorities on the KeySecure.

Advanced Security: Manage advanced security settings, including FIPS and Common Criteria
configuration.
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- SSL: Modify SSL configuration.

- Key Server: Enable and configure the Key Server.

- Cluster: create a cluster, join or remove this device from an existing cluster.

- Network and Date/Time: Configure network and date/time settings.

- High Availability: Configure high availability settings.

- SNMP: Manage SNMP community names and management stations.

- Logging: Modify logging settings.

- Backup Configuration: Create system backups that include everything but keys, certificates and
local CAs.

- Backup Keys & Certificates: Create backups of keys and certificates
- Backup Local CAs: Create backups of local CAs.

- Restore Configuration: Restore system backups that include everything but keys, certificates and
local CAs.

- Restore Keys and Certificates: Restore backups of keys and certificates.
- Restore Local CAs: Restore backups of local CAs.
- Services: Modify startup service setting.
- Software Upgrade and System Health: Upgrade to a new version of the KeySecure.
- Admin Access via Web: Administrate the KeySecure through the web interface.
- Admin Access via SSH: Administrate the KeySecure through SSH.
The Admin Access access control options specify whether an administrator can configure the
KeySecure from the Management Console and the CLI. You should note that administrators who
cannot log in via either of these interfaces can only manage the KeySecure from a serial console

connection, which would preclude that administrator from modifying almost all security configuration
settings and some device configuration settings (e.g. Key Server, Keys, Users & Groups).

6 Click Create.

To delete an administrator account:
1 Log in the KeySecure as an administrator with High Access Administrator access control.

2 Navigate to the Administrators section on the Administrator Configuration page (Device >>
Administrators >> Administrators).

3 Select the administrator in the Administrators section.
4 Click Delete.
5 Confirm the action on the Secondary Approval section.

For disaster recoverability purposes, the last local administrator account on a KeySecure cannot
be deleted.
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Password Management

All passwords on the KeySecure (local administrator, local user, KeySecure clusters, and backups) are
subject to the same basic constraints. Passwords must contain at least five different characters.
Passwords must not:

* contain only whitespace.
* resemble a phone number, dictionary word, or reversed dictionary word.
* be based on the username associated with the password.

In addition to these rules, an administrator may set up more constraints on the Password Settings for Local
Administrators section.

LDAP administrators cannot change their passwords on the KeySecure. LDAP passwords must be
changed on the LDAP server.

The password expiration feature allows you to specify a duration for administrator passwords. By default,
this feature is disabled. When an administrator password expires, the system forces that administrator to
create a new password after logging in with the expired password. (If the administrator is currently logged
in when the password expires, that session continues as normal.)

The duration of passwords is unaffected by changes to the system time (either manual changes or
changes due to NTP synchronization). This accomplishes two objectives: (1) an administrator cannot turn
back the system time to prevent a password from expiring; (2) it avoids a scenario where many or all
passwords expire simultaneously due to a large jump forward in the system time.

The password history feature enables the system to maintain a list of previously-used administrator
passwords for each administrator. When an administrator creates a new password, the system checks that
the entry does not exist on the password list. Once created, the new password is added to the
administrator’s password history.

The password history is only consulted when an administrator attempts to change his or her own
password. It is not checked when one administrator changes another’s password. This accomplishes two
objectives: (1) administrators cannot determine the passwords of other administrators, and (2) it allows you
to reset an administrator’s password to a standardized temporary password.

By default, the password history feature is disabled. The system populates the password history with

passwords created after the feature is enabled. Passwords currently in use when the feature is selected
are not included in the password history. Likewise, passwords assigned during the administrator creation
process are not retained by this feature. All password histories are cleared when the feature is disabled.
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This section allows administrators to change their own password. Administrators can change their own
passwords regardless of their access control settings. To change your own password simply enter your
current password, and then enter a new password and confirm the new password.

LDAP administrators cannot change their passwords on the KeySecure. LDAP administrator
passwords must be changed on the LDAP server. LDAP administrator passwords are not subject to any of
the constraints that apply to other passwords on the KeySecure.

To change your administrator account password:
1 Log in to the KeySecure using your administrator account.

2 Navigate to the Change Your Password section of the Administrator Configuration page (Device >>
Device Configuration >> Administrators >> Password Management).

Change Your Password

Username: admin

Current Password: | esssssss

New P d:
Confirm New P d:
Change Password

3 Enter your current password in the Current Password field.

4 Enter a new password in the New Password and Confirm New Password fields. The new password
must adhere to all of the rules established in the Password Settings for Local Administrators section.

5 Click Change Password.

The Password Settings for Local Administrators section allows you to specify additional password
constraints for local administrator passwords. Some of these constraints (password length and character
restrictions) also apply to local users, clusters, and backups. The password expiration and password
history features apply only to administrators.You must have High Access Administrator access control to
make changes to this section.

These settings do not apply to LDAP administrator passwords. LDAP administrator passwords are
not subject to any of the constraints that apply to other passwords on the KeySecure.

To configure password settings for local administrators:
1 Log in to the KeySecure as an administrator with High Access Administrator access control.

2 Navigate to the Password Settings for Local Administrators section of the Administrator Configuration
page (Device >> Administrators >> Password Management).
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Password Settings for Local

Administrators

Password Expiration: After 60 days
Password History: 7 passwords remembered
Minimum Password Length: 8
Password Must Contain At Least One: M | gwer case letter
ErUpper case letter
™ Number

O Special character

In addition to the restrictions above, passwords must contain at least
5 different characters, cannot be based on a dictionary word, and

:Q)’ Mote: cannot contain too many sequential characters. Password length and
character requirernents also apply to local user, cluster, and backup
passwords.

3 Click Edit.

4 To enable password expiration, enter the Maximum Password Age in the Password Expiration field.
The maximum is 365 days. Once enabled, this feature applies to all current administrator passwords -
all current administrator passwords have the same duration period, regardless of when they may have
been created initially. When an administrator’s password reaches this age, the administrator will be
forced to create a new password. You can view the status of an administrator’s password by navigating
to the Administrator Configuration page (Device >> Administrators >> Administrators). Select Never to
disable the password expiration feature.

5 To enable password history, enter the Num Passwords to Remember in the Password History field.
The acceptable range is from 1 to 25. When creating a new password, an administrator cannot use a
value that exists in their password history. Select Disabled to disable the password history feature.
Once disabled, the system deletes the existing password histories. This feature applies only to
administrator passwords.

The password history is only consulted when administrators attempt to change their own
passwords. It is not checked when one administrator changes another’s password.

6 Enter the Minimum Password Length.

7 Specify if the password must contain at least one: lower case letter, upper case letter, number, special
character, or some combination of these values.

8 Click Save.

Changes made to this section (with the exception of the Password Expiration feature) apply to
passwords created after the changes are saved. For example, if all administrator passwords are 8
characters long, and you change the minimum password length to 12 characters, the administrators do not
have to immediately change their passwords. Rather, the next time your administrators change their
passwords, they must comply with the new rules.
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Multiple Credentials

If the KeySecure has multiple administrators, you can stipulate that some administrative and key
management operations require authorization from more than one administrator. The multiple credentials
feature provides an additional layer of security by protecting your high-level functions.

You can predetermine the number of administrators required to confirm certain operations, let
administrators give their credentials to one another for a set period of time, and enable multiple credentials
functionality within a clustered environment.

When the feature is enabled, the following operations require multiple authentication:
* Disable Multiple Credentials
* Create/Edit/Delete/Import Keys
» Edit a key’s properties
* Add/Edit/Delete key group permissions
* Create/Edit/Delete users
* Create/Edit/Delete groups
* Add/Remove users from a group
* Create/Edit/Delete authorization policies
* Modify LDAP server settings
* Create/Edit/Delete administrators
* Restore backups
* Rollback system

Any request for these operations, from either the Management Console or the CLI, results in a request for
additional administrator accounts and passwords. The operation only continues when those credentials
are supplied. Otherwise, an error message appears.

To implement multiple credentials on KeySecures within a cluster, you must adhere to the following
guidelines:

 All devices within the cluster must have the multiple credentials feature enabled. The feature can be
enabled on one device and replicated to the others.

* For each device within the cluster, the number of administrators with High Access Administrator
access control must be greater than or equal to the number of administrators required to authorize an
operation. If not, the feature is not be enabled.
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To add a new device to a cluster with multiple credentials enabled:

1 Make sure that the new device has the correct number of administrators with High Access
Administrator access control.

2 Disable the multiple credentials feature for the cluster by disabling the feature for one device within the
cluster. This action requires confirmation from multiple administrators.

3 Add the new device to the cluster. For information on adding a KeySecure to a cluster, refer to Chapter
5, “KeySecure Clustering”.

4 Enable the multiple credentials feature for the cluster by enabling the feature for one member.

Administrators can grant their credentials to another administrator for a specific period of time. This allows
one administrator to execute several operations without having to enter multiple credentials for each
request. The granting administrator can specify:

* The grantee
e The length of the grant

* The permitted operations

Credentials are granted for a particular administrator account, not a session. This lets an administrator
grant credentials from a different computer.

Credential grants cannot be inherited. One administrator can grant only their credentials to one
other administrator.

An administrator can grant credentials for the following operations:
* Add/Modify keys

* Delete keys

Add/Modify users and groups
* Delete users and groups
 Affect authorization policies

* Modify LDAP settings for users and groups

Administrators that are not normally permitted to execute any of these operations cannot grant credentials
for them; those options are unavailable. Credentials cannot be granted for those operations not listed.

Granting a credential does not affect that administrator’s access control privileges. For example, if
an administrator does not have the access control for Keys and Authorization Policies configuration, she
will never be able to create a key, even if another administrator grants credentials to her.

|mpor’rc1n’r! If an administrator changes the KeySecure system time or reboots it, all temporary
administrator credentials immediately expire.
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WARNING! If your KeySecure is configured to use NTP, modifications to the NTP system time can extend
the life span of a granted credential.

Granted credentials are not included in backups.

Prior to granting credentials, you must select Require Multiple Credentials and Allow Time-Limited
Credentials on the Multiple Credentials for Key Administration section.

To grant credentials:
1 Log in to the KeySecure as an administrator that will grant credentials to another.

2 Navigate to the Grant a Credential section on the Administrator Configuration page (Device >>
Administrators >> Multiple Credentials).

Grant a Credential Help B

Grantto: | admin3 V

Duration (minutes): |30

[ Addiadify Keys

[Delete Keys

[ Add/adify Users & Graups

[Delete Users & Groups

[“] hodify Auth Policies

[ Modify LDAP Server for Users & Groups

Allowed Operations:

3 Select the administrator that will receive the credentials in the Grant to field.

4 Enter the Duration that the credentials will be granted. This value must be less than the Maximum
Duration for Time-Limited Credentials value in the Multiple Credentials for Key Administration
section.

5 Select the operations for which you are granting credentials in the Allowed Operations field.

6 Click Grant. You can now view the granted credentials in the Credentials Granted section.

Use the Multiple Credentials for Key Administration section to enable the multiple credentials feature,
specify the number of administrators required for sensitive operations, enable the granting of credentials,
and set the time period for credential grants.

To configure the multiple credentials feature:
1 Log in to the KeySecure as an administrator with High Access Administrator access control.

2 Navigate to the Multiple Credentials for Key Administration section on the Administrator Configuration
page (Device >> Administrators >> Multiple Credentials).
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Multiple Credentials for Key Administration

Require Multiple Credentials: &

Number of Administrators Required to
Perform Configuration Operations:

Allow Time-Limited Credentials: &

Maximum Duration for Time-Limited

Credentials (minutes):
3 Click Edit.

4 Select Require Multiple Credentials. This enables the multiple credentials feature. You must have
High Access Administrator access control to enable this feature. Uncheck this field to disable the
feature. Disabling multiple credentials is governed by the same rules as the operations that require
multiple credentials: the specified number of administrators must authorize the disabling of the feature.

5 Specify the Number of Administrators Required to Perform Configuration Operations. There
must be at least as many administrators with High Access Administrator access control as are required
by this field.

6 To allow administrators to grant their credentials to other administrators for a limited time period select
Allow Time-Limited Credentials. Enter the time period in the Maximum Duration for Time-Limited
Credentials field.

7 Click Save.

Once the multiple credentials feature is enabled, you’ll want to track who is granting what to whom. The
Credentials Granted section shows the credentials granted to or by the current administrator. Any
credential grants that do not involve the current administrator are not displayed.

To view granted credentials:
1 Log in to the Management Console.

2 Navigate to the Credentials Granted section on the Administrator Configuration page (Device >>
Device Configuration >> Administrators >> Multiple Credentials).

Credentials Granted

Grant to Grant by Expiration Allowed Operations
@ admin2  admin Sun Mar 6 20:34:25 2011 Modify LDAP Server for Users & Groups

Add/Modify Users & Groups,
Delete Users & Groups

O admin3  admin Sun Mar 6 20:58:02 2011 Modify Auth Policies

Delete/Revoke

O admin2  admin Sun Mar 6 20:43:35 2011
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3 View the following fields:
Grant to - the administrator receiving the credentials.
Grant by - the administrator granting the credentials.

Expiration - the date and time upon which the credential grant expires. Credential grants expire
automatically if the KeySecure is rebooting or the system time is altered.

Allowed Operations - lists the specific operations for which the credentials have been granted.

4 Click Delete/Revoke to cancel the grant. The credential grant will be removed from the system.
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Remote Administrator

You can administer the KeySecure locally and remotely. Local administration involves logging into the
KeySecure from a machine that is physically connected to the device via a null modem cable. Remote
administration involves logging into the KeySecure from the Management Console or an SSH session.
The Remote Administration Settings, which are first specified during initial configuration, determine the IP
addresses and ports that are used to administer the KeySecure.

The Web Admin User Authentication feature provides an additional security safeguard against
unauthorized configuration of the KeySecure. When this feature is enabled, administrators are asked for a
Client Certificate when they attempt to log in to the KeySecure. After presenting a client certificate,
administrators can only log in to the KeySecure with a username that matches the common name field on
the client certificate. For example, if the common name of the client certificate is admin, then the
administrators can only log in as admin.

From the Remote Administrations Settings page, you can also recreate the Web Administration Certificate
and the SSH Key used by the KeySecure. The Remote Admin Certificate is a self—signed certificate
created during initial configuration that can be used to verify that the hostname in the certificate matches
the hostname of the machine being logged into. Because the certificate is only presented to people logging
into the Management Console, there is no reason to have the certificate signed by a Certificate Authority.

The SSH Key is used to generate a session key that is used for encryption and decryption operations while
you are logged into the KeySecure.

To view and edit the remote administration settings:
1 Log on to the Management Console.

2 Navigate to the Remote Administration section (Device >> Administrators >> Remote Administrators).

Remote Administration Settings

Web Admin Server IP:  [All]
Web Admin Server Port: 9443
Web Admin Client Certificate Authentication: O
Web Admin Trusted CA List Profile: [None]
SSH Admin Server IP: [All]
SSH Admin Server Port: 22

[ Edit H Fecreate Web Cert H Fecreate S5H Key ]

3 View the section. Click Edit to change the values. Remember that changing some values may
immediately sever your connection with the KeySecure. The section contains the following fields:
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- Web Admin Server IP - The Web Admin Server IP address is the local IP address used to configure
the KeySecure via the Management Console. You can select one specific IP address or you can
select all of the IP addresses bound to the KeySecure. The URL used to connect to the
Management Console is: https://IP-address:port.

Tip:  We strongly recommend that you limit the Web Admin Server IP to a specific IP address. If you
have four IP addresses bound to the KeySecure, and you select All instead of a specific IP address,
then the KeySecure listens for Web Administration requests on four different IP addresses; whereas,
if you specify a single IP address, the KeySecure listens for Web Administration requests on only
one IP address. This can greatly reduce system vulnerability to outside attacks.

- Web Admin Server Port - The Web Admin Server Port specifies the port on which the server listens
for requests. The default port is 9443.

- Web Admin Client Certificate Authentication - activates the Management Console Client
Authentication feature, which requires that users present a client certificate when logging into the
Management Console.

WARNING: This feature is immediately enabled when you select this checkbox. If you select this
option through the Management Console, you will be immediately logged off and will need a valid
client certificate to return. If needed, you can use the edit ras settings command from the CLI to
disable this feature without presenting a certificate.

- Web Admin Trusted CA List Profile - This field allows you to select a profile to use to verify that
client certificates are signed by a CA trusted by the KeySecure. This option is only valid if you
require clients to provide a certificate to authenticate to the Key Server. For more information, see
Chapter 34, “Certificate Authorities”.

As delivered, the default Trusted CA List profile contains no CAs. You must either add CAs to the
default profile or create a new profile and populate it with at least one trusted CA before the Key
Server can authenticate client certificates.

- SSH Admin Server IP - The SSH Admin Server IP address is the IP address used to configure the
KeySecure from the CLI. You can select one specific IP address or all of the IP addresses bound to
the KeySecure.

Tip:  We strongly recommend that you limit the SSH Admin Server IP to a specific IP address. If you
have four IP addresses bound to the KeySecure, and you select All instead of a specific IP address,
then the KeySecure listens for SSH Administration requests on four different IP addresses; whereas,
if you specify a single IP address, the KeySecure listens for SSH Administration requests on only
one IP address. This can greatly reduce system vulnerability to outside attacks.

- SSH Admin Server Port - The SSH Administration Server Port specifies the port on which the
server listens for requests. The default port is 22.

The Web Admin User Authentication feature requires a client certificate signed by a local CA on the
KeySecure. The following instructions explain how to use the req.exe application to create the client
certificate. Though we deliver the req.exe application with most of our client software, you can create the
client certificate however you'd like.
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Instructions for configuring Web Admin User Authentication are divided into the following sections:

Generating a Client Certificate Request with req.exe

Signing a Certificate Request and Downloading the Certificate
Converting a Certificate from PEM to PKCS12 Format
Importing a Certificate to a Web Browser

Enabling the Web Admin User Authentication Feature

To generate a client certificate request:

1 Open a prompt window and navigate to the directory where the SafeNet Certificate Request Generator

utility (req.exe) is installed.

2 Generate an RSA key and a client certificate request using the following command:

req -out clientreqg -newkey rsa:1024 -keyout clientkey

where clientreq is the name of the certificate request being created, and clientkey is the name of the
private key associated with the certificate request.

If you are using OpenSSL, use the following command:

openssl req -out clientreqg -newkey rsa:1024 -keyout clientkey

The certificate request and private key will both be created in the working directory by default.
You can generate them in another directory by including a location in the request and key names. For
example, to create them in the C:\client_certs folder, use the following command:

openssl req -out C:\client certs\clientreq -newkey rsa:1024
-keyout C:\client certs\clientkey

The key generation process will then request the following data:

- A PEM passphrase to encode the private key. The passphrase that encodes the private key is the
first passphrase you provide after issuing the command above. You must specify this value in the
Client Private Key Passphrase section of the IngrianNAE.properties file.

- The distinguished name. The distinguished name is a series of fields whose values are incorporated
into the certificate request. These fields include country name, state or province name, locality
name, organization name, organizational unit name, common name, email address, surname, user
ID, and IP address.

Important!  The common name field must be the username of a valid administrator account.
When using this certificate, only that administrator account will be usable.

- A challenge password. This challenge password is NOT used in the SafeNet environment.

- An optional company name.
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This section describes how to sign a certificate request with a local CA and then download the certificate.
You must download the certificate immediately after it is signed by the CA.

To sign a certificate request with a local CA:
1 Open the certificate request in a text editor.

2 Copy the text of the certificate request. The copied text must include the header (-----BEGIN
CERTIFICATE REQUEST-----) and the footer (-----END CERTIFICATE REQUEST-----).

3 Log in to the KeySecure as an administrator with Certificates access control.

4 Navigate to the Local Certificate Authority List (Security >> CAs & SSL Certificates >> Local CAs).
Select the local CA and click Sign Request to access the Sign Certificate Request section.

5 Modify the fields as shown:
- Sign with Certificate Authority - Select the CA that signs the request.
- Certificate Purpose - Select Client.
- Certificate Duration (days) - Enter the life span of the certificate.
- Certificate Request - Paste all text from the certificate request, including the header and footer.

6 Click Sign Request. This will take you to the CA Certificate Information section where the certificate is
displayed in PEM format.

7 Click the Download button to save the certificate to your client.

The KeySecure can provide you with a certificate in PEM format. You must convert that certificate to
PKCS12 before importing it to your web browser.

To convert a certificate from PEM to PKCS12 format:
1 Execute the following command if you are using openssl:

openssl pkcsl2 -export -inkey <key filename> -in <cert filename> -out
<pkcsl2 filename>

To import a certificate into Mozilla Firefox:
1 From the menu, go to Tools > Options.
2 Click Advanced.
3 Click the Security tab.
4 Click View Certificates.
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5 Click the Import a Certificate button.
6 Click Import on the Your Certificates tab.
7 Enter the passwords when prompted.
To import a certificate into Microsoft Internet Explorer:
1 From the menu, go to Tools > Internet Options.
2 Click the Content tab.
3 Click Certificates.
4 Click Import.

The Import Certificate Wizard guides you through the rest of the certificate import process.

To enable Web Admin User Authentication on the KeySecure:
1 Log in to the Management Console.

2 Navigate to the Remote Administration Settings section (Device >> Administrators >> Remote
Administration).

3 Click Edit.
4 Select Web Admin User Authentication.
5 Click Save.

This feature is immediately enabled when you select Web Admin User Authentication. You will
be logged out of the Management Console and will need a valid client certificate to return. If needed, you
can use the edit ras settings command from the CLI to disable this feature without presenting a
certificate.

To recreate the web certificate:
1 Log in to the Management Console.

2 Navigate to the Remote Administration Settings section (Device >> Administrators >> Remote
Administration).

3 Click Recreate Web Cert to generate a new certificate for the remote administration Management
Console. After you click Recreate Web Cert, you are presented with an intermediate page that allows
you to specify the duration of the Web Admin Certificate. After you specify a value in days, click
Create. You must close all browser windows and restart the browser to reconnect to the Management
Console.
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Recreating the SSH Key

To enable Web Admin User Authentication on the KeySecure:
1 Log in to the Management Console.

2 Navigate to the Remote Administration Settings section (Device >> Administrators >> Remote
Administration).

3 Click Recreate SSH Key to generate a new key for remote administration use via SSH. Recreating the
key closes all active SSH connections.
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Logging
The KeySecure maintains a variety of logs to record administrative actions, network activity, cryptography

requests, and more. You can schedule log rotations, configure the number of logs archived on the
KeySecure, stipulate the maximum log file size, and transfer logs to a log server.

The following logs are created:

Activity Log — Contains a record of each request received by the Key Server.

Audit Log — Contains a record of all configuration changes and user input errors made to the
KeySecure, whether through the Management Console or the CLI.

Client Event Log — Contains a record of all client requests that have the <RecordEventRequest>
element.

Database Encryption Log — Contains a record of the data migration, unencryption, and key rotation
operations performed by the KeySecure. This log is only produced when the Databases are set on the
Management Console.

ProtectFile Client Log — Contains a record of all operations performed by the ProtectFile clients. This
log is available only when ProtectFile client is installed and configured in the Management Console.

ProtectFile Manager Log — Contains a record of all operations performed by the ProtectFile Manager.
This log is available only when the ProtectFile Manager feature is enabled and the ProtectFile client is
installed and configured in the Management Console.

System Log — Contains a record of all system events, such as: service starts, stops, and restarts;
SNMP traps; hardware failures; successful or failed cluster replication and synchronization; failed log
transfers; and license errors.

SQL Log — Contains a record of all SQL statements that are run against a database for schema
migration, data migration, and key rotation. This log is only produced when the Databases are set on
the Management Console.

For each type of log, the current log entries are kept in a file named ‘Current’.

When a log file is rotated, the Current log file is closed and renamed with a timestamp. This renamed file is
then either stored in the log archive or transferred off of the KeySecure, depending on your configuration. A
new Current log file is then created.

Log rotation occurs according to a configured schedule. Rotation can also occur earlier, if the log file grows
to predetermined maximum size. You configure all of these parameters.
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Your rotation schedule can be set to automatically rotate logs on a daily, weekly, or monthly basis, at any
time of day. The system maintains these settings for each log type; your Activity and Audit logs, for
example, can adhere to different schedules.

By specifying a maximum log file size, you can ensure that logs are rotated when they reach a certain size,
regardless of their rotation schedule.

For example, you can schedule that system rotate the Audit Log every Sunday morning at 3:15 or when
the file size reaches 100 MB, whichever comes first.

If you do not configure the log transfer feature, old log files are stored on the KeySecure. For each type of
log, you can select the maximum number of log files that can be archived. When that maximum number is
reached, any new addition to the log archive will remove the oldest log file.

For example, suppose you limit the number of archived System Logs to six and do not enable the log
transfer feature. After six System Log rotations, the archive is full. The next time you rotate the System log,
the oldest System log file on the KeySecure will be removed to make room for the latest System log file.

If you limit the number of archived System Logs to six and do enable the log transfer feature, logs that
would normally be deleted are instead sent to the transfer destination.

If you set the number of archived logs to zero, no logs will be archived. Rotated logs will either be deleted
or sent to the transfer destination, depending on your log transfer settings.

|mpor’rc1n’r! The KeySecure should not be a permanent storage place for log files. You should transfer
those files to another location.

The KeySecure acts as a temporary repository for logs; it is not meant to store log files permanently. We
recommend that you enable the log transfer feature and store your log files on a log server.

There are four different ways you can transfer a log file off of a KeySecure: SCP, FTP, browser download,
and syslog. Because syslog and FTP are not secure protocols, we recommend that you use SCP to
transfer your log files.

When a log is rotated, if you have configured a transfer destination for that log, the KeySecure attempts to
transfer that log file to the location you have specified. If the file transfer fails, the log file sits in a queue as
the KeySecure attempts to transfer the file every two hours until it is successfully transferred. If the
KeySecure rotates the log before that file is successfully transferred, the KeySecure attempts to transfer
both the current log file and the log file that previously failed to transfer.
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When a log file is transferred off of the KeySecure, the following naming convention is applied:

<log type>.<archive number>.<datetime stamp>.<hostname>

Value Description

log type type of log (e.g., System Log, Audit Log.)

archive number indicates the file’s place in the log archive. 1 indicates the most recent log file.
datetime stamp The date and time when the log file was created.

hostname The hostname of the KeySecure.

For example, the filename audit.log.1.2011-04-04_160146.demo would identify this file as:
* An Audit Log.
* The first log file in the log index.
* A file created on 2011-04-04 at 16:01:46.
* Alog from the KeySecure with the hostname 'demo’'.

This naming convention allows you to transfer log files from multiple KeySecures to the same remote log
server while avoiding the problem of overwriting log files due to naming conflicts. These file names are not
visible from the CLI or the Management Console.

The syslog protocol is used to transmit event notification messages across networks. Messages that are
recorded in any of the logs can also be sent to an external server that is configured to receive messages
via the syslog protocol. You can configure one or two external servers. When you configure two servers,
the KeySecure sends syslog messages to both.

You should be aware of the following before configuring syslog on your KeySecure.

* By default, the KeySecure transmits messages using syslog facility “local1;” however, this is
configurable on a per-log-basis. Refer to RFC 3164, “The BSD syslog Protocol,” for details about
syslog.

* The KeySecure can send syslog messages over either UDP (for syslog servers) or TCP (for syslog-ng
servers). You can configure this for each message type and for each external syslog server.

* Syslog is not a secure protocol. Event notification messages that are sent to an external server are not
encrypted or signed. As such, it is not the recommended method for transferring logs from the
KeySecure.

* Regardless of whether syslog is enabled or disabled for any particular log, all log messages continue
to be saved to the normal log files on the KeySecure, and all logs still use the traditional rotation/
transfer mechanism.
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* Changes to the syslog configuration take effect immediately for all logs except the Audit Log. With
regard to the Audit Log, all existing CLI sessions continue to abide by the syslog settings that were in
effect when the CLI session began. Once a user ends a CLI session and logs back in, the new syslog
settings take effect for that session.

When messages on the KeySecure are syslogged, they appear at the remote syslog server with an
additional prefix of <timestamp> <origin host or ip> <LogName>

where LogName might be “System,” “Audit,” or “Activity,” depending on which log the message is from. The
format of the timestamp and origin host/IP are determined by the remote syslog server software.
Sometimes, the origin host/IP will be repeated twice in the message prefix. The message body (the
elements after LogName) is the same as the entry in the local log file.

An example from the System Log is shown here:

original log message:

2005-09-12 10:23:47 irwin.company.com NAE Server: Starting NAE Server

log message at syslog server (displays on one line):

Sep 12 10:23:48 you.com demo System: 2005-09-12 10:23:47 you.com NAE Server:
Starting NAE Server

The KeySecure allows you to sign your log files before moving them to another machine or downloading
them, which makes them more secure than unsigned log files.

A Log Signing Certificate is created the first time the KeySecure is run and when the machine is restored to
the factory defaults. If the Sign Log option is selected, a log file is signed with the Log Signing Certificate
right before it is downloaded or moved off of the KeySecure. The signed log file is then sent to the specified
host in multipart S/MIME email format. The first part of the signed log file contains the clear text log; the
second part of the signed log file contains the signature in PEM encoded PKCS7 format. The certificate
used to verify the signed log file is embedded within the signature, but it is insecure to simply rely on this
embedded certificate for verification.

Signed logs do not appear in plaintext when downloaded.

Signed logs files are significantly larger than unsigned logs. Specifically, the size of a signed log file
is approximately equal to 2098 bytes plus 1.3864 times the size of the unsigned file. This means that logs
securely transferred off of the KeySecure will be larger than the Max Log File Size value shown in the
Rotation Schedule section.

Important!  If you decide to recreate a Log Signing Certificate, it is very important to make a backup of
the existing certificate so that old log files signed with the existing certificate can still be properly verified.

Tip:  You should store your Log Signing Certificate separately from the signed logs files.
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To configure log rotation:

1 Log in to the Management Console as an administrator with Logging access control.

2 Navigate to the Log Configuration page (Device >> Log Configuration >> Rotation & Syslog).

Rotation Schedule Help B
Log Name Rotation Schedule Num Logs Archived  Max Log File Size (MB)  Transfer Destination

@ System Weekly on Sunday at 03:15 G files 100 MNone

O Audit Weekly on Sunday at 03:15 G files 100 Mone

O Activity Daily at 03:05 4 files 100 MNone

(O Client Event  Daily at 03:05 4 files 100 Mone

3 Select a log in the Rotation Schedule section and click Properties.

Log Rotation Properties

Log Name: System
Rotation Schedule: Weekly on Sunday
Rotation Time: 03:15
Num Logs Archived: &
Max Log File Size (MB): 100
Transfer Type: MNone
Host: Mone
Directory: MNone
Username: None

Password: Mone

4 Click Edit on the Log Rotation Properties section. Enter values for the following fields:

Rotation Schedule - specifies the frequency of log rotation. When a log is rotated, the current log is
closed and a new log file is opened. Supported log rotation frequencies are:

* Daily - happens at 3:05 AM.

* Weekly - happens at 3:15 AM on Sundays.

e Monthly - happens at 3:25 AM on the first day of the month.

Rotation Time - specifies the time of day when the log rotation occurs.

Num Logs Archived - number of files to retain. Once this limit is reached, a new log file causes the
oldest log file to be removed. The maximum number of files you can retain is 64; the minimum is 0.

Max Log File Size (MB) - specifies the maximum size log file. When the log file reaches the file size
limit, the system rotates the current file and begins writing to a new file. This is the maximum size of
the unsigned log file as it is stored on the KeySecure. Signed logs are considerably larger.

Transfer Destination - destination the log files are sent to, as defined by the Host and Directory
fields. The Username must have write access to the Host and Directory. Selecting None implies that
log files will be stored internally on the KeySecure. Selecting FTP or SCP implies that the log file will
be sent via FTP or SCP to the specified hostname.

5 Click Save.
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Enable Syslog

To enable syslog:
1 Log in to the Management Console as an administrator with Logging access control.

2 Navigate to the Log Configuration page (Device >> Log Configuration >> Rotation & Syslog).

Syslog Settings Helo B

Log Enable Syslog Server #1 Syslog Server #1 Server #1 Syslog Server #2 Syslog Server # Server #2 Syslog

Name Syslog 1P Port Proto P Port Proto Facility
@ System B 172.17.6.121 514 tcp 172.17.6.10 514 udp local3
O Audit =8 172176121 514 tep 17217 6.10 514 udp locald
O Activity B 172.17.6.121 514 tep 17217.6.10 514 udp locall
ot g [Nong] 514 udp [None] 514 udp Iocall

3 Select a log in the Syslog Settings section and click Edit.
4 Select Enable Syslog.

5 Specify a hostname or IP address of the primary log server (Syslog Server #1), the port that this log
server is listening on, and the protocol used to send the syslog message, either udp for syslog servers
or fcp for syslog-ng servers. You can optionally enter an IP address, port, and protocol for a second
server. When two servers are configured on this page, the KeySecure sends messages to both.

6 Enter the Syslog Facility. The default is local1. You can choose from localO to local7.
7 Click Save.
8 Repeat steps 3, 4 and 5 to enable syslog for multiple logs.

Enable Signed Logs

To enable signed logs:
1 Log in to the Management Console as an administrator with Logging access control.

2 Navigate to the Log Configuration page (Device >> Log Configuration).

Log Signing
Log Name Sign Log
(& System g
O Audit g
O Activity g
O Client Event g

[ Edit ] [ Yiew Log Signing Cert ] [ Fecreate Log Signing Cert ]

3 Click Edit in the Log Settings section.

4 Select Sign Log for the log(s) you would like to be signed.
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5 Click Save. From now on, the system will sign the selected logs with the log signing certificate created
when the KeySecure was initialized.

6 Click View Log Signing Cert to view the certificate used to sign the logs.

Log Signing Certificate Information

Certificate Name: logsigner
Key Size: 2048
Start Date: Mar 8 20:26:57 2011 GMT
Expiration: Mar 8 20:26:57 2012 GMT
CoouUs
ST undefined
L: undefined
Issuer: 0:  Security Appliance
OU: Security Appliance Log Signer
CM: nightly-7-40
emailAddress:  logsigner@nightly-7-40

CoouUs
ST undefined
L: undefined
Subject: 0:  Security Appliance
OU: Security Appliance Log Signer
CM: nightly-7-40
emailAddress:  logsigner@nightly-7-40

HNITEEDCCAvigAwIBAgIEAD ANEgkahkiGOwOELCSFADCEUDELHAKGAIUEEhMCV X
EjLQEgNVEAgTCEVUZIGVmallS 1 ZDESMEAGAIUEExNIAWSkZWEphnV kMRS wGO YDV QoK
ExJTEMN1cml0e3BEcHEsalFuYe Uxd JAKEgNVEASTHVN 1 Y3 VyaRS IEFucGxp YIS ]
Z3EMhE cglUZ 1nbhnWyHRUWEwYDVOODEwxualdodGx SLTetND AXJTA] BEgkghki GO w0E
COEWFmxwZ3NpZ251ckBualdodGx SLTetND AwHheNMTEwMz A4 M) AvN 3 U3 WheMT Iwv
Mz i4MiAyNIUSWICEUDELMAKGAIUEEhMCVVHXE J AQBgNVE AgTCEVUZGVmallS 1 ZDES
MEAGAIUEExMIAWSKZIWZ phrWkMEswGQYDVOOKExITEZWN lemlO0eSEEcHEsalFu¥z Ux
J3AkBgNVEASTHVN 1 Y3 VyaXR5 IEFucGxp TS Z3EMb 2 cgl2 LnbmW yMRUWEwYDVOOD
EwxualdodGxSLTetNDAxITAIBEgkaghkiGOwlBCQEWFmxvZ3Np E2 5 lekEualdodGxs
LTetNDAwggEiMADGCSgqGS Ih3 DOEBLAQUAA4 IEDwAwggEKACIBELQD AL ANt RGEEul
£/ ENHOE0IsGAeZgEiF3ul eYr23vHET18kEmZ JEHUEhp4F eLEceZ qoFxn/NspGh17a
PokThE4 lbavDidk/ ag+t Zr AVEC JevBENuZ HGU TV xcELnTSrmargqdES 6u¥JJhp
Wkg9rfPR1Dbexec9p I0S3IROLySYAERAO+EGT+wewC P+HEVTOXUOHEBXIG Ah/ 11
EiZQeT+PSvwbWAygquiudMob8YERUWDZRI 7w/ lasMdrLenRnSROfoexRTdZ xhZNES
DsREDONaPigExeyg7iSDESpGTev/ 4VEh7EEGwIp60bhZvvewExsdodimd 7dnl0s3 3m
AMANEtTplAigMEALG) T2 bhMAwGAlUdEwOF HANEALfSwEQYIYIZIAYh4QgEEEAQD Aghl
MAOGCSgGS In3DQEECWUAA4IBAQCAVISavTlewiFIRY1S0KFROZZI/ PEC/ U+ZL+eR
b/ R4+9R00SsMAY112 Jpmn/ 3KITmEITALSyTTWe Zedgl RITI kP TN g R7sHNb YeNAE6 T
H4+PmE¥seftarJ1RINrBEG48fzniFseT742hlm0bh ZpgO0RUDRellwlwPsyFP joMxusy
o/ Vhu TP ZhAwaR¥3sU/ VhQQyNEHY] I ve+rQWd/ bm0N zGEE2 pvb A/ AEDVInQeXAs0
TtEveWha0ePOT6cI+sd6e/01galHap 1TEivhSV 763 QOUTEOpbe ye SWE0WSha5iZ+
Nio¥3ENCMUuBEuxvFtNoc1TQiokQOYGeZ3 JopGal0aqux3 /s jJ

[ Download Log Signing Cert ] [ Fecreate Log Signing Cert ] [ Back ]

7 Click Download Log Signing Cert to download the certificate through the web browser.

8 Click Recreate Log Signing Cert to generate a new log signing certificate.
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To verify a secure log using Microsoft Outlook:
1 Move the log file off of the KeySecure or download it to a Windows machine.

2 Change the file extension on the log file to .eml. The file will now be recognized by Windows as an
email file.

3 Double-click on the file. Outlook Express will open and display a help screen with a security header
that reads “Digitally signed - signing digital ID is not trusted”.

4 Click Continue. A security warning will appear.
5 Click View Digital ID. The Signing Digital ID Properties dialog will appear.
6 Click the Details tab and scroll down to the Thumbprint field.
7 Download the Log Signing Certificate used to sign the log file from the KeySecure.
8 Double-click on the Log Signing Certificate. The Certificate dialog will appear.
9 Select the Details tab.
10 Scroll down to the Thumbprint field.

11 Compare the thumbprints of the Signing Digital ID Properties dialog and the Log Signing Certificate
dialog. If the text strings are identical, the integrity of the log file is secure.

Prior to verifying a secure log, you must have installed OpenSSL on the machine that will verify the log file.
You can use the procedure in both Windows and UNIX/Linux environments. If OpenSSL has not been
installed on your Windows machine, you can find a Windows distribution here:

http://www.slproweb.com/products/Win320penSSL.htmi
To verify a secure log:
1 Log in to the Management Console as an administrator.
2 Navigate to the Log Configuration page (Device >> Log Configuration).
3 Click View Log Signing Cert.
4 Click Download Log Signing Cert and save the Log Signer certificate to your local machine.

5 Navigate to the log page (Device >> Logs & Statistics >> Log Viewer >> <select the log page>) and click
Download Entire Log. Save the log file in the same directory as the log signer cert. (You can save
both the log file and the certificate anywhere you like; for the sake of simplicity, these procedures
assume that the two files are in the same directory.)
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6 From the command prompt, enter the following command:

openssl smime -verify -in <signed log file> -nointern -certfile
<log cert file> -text -noverify

where <signed log file> is the log you downloaded in step 5, and <log cert file> is the log signer cert
you downloaded in step 4.

After issuing the command, the text from the log file is displayed. If the text of the log file has not been
modified, the system displays “Verification successful” below the log text, as shown here:

2006-07-06 09:15:02 [admin]: Logged in from 192.168.1.170 via web
2006-07-06 11:17:30 [admin]: Logged in from 192.168.1.170 via web
2006-07-06 11:24:26 [admin]: Downloaded Cert logsigner

2006-07-06 12:30:17 [admin]: User admin login has expired.
Verification successful

You can test this process by modifying the text in the log file and running the command from step 6 again.
When you issue the command, the system again displays the text of the log file, but this time, it displays
“Verification failure” after the text of the log file.
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Log Viewer

The KeySecure maintains logs and statistics you can use to monitor your system’s performance. The Log
Configuration and Log View pages enable you to configure log rotation schedules, syslog settings, specify
log levels, and view and download logs.

The System Log contains a record of all system events, such as:
 Failed log transfers.
* Hardware failures.
* License errors.
e Service starts, stops, and restarts.
SNMP traps.

Successful or failed cluster replication and synchronization.

The Audit Log contains a record of all configuration changes and user input errors made to the
KeySecure, whether through the Management Console or the CLI. The audit log cannot be cleared or
manually rotated.

Each line in the audit log corresponds to one configuration change. Lines in the audit log contain the
following information in the order shown:

* Date and time change was made.
* Username: the username that made the configuration change.

* Event: a text description of the configuration change.

The Activity Log contains a record of each request received by the Key Server. For client requests that
contain multiple cryptographic operations, each operation is logged as a separate entry in the Activity Log.
Requests for cryptographic operations are not logged until the Key Server has received all the data from
the client or an error has occurred. When there is no data for a particular field, a dash is inserted. The
format of the Activity Log is as follows:

<date> <priority> <ip> <common name> <user> <request id> <request type> <key>
<detail> <error code> <message>
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Field Description

date enclosed in brackets, the date field shows the date and time that the KeySecure finished processing
the request, specified in the local time zone. The date and time are represented as follows: yyyy-
mm-dd hh:mm:ss.

priority ERROR or INFO, depending on the result of the request

ip IP address of the client machine

common name enclosed in brackets, the common name field displays the common name defined in the certificate
that was provided by the client. This field only has data when you require client authentication.

user authenticated user that issued the request

request id request ID of the client request

request type  type of client request; the request type field is the name of the XML request without the suffix
“Request.” For example, a KeyGenRequest log entry would have a request type value of “KeyGen.”

key name of the key specified in the request

detail enclosed in brackets, the detail field provides different information based on the type of request; the
details field is described in the table below.

error code numerical error code returned to the client

message enclosed in brackets, the message field displays either “Success” if the server was able to fulfill the

request, or, if there was an error, this field displays the error message that coincides with the
appropriate numerical error code

As mentioned, the detail field provides different information depending on what the client requests. The
following table lists the different types of requests the client might submit and then describes what
information is present in the detail field for each request.

Request Type

Detail Information

authentication

key generation

key import

key deletion
key export

random number
generation

replication export
replication import
key information
key queries
cryptographic

username provided by the client

algorithm and key size; the value for the Deletable and Exportable options are listed as well if
they are set by the client

algorithm and key size specified in the request; the value for the Deletable and Exportable
options are listed as well if they are set by the client

nothing is listed in the detail field
nothing is listed in the detail field
size in bytes of the random number being generated

nothing is listed in the detail field
nothing is listed in the detail field
nothing is listed in the detail field
nothing is listed in the detail field

ordinal number of the operation, the name of the operation, and the algorithm (including mode
and padding)
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The Client Event Log contains a record of each message sent by clients using the
<RecordMessageRequest> element. The client event data must be base64 encoded. When there is no
data for a particular field, a dash is inserted. The format of the Client Event Log is as follows:

<date> <priority> <ip> <common name> <user> <request id> <message>

Field Description

date enclosed in brackets, the date field shows the date and time that the KeySecure finished processing
the request, specified in the local time zone. The date and time are represented as follows: yyyy-
mm-dd hh:mm:ss.

priority ERROR or INFO, depending on the result of the request
ip IP address of the client machine

common name enclosed in brackets, the common name field displays the common name defined in the certificate
that was provided by the client. This field only has data when you require client authentication.

user authenticated user that issued the request
request id request ID of the client request
message enclosed in brackets, the message field displays the plaintext that corresponds with the base64

encoded message included in the client event.

The Database Encryption Log contains a record of the data migration, unencryption, and key rotation
operations performed by the KeySecure. This log is only produced when the ProtectDB Manager feature is
enabled.

An entry is made to this log whenever a column is encrypted or decrypted, or a key rotation operation is
executed on a column. Log entries include the database column information, the number of rows
encrypted or decrypted, the new key name (for key rotations), and a timestamp.

The format of the Database Encryption Log is as follows:

<date> <time> <operation> <database information: alias, hostname or IP, database
user, database name> <table information: table name, table owner> <column name>
<operation information: key name>

A sample entry is shown here:

2005-10-27 04:49:21 SetEncryption database: [alias=master, host=192.168.1.129,
user=app user, dbname=master] table: [name=ingtstl, owner=dbo] column: [name=
ssn] encryption: [key=yourkey]

The SQL Log contains a record of all SQL statements that are run against a database for schema
migration, data migration, and key rotation. The log entries include information necessary to identify each
SQL operation, such as the database connection information, the user that executed the operation, the
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purpose of the operation, and a timestamp. Some entries are abbreviated if they would be repetitive or if
they would contain cleartext information. The format of the SQL Log is as follows:

<date> <time> <database type> <database server IP> <database user> <database
name> <log level> <operation>

A sample entry is shown here:

2004-10-20 20:23:27 [SQLServer 192.168.1.129 SA CUSTOMER] [INFO]: INSERT INTO
[CUST TEMP] SELECT ING ROW ID, [CC_NUM] FROM [CUST]

For more information about configuring the ProtectFile client log, see the SafeNet ProtectFile User Guide.

The ProtectFile Client Log contains a record of the operations performed by ProtectFile clients on file
servers. This log is produced only when ProtectFile is installed on a file server and configured in the
Management Console.

Logs written by ProtectFile are stored on the file server and can be configured to uploaded to the
KeySecure. After uploading to the KeySecure, the logs are validated, after which the logs are viewable
either on the KeySecure under ProtectFile Client or from a syslog server, if configured.

Log rotation can significantly impact performance on an i110™,
The ProtectFile client logs messages for the following file server events:
* File opens
» Data migration start and end
» Key rotation start and end
* Application errors and warnings
Each log message includes the following information:
* Time stamp
* Hostname/IP address
* User name
* File name
e Operation attempted
The format for log entries is:
<C> <timestamp> <file server user> <file server name> <file name> <operation>

Where Cis: Denoting:

.- Log line has successfully validated.
* F Log line did not validate.
<0 No verification occurred for this line.
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A sample entry is shown here:

- Tue Jan 02 14:11:37 2007 User: [Jjsmith] File server [hr-475], file [d:\hr-
stop\optionsg206.x1s] File open

The ProtectFile Manager Log contains a record of the cryptographic and key rotation operations performed
by the ProtectFile Manager through the ProtectFile client. This log is only produced when the ProtectFile
Manager feature is enabled and the ProtectFile client is installed.

An entry is made to this log whenever a directory or file is encrypted or decrypted, or a key rotation
operation is executed on a directory or file. Log entries include the file server and directory, the previous
state and the new state (including the key, recursive encryption on directories, and extensions to which the
operation applied), and a timestamp.

The format of the ProtectFile Manager Log is as follows:

<date> <time> <log message> File server [file server], directory [directory or
file path], old state [key name: <blank=none or key name before operation>; re-
cursive: <blank=false, l=true>; extensions: <blank=all or extensions list>], new

state [key name: <blank=none or key name after operation>; recursive: <blank=
false, l=true>; extensions: <blank=all or extensions list>]

A sample entry is shown here:
2007-01-27 12:34:56 Operation completed successfully. File server [hr-475], di-

rectory [d:\hrstop], old state [key name: ; recursive: ; extensions: ], new state
[key name: hr55; recursive: 1; extensions: ]

To view the system log:
1 Log on to the Management Console.
2 Navigate to the Log Viewer page (Device >> Log Viewer).
3 Select the type of log to view in the left-hand navigation, either System, Audit, Activity, or Client Event.

System Log Help B

Log File: |1.2011-D3-06_031502 [v|
Show Last Number of Lines: | 10 V

Wrap Lines:

[ Display Log H Fotate Logs ]

4 Select the file from the Log File list.
5 Select the number of lines to display in the Show Last Number of Lines field.

6 Select Wrap Lines to wrap long log entries in the display area.
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7 Select Display Log. The log is now viewable in the display area:

Log File: 1.2010-12-12_ 164501 (Showing All Lines)
[ Download Entire Log ” Clear ]

System Log:

2010-12-12 10:05:49 localhost S3ecure NAE Serwver: S3tarting S3ecure NAE Serwver.
2010-12-12 10:05:49 localhost 3ystem Health: Accelerator card self test passed.
2010-12-12 10:06:23 localhost 3ystem Health: Power Supply #2 non-operational.
Previous status: 0x1, Now: 0Ox9.

2010-12-12 10:23:11 sskm?7-88 System: Converting key datasbase to UTFS encoding. .
2010-12-12 10:23:14 ssknm7-588 System: Key database converted to UTFS encoding.
2010-12-12 10:23:17 sskwm7-58 NAE Server: Starting NAE Server.

2010-12-12 10:23:17 sskn?7?-88 33H Adwinistration: Starting 33H Administration.
2010-12-12 10:23:17 sskwm7?-88 Webh Administration: Starting Webh Administration.
2010-12-12 10:43:09 sskwm7-58 SNMP Agent: Starting SNMP Agent.

2010-12-12 11:20:16 sskm7-85 NAE Server: Restarted NAE Server.

2010-12-12 16:35:01 sskm?7?-88 Log Rotation: Successfully rotated Client Ewvent Log.
2010-12-12 16:35:01 sskm7-588 Log Rotation: Successfully rotated Activity Log.

You can only rotate the system, activity, and client event logs. You cannot manually rotate the audit log.
To view the system log:

1 Log on to the Management Console.

2 Navigate to the Log Viewer page (Device >> Log Viewer).

3 Select the type of log to view in the left-hand navigation, either System, Activity, or Client Event. The
current log file is displayed by default.

Activity Log

Log File: | Current V
Show Last Number of Lines: | 10 V

Wrap Lines:

[ Display Log ” Fotate Logs ]

4 Select Rotate Logs. What was the current log will now be a log file with the current timestamp. You
can view this by selecting the Log File drop-down list. The new current log will have the following entry
“Log Rotation: Successfully rotated x Log.”

You cannot clear an audit log.
To clear a log:
1 Log on to the Management Console.

2 Navigate to the Log Viewer page (Device >> Log Viewer).
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3 Select the type of log to view in the left-hand navigation, either System, Activity, or Client Event. The
current log file is displayed by default.

4 Choose a log in the Log File field.
5 Click Display Log.
6 Click Clear.

Download Logs

To download a log:
1 Log on to the Management Console.
2 Navigate to the Log Viewer page (Device >> Log Viewer).

3 Select the type of log to view in the left-hand navigation, either System, Audit, Activity, or Client Event.
The current log file is displayed by default.

4 Choose a log in the Log File field.
5 Click Display Log.

6 Click Download Entire Log to download the log to your browser.
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Statistics

The Statistics page enables you to view real-time system statistics about client connections, network
throughput, and cache, CPU, and memory utilization. The page displays information about the
cryptographic requests made to the NAE-XML server.

Notes on the data provided in the Statistics page:

* The Refresh Period drop-down list is used to configure the refresh time on this page. The default
setting is No Refresh.

Active Scripting must be enabled for proper functioning of the Ul.

A Reset Statistics button has been introduced to the page. This button basically resets all the
cumulative statistics of the tables (averages and maximums) and restarts the sampling.

* In the statistical tables provided on this page, the Average and Maximum values are based on data
collected since the last reboot or since the last Statistic Reset.

e The Maximum column shows the maximum value within all of the samples seen since the last reboot
or Statistic Reset.

* CPU utilization data (always expressed as a percentage) is based on sample data gathered by queries

performed approximately every 3 seconds.

* Incoming and Outgoing values for Key Server and Ethernet Interfaces are based on the sum of bytes
being received or sent, respectively.

¢ Changes in data between current and previous queries are processed, as is the delay time between

two queries. Throughput is derived from these deltas as follows: delta_mbytes/delta_sec = throughput.

* Averages are computed by dividing the sum of samples by the count of samples (Average=
Sum_of_sample_values/count).

The System Statistics section provides general system statistics, such as how much the CPUs are utilized

and how long since the system was rebooted.
To view system statistics:
1 Log on the Management Console.
2 Navigate to the Statistics page (Device >> Statistics).

3 View the data in the System Uptime section.
- System Uptime - the duration of time elapsed since the last reboot.

4 View the data in the System Statistics section.
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- CPU Utilization - the percentage of CPU time that in use for each CPU.

System Uptime Hele |

System Uptime: 11 days, 00:05:16 |

System Statistics Help B

CPU # Current Average Maximum
CPU# Utilization (%): 0 1] 43
CPU #2 Utilization (%): 3 0 33
CPU #3 Utilization (%): 0 0 24
CPU #4 Utilization (%): 0 0 55

View Connection Statistics

The Connection Statistics section provides information on the total number of connections since the
KeySecure was rebooted.

To view connection statistics:
1 Log on to the Management Console.
2 Navigate to the Statistics page (Device >> Statistics).
3 View the data in the Connection Statistics section. The section presents data for the following types of

connections:

Total Connections

Non-SSL Connections

SSL Connections

SSL Handshakes

SSL Resumes

Failed SSL Handshakes

Connection Statistics

Key Server Statisitics Current'second Maximum/second Open  Total
a
a
a

[

[

[

Total Connections
Mon-SSL Connections
SSL Connections
SSL Handshakes
SSL Resumes
Failed S5L Handshakes

o e e e R e e
o e e e R e e
o e e e R e e

For each connection type, the section shows the current connections per second (Current/second),
the maximum connection number for each type (Maximum/second), the number of open connections
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(Open), and the total number of all connections (Total). Note that Open is not applicable to SSL
Handshakes, SSL Resumes, and Failed SSL Handshakes, since those events do not remain open.

The Throughput section shows statistics for data traffic on each physical interface on the KeySecure.

Notes:

The standard unit of measure for throughput statistics is megabytes per second. The data are based on
measurements precise to the millisecond.

Incoming and Outgoing values for Key Server and Ethernet Interfaces are based on the sum of bytes
being received or sent, respectively.

Averages are computed by dividing the sum of samples by the count of samples (Average=
Sum_of_sample_values/count).

The Maximum column shows the maximum value within all of the samples seen since the last reboot or
Statistic Reset.

To obtain throughput, changes in the rate of Mbits per second between current and previous queries are
processed, as is the exact delay time between two queries. Throughput is derived from these deltas as
follows: delta_mbytes/delta_sec = throughput.

To view Throughput Statistics:
1 Log on to the Management Console.
2 Navigate to the Statistics page (Device >> Statistics) and scroll down.

3 View the data in the Throughput Statistics section. The section presents data for each interface: Key

Server and Ethernet.

- Key Server Interface Statistics - This row expresses in megabits per second the amount of data
passing through the Key Server. This traffic is generated when the KeySecure processes client
requests. This does not include any overhead from the SSL, TCP, or IP protocols. Furthermore, this
does not include traffic to the Management Console or the SSH administration tool.

* Current Incoming - result of most recent query for bytes flowing into the Key Server as a result of
client requests.

* Average Incoming - average of queries for bytes flowing into the Key Server as a result of client
requests.

* Maximum Incoming - maximum bytes flowing into the Key Server as a result of client requests.
* Current Outgoing - result of most recent query for bytes flowing out of the Key Server as a result
of responses to client requests.

* Average Outgoing - average of bytes flowing out of the Key Server as a result of responses to
client requests.
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* Maximum Outgoing - maximum bytes flowing out of the Key Server as a result of responses to
client requests.

* Total Throughput - the rate at which bytes are flowing into and out of the KeySecure for client
traffic.

- Ethernet Interface Statistics - This row expresses in megabits per second the amount of data
passing through each interface on the KeySecure. The Interface Statistics measure all traffic flowing
through the box, including data generated from client requests, SSH connections, SNMP traps, log
rotation, etc.

* Columns for Ethernet Interface Statistics are as for Key Server Statistics. See the column
definitions above, under the Key Server heading.

Throughput Statistics

Interface Current  Average Maximum Current  Average Maximum Total
Statistics Incoming  Incoming Incoming Outgoing Outyoing Outgoing Throughput
Key Server 0.00 024 1144180 0.00 D24 1144178 0.00
(Mbits/s)

Ethernet #1

(Mbits/s) 0.0z 0.00 54.84 0.03 0.00 1.95 0.0s
Ethernet #2

(Mbits/s) 0.00 0.00 0.00 0.00 0.00 0.00 0.00
Ethernet #3

(Mbits/s) 0.00 0.00 0.00 0.00 0.00 0.00 0.00
Ethernet #4

(Mbits/s) 0.00 0.00 0.00 0.00 0.00 0.00 0.00

The License Usage section shows how many clients are connected to a KeySecure at any given time.
To view throughput statistics:

1 Log on to the Management Console.

2 Navigate to the Statistics page (Device >> Statistics).

3 View the data in the License Usage section. The section lists the Client IP Addresses for each device
connected to the KeySecure and displays the Number of Connections for each IP. Only client
connections established on the Key Server Port (defined on the Key Server Configuration page) are
counted. Administrative connections are not counted.

License Usage Help B

|Client IP Address Number of Connections|
No open connections.
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The NAE-XML Statistics section shows statistics for client usage of the Key Server via the NAE-XML
protocol. Statistics are broken out by operation.

To view NAE-XML statistics:
1 Log on to the Management Console.
2 Navigate to the NAE-XML Statistics page (Device >> Statistics>> NAE-XML Statistics).

3 View the data in the NAE-XML Statistics section. The section displays the following fields:
- Operations
* Total - total number of NAE-XML client requests since the KeySecure was last rebooted.
* Key Generate - request to generate a cryptographic key.
* Key Version Generate - request to generate a new version of a key.
* Key Delete - request to delete a key.
* Key Information - requests for information about a particular key.
* Key Query - request to view all keys available to a client.
* Key Import - request to import a key.
* Key Export - request to export a key.
* Key Modify - request to modify a key.
* Key Clone - request to clone a key.
* Cryptographic Operation - request to perform a cryptographic operation.
* Public Key Export - request to export a public key.
 Certificate Export - request to export a certificate.
* CA Export - request to export a CA.
e Key Certificate Export - request to export a key certificate.
* Random Generate - request to generate a random byte sequence.
e Record Event - request to record an event from a client
* Authenticate - request to authenticate.
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Current/second - shows how many of a given statistic were counted on the KeySecure in the
second the NAE-XML Statistics were refreshed.

Maximum/second - shows the maximum number of a given statistic that were counted by the
KeySecure during any one second.

Successful Operations - displays the number of successful operations.
Failed Operations - displays the number of failed operations.

NAE-XML Statistics

Operation Current'second Maximum/second Successful Operations Failed Operations
Total a 133 12850 118
Key Generate 0 9 262 77
Key Yersion Generate 0 0 0 0
Key Delete 0 1 93 17
Key Infarmation 0 33 110 0
Key Query 0 0 0 0
Key Import 0 0 0 0
Key Export 0 0 0 0
Key Modify 0 0 0 0
Key Clone 0 0 0 0
Cryptographic Operation 0 33 300 24
Fublic Key Export 0 0 0 0
Certificate Export 0 0 0 0
CA Export 0 0 0 0
Key Certificate Export 0 0 0 0
Random Generate 0 0 0 0
Record Event 0 0 0 0
Authenticate 0 66 525 0

|mpor’rc1n’r! This page tracks client requests to the Key Server only. It does not include operations
initiated directly by this device, such as operations performed through the Management Console.

The KMIP Statistics section shows statistics for client usage of the Key Server via the KMIP protocol.
Statistics are broken out by operation.

In the list below, the KMIP operations performed on “objects” refer to operations performed on
KMIP managed objects (e.g., keys, certificates).

To view KMIP statistics:
1 Log on to the Management Console.
2 Navigate to the KMIP Statistics page (Device >> Statistics>> KMIP Statistics).

3 View the data in the KMIP Statistics section. The table lists data for the following Operations:
 Total - total number of KMIP client requests since the last reboot.
* Create - request to create an object through KMIP.
* Register - request to register (import) an object through KMIP.
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Get - request to get (fetch) an object through KMIP.

Get Attributes - request to get (fetch) an object attribute through KMIP.

Get Attribute List - request to get (fetch) a list of object attributes through KMIP.
Add Attribute - request to add an object attribute through KMIP.

Modify Attribute - request to modify an object attribute through KMIP.

Delete Attribute - request to delete an attribute through KMIP.

Locate - request to locate an object through KMIP.

Query - request to search for an object through KMIP.

The columns display information as follows:

- Current/second - shows how many of a given statistic were counted on the KeySecure in the
second the KMIP Statistics were refreshed.

- Maximum/second - shows the maximum number of a given statistic that were counted by the
KeySecure during any one second.

- Successful Operations - displays the number of successful operations.
- Failed Operations - displays the number of failed operations.

KMIP Statistics Hele B
Operation Current’second Maximum/second Successful Operations Failed Operations
Total 0 0 A0 9
Create 0 0 0 0
Register 0 0 15 9
Gat 0 0 o 0
Get Attributes 0 0 16 0
Get Attribute List 0 0 0 0
Add Attribute 1] 1] 3 1]
Modify Attribute 0 0 1] 0
Delete Attribute 0 0 0 0
Locate 0 0 11 0
Cluery 0 0 5 0

|mpor’ran’r! This page tracks client requests to the Key Server only. It does not include operations

initiated

directly by this device, such as operations performed through the Management Console.
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Backups

Use the Backup and Restore page to create and restore backups of system configuration. You can also
view backup files stored on the KeySecure.

On the KeySecure k460 platform with an imbedded Luna HSM card, permission from the security officer is
required before performing a backup or restore operation. This permission is granted with a HSM PED key
USB device, known as an iKey. The permission procedure contains the following three steps.

1 The security officer logs in. If the security officer is already logged, it is not necessary to log out and log
in again.

2 Plug the iKey into the USB port.
3 Enter the passcode when prompted on the pad.

WARNING: If the security officer does not enter the correct code within three tried, all keys are
deleted. Be sure to know the code before plugging in the iKey.

After this procedure, the security officer can perform any backup or restore operations.

The KeySecure backup mechanism allows you to back up information on the device or externally, to be
restored in case of a failure. Once a device is fully configured, we recommend that the entire configuration
be backed up. After making any changes to your configuration (e.g., adding keys), create additional
backups.

* See “Restoring a Backup” on page 123 to learn more about what backups can do and how to get
optimal results from the restoration process.

* “Backup and Restore in a Clustered Environment” on page 126 for information and best practices for
backup and restoral in a clustered environment.

To set up an automatic scheduled remote backup, you must start by creating a backup, using the
instructions provided here.

To create a backup:

1 Log on to the Management Console as an administrator with the appropriate backup access control.
There are specific access controls for backing up configuration, keys & certificates, and local CAs.

2 Navigate to the Backup and Restore page (Device >> Maintenance >> Backup & Restore).
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Create Backup Help B

Security ltems — Device ltems — Backup Settings

Security ltems: [ Select All ” SelectMane ]

O Al keys
O Mo keys
Kevs) O One key:

® Choose from query: | aeskKeys M
Key Gueries and Options:
Authorization Policies:
Local Users & Groups:
LDAP Server for Users & Groups: [

O Al certificates
@ Mo cetificates
Certificates: O Choose from list:
Cert56
Cert 87

O Al certificates
@ Mo cetificates
Local Certificate Authorities: O Choose fram list:

k150.ca

Known CAs, CRLs, and i
Trusted CA List Profiles:

High Security: [

3 Select the configuration items to include in the backup file. Use Select All to select all items on the
page. When selecting Keys, you have the option of selecting all keys, no keys, specific keys, or
backing up the results of a query. You can view the query results using the Show Results button.
When selecting Certificates and Local Certificate Authorities, you can select all, none, or select
items from a list.

Note:  The Log Signing Certificate is not included with the other certificates on the device. To backup
the log signing certificate, you must specifically select it on the next page.

4 Select Continue to access the next group of configuration items.
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Create Backup Help B

Security terns = Device ltems =%  Backup Settings

Device Items: [ Select All ” SelectMane ]

NTP:
Network:

IP Authorization:

High Availability:

Administrators:

SNMP:

Logging:
SSL:

Key Server

Services:

HERFEREEREREE

Log Signing Certificate:

[ Continue ” Back ” Cancel ]

5 Use Select All, Select None, and Back to perfect your list. Select Continue to access the Backup
Settings page.

Create Backup Help [

Security ltems = Device tems =+  Backup Settings

Backup Name: |AutoWklySathlite

Backup Description: |'WkiyBKUpSat2300PST |

C Internal
O Download to browser
@scP

Destination:  Host: [172.17.40.33

Directary Marme:

Backup Password

Confirm Backup Password

Usernarme:
Password:

’ Backup Mow ” Sawe Settings for Automated Remote Backup ” Back ]

Cancel
This backup may take as long as several minutes. Please click
Note: the "Backup” buttan just ance, and wait for the backup to
complete.

6 Configure the details of the backup file itself: name, description, and password:

KEYSECURE USER GUIDE 119



- Backup Name - Enter a name for the backup. Special characters and whitespace are not allowed in
backup names; use only alphanumeric characters. For backups stored externally, the backup
filename is created by appending _0_bkp to this name. For large backups, the zero is incremented
by 1 for each additional file. For example, backup foo could consist of two files: foo_0_bkp and
foo_1_bkp.

- Backup Description - Enter a short description for the backup.

- Backup Password - Enter a password for your backup file. Remember, this file contains very
valuable information and will likely have a long life span. Use an appropriately complex password.
The password can have a maximum of 30 characters.

WARNING: The backup file cannot be restored without this password.

7 Enter the Destination of the file. The backup configuration can be stored internally on the KeySecure,
downloaded to a browser, or copied to another machine via FTP or SCP.

If you intend to schedule this backup using the Automated Remote Backup Schedule option, then you
must select SCP. This will enable the button labeled Save Settings for Automated Remote Backup.

If you are creating this backup in anticipation of doing a software upgrade immediately after,
we recommend that you store the backup file externally.

FTP will not be available if the device is FIPS compliant.

If you download the backup configuration to a browser, the backup configuration is encrypted and
downloaded to your local machine. You must specify a name for the file; however, it is not necessary to
specify an extension for the file.

If you select FTP or SCP to copy the backup configuration to another machine, you must provide the
following:

the destination host.

the name of the directory on the destination host. (You must have write permission for this directory.)
the username of the account on the destination host.

the password for the user account on the destination host.

8 Before proceeding, review the Backup Summary listing. If you need to make changes, use the Back
button to return to appropriate page and make the necessary edits. After making changes, you may
have to re-enter data in the last page, Backup Settings.

9 If you need to complete a one-time backup immediately, select Backup Now to create and store the
backup file, then click Save. Confirm your save when requested to do so.

The backup you have defined is started immediately when you click Backup Now. The detailed
settings used by Backup Now processing are not preserved, so you may wish to keep a record of
these settings yourself. To see a summary of the contents of the backup file (without restoring any part
of it), use the initial steps of the Restore Backup process.

10To set up a schedule that automatically runs the backup you have just configured, click Save Settings
for Automated Remote Backup. See “Schedule an Automated Remote Backup”, below, for
instructions.

KEYSECURE USER GUIDE



- If you have already saved settings for an automated remote backup, you will be allowed to cancel or
to confirm your new backup definition as the replacement. Be aware that you can only have one
scheduled backup definition set up at a time; if you save a new set, it will overwrite any existing one.

11Confirm your save when requested to do so.

To set up an automated remote backup, you must use an extension of the Create Backup workflow. Start
the process of creating a scheduled automated remote backup by following the instructions for Creating a
Backup, above.

Tip: Do not click Automated Remote Backup Schedule unless you want to edit an existing scheduled
backup.

Setting up a scheduled automated remote backup is a two-part process. First you must define the backup
by using the Create Backup option (see above). Then you can use the Automated Remote Backup options
described below to schedule the backup. The resulting remote backup process is repeated automatically
according to the schedule you define.

Note that you can only have one scheduled automated remote backup definition set up at a time; if you
save a new automatic backup, it will overwrite any existing one.

Prerequisite: In order to set up the automated remote backup so that scheduling is enabled, you must
specify and save an SCP Host and Directory Name in the final stage of the Create Backup Process.

To set up the schedule for an automatic remote backup —immediately after you have defined the SCP Host
data using step 8 of the Create Backup process:

1 Click Save Settings for Automated Remote Backup to set up a schedule that automatically runs the
backup you have just configured.

A message appears, informing you that your backup settings will not take effect until an Automate
Backup Schedule is setup and enabled.

2 Click Continue.

The Automated Remote Backup Schedule page appears, allowing you to set up the schedule.
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3 Click Edit.
Automated Remote Backup Schedule Helr
O Manthly
Schedule Period: QWF'_'EHY

O Daily
O Maone

Day of Month

Day of Week | Saturday M

Time: |23 M: na M

WARNING: If you edit an existing schedule, the new schedule overwrites and replaces the old one.

4 Select a monthly, weekly, or daily backup schedule and click Save.

This completes the scheduling of the automatic remote backup. The page does not close.
Confirmation is provided when real data populates the “Last Automated Remote Backup Status” table
(see sample in the illustration below).

Nofe: To end scheduled backups and delete an automated remote backup schedule, select None
and Save instead of setting a schedule. All associated backup and scheduling data will be
permamently deleted.

At the scheduled time, the defined backup will run, and the information on the page will be updated to
show the “Last Automated Remote Backup Status” data.

Automated Remote Backup Schedule Help B

Automated Remote Backup

Enabled: o

Schedule Settings
Schedule Period: YWeekly
Day of Month:  [N/A]
Day of Week: Saturday
Time: 23:00

Last Automated Remote Backup Status Her B

Last Attempt Status: Success

Scheduled backup executed
successfully

Attempt Time: 2012-07-14-230001

AutoyWklySatMite-scheduled-
2012-07-14-230001

Message:

Attempt Backup Name:

5 To check information about your most recent automatic backup at any time, navigate to the Backup
and Restore page (Device >> Maintenance >> Backup & Restore) and click Automated Remote Backup
Schedule.
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The automated backup, when triggered per schedule, generates a file named according to this
convention: <user_defined_backup_name>-scheduled-<yyyy-mm-dd-hhmmss>_<0/1
(file_size_indicator_digit)>_bkp. No extension/specific file type is associated with a backup file; it is an
encrypted binary file that only SafeNet appliances can read.

When restoring a backup, you can select which components of the backup file to restore - you do not have
to restore all items in the file. When doing so, unselected items in the backup are ignored. If you choose to
restore only NTP settings from a backup, no other configuration items would be affected by this restore.

In general, once you select which items to restore, the current settings for those items are cleared
from the KeySecure before the settings from the backup file are restored in their place. So when you
restore NTP settings, expect that the current KeySecure NTP settings will be overwritten by the data in the
backup.

Restoring keys, certificates, or local CAs, in contrast, is an additive process. The KeySecure adds the
keys, certificates, and local CAs from the backup file to the existing set of keys, certificates, and CAs. This
is because keys, certificates, and local CAs are unique cryptographic objects that cannot be recreated. If
your KeySecure has Key1 and Key2, restoring Key3 from the backup file will result in the KeySecure
having Key1, Key2, and Key3.

If one of these objects is being restored on a device where there is already a similar object with the same
name (for example, both are symmetric keys with the same name), the backup file overwrites the existing
object. For example, your KeySecure has Key1, a global key, but the backup file has Key1, owned by
user1. Restoring that backup file will remove the global Key1 and replace it with Key1 owned by user.

If one key is symmetric and the other is asymmetric, the restored key will not overwrite the old key.
However, since there will then be two keys in the system with the same name, neither will be available for
use, and there is no way to delete or rename the key.

|mpor’rc1n’r! For versioned keys, this means that if your backup file contains a versioned key, the backup
will overwrite the existing object even if the existing object has newer versions. Those newer versions will
be deleted. You should backup each new key version upon creation.

To restore a backup

1 Log on to the Management Console as an administrator with the appropriate Restore access control.
There are specific access controls for restoring configuration, keys & certificates, and local CAs.

2 Navigate to the Restore Backup section (Device >> Maintenance >> Backup & Restore >> Restore
Backup).

3 Enter the Source of the backup. When restoring a backup that spans multiple files, specify the zeroth
file here (for example, WeeklyBackup_0_bkp). Specifying the zeroth file indicates to the KeySecure
that the backup contains multiple files; the KeySecure will then automatically transfer all of the backup
files.

The backup configuration might be stored internally or on another machine. If the backup configuration
is stored locally, you can select it from the drop-down under the Internal option. If the backup
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configuration is stored on another machine, you can either upload the file through the browser or you
can copy the file to the KeySecure via FTP or SCP.

If you are copying the backup configuration to your KeySecure via FTP or SCP, you must provide the
following:
- the source host.

- the name of the file on the source host. For backups that span multiple files, enter the
<name>_0_bkp file here. The system will then upload all of the <name> files in that directory.

- the username of the account on the source host.
- the password for the user account on the source host.

Backup files larger than 100 MB, and backups that span multiple files cannot be transferred through
the browser. You must use SCP or FTP to upload these files.

Restore Backup Help B

® Intemnal o
Mame: | weekly backup |v |

O Upload fram browser

File: Browse..

Source: OSCP
Host:

Filename:
Username:
Passward:

Backup Password: esssssss

4 Enter the Backup Password.
5 Select Restore.

|mporfani! When restoring a key to the KeySecure, the key must conform to the appliance’s
current Number of Active Versions Allowed for a Key setting on the Key and Policy
Configuration page. If the key has more active versions than permitted by that setting, the key
restore will fail.

To restore a key with more active versions than the system allows, you must change the Number of
Active Versions Allowed for a Key setting before restoring. You can then reduce the key’s active
versions and return the Number of Active Versions Allowed for a Key to its original value.

6 View the Backup Restore Information. Select the specific items to restore.

Backup Restore Information Helr B

Backup Name: weekly backup

Description:  Weekly Backup
Archive Date: 2011-03-05 16:58:31

All tems: [ Select All H Select Mane

7 Enter the Backup Password, again.
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8 Click Restore.

A confirmation page appears, titled “Action Completed”. Be aware that, for changes to take effect, you will
need to restart the device.

Success
The following change has been made:

+ Restored configuration

Restart the device for changes to take effect.

Any further configuration changes made before a restart may cause unpredictable behavior.
Click "Continue” to go to the Services page.

To view the list of internal backups:
1 Log on to the Management Console.

2 Navigate to the Internal Backups section (Device >> Maintenance >> Backup & Restore >> Internal
Backups).

Internal Backup List

Filtered by | ---- V where value | contains V Se
Iterns per page: |10 V
Backup Name Download Links / File Size Date
@ weekly. backup weekly. backup 0_bkp /81 KB Sat Mar 05 2011 16:58:31 PST
1-1of1

3 View the list of backup files stored on the device. Click the download link to download the files to the

browser. Large backups will contain multiple files. Click Delete if confident enough to lose the backup
information forever.

* Backups from virtual appliance and physical appliance are not compatible. The backup from virtual
appliance cannot be restored on a physical appliance, or vice versa.

* For physical appliance backups, backups taken on a higher KeySecure version cannot be restored on
a lower version KeySecure. For example, backups taken on KeySecure version 6.5.0 cannot be
restored on KeySecure version 6.4.0.

* For physical appliance, a backup taken on one k460 appliance can be restored on any other k460
appliance.
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* For physical appliance backups, backup and restore between versions 6.4.1 and 7.0.1, and 6.5.0 and
7.1.0 are supported.

The following two items are not transferred across clustering. You must use a device backup to transfer or
otherwise keep this information.

* Device SSL Certificates
* Device Network Settings (IP settings, etc.)
Best Practice: Backup each device in a cluster individually. Restart the appliance after restoring a backup.

Restoring a key does not trigger automatic updates to other cluster nodes. If you restore many keys there
are two options: (1) manually sync all cluster nodes to updated correct node, or (2) restore backups to all
nodes.

Manual syncing performs the following three operations.
» Creates a copy of all clustered information on the appliance with which you are syncing.
* Transfers that copy to the initiating device.
* Restores that copy in the initiating device.

Manual syncing includes all clustered information and cannot be restricted in any fashion. Devices
performing a manual sync cannot service requests properly until the sync is completed and services are
restarted.
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Services

Use the Services Configuration page to start and stop the key servers, web administration service, ssh
administration service, and snmp agent, restart those services, enable a service to launch at system
startup, disable launch at system startup, restart the KeySecure, and halt the KeySecure.

The following services are available on the KeySecure:
* NAE Server - manages all incoming and outgoing connections, both secure and clear text.

* SNMP Agent - the KeySecure’s SNMP service that enables it to send alerts over the network to
monitor system activity.

* SSH Administration - the Command Line Interface (CLI) tool that enables administrators to configure
the KeySecure over a remote ssh connection.

* Web Administration - the Management Console, that enables administrators to configure the
KeySecure through a web browser.

To start or stop a service:
1 Log on to the Management Console.
2 Navigate to the Services Configuration page (Device >> Maintenance >> Services).
3 Select the service.

4 Select either Start, Stop, or Restart. The service’s Status will change to Starting..., Stopping..., or
Restarting....

Services List Help B

Name Status Startup
O NAE Server Started Enabled
O Web Administration Started Enabled
O S5H Administration Started Enabled
& SMNMP Agent Restarting. .. Disabled

[ Start H Stop H Festart H Enahle Startup H Disakle Startup H Fefresh ]

5 Select Refresh to refresh the page and see the service’s new status.
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Launch a Service at System Startup

To configure that a service start when the KeySecure starts up:
1 Log on to the Management Console.
2 Navigate to the Services Configuration page (Device >> Maintenance >> Services).
3 Select the service

4 Click Enable Startup.

Services List Hele B
Name Status Startup

O NAE Server Started Enabled

O Web Administration Started Enabled

O S5H Administration Started Enabled

& SMNMP Agent Started Enabled

[ Start ” Stop ” Festart ” Enahle Startup ” Disakle Startup ” Fefresh ]

You can likewise disable a service at startup by selecting Disable Startup.

Restart the KeySecure
|mpor’rc1n’r! Remove any peripheral devices connected to the keyboard, mouse, and video ports on the
KeySecure before restarting. Use of these ports during the restart process can cause the process to hang.
To restart the KeySecure:

1 Log on to the Management Console.

2 Navigate to the Restart/Halt page (Device >> Maintenance >> Services).

3 Select Restart in the Restart/Halt field.

| RestartHalt: | Restart v |

4 Click Commit. This will terminate all active connections to the KeySecure.
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Halt the KeySecure

To restart the KeySecure:
1 Log on to the Management Console.
2 Navigate to the Restart/Halt page (Device >> Maintenance >> Services).

3 Select Halt in the Restart/Halt field.

Restart/Halt Help B

| RestartHalt: |Halt [v] |

4 Click Commit. This will terminate all active connections to the KeySecure.

KEYSECURE USER GUIDE 129



Upgrade

Use the System Information page to perform software upgrades, upload licenses, and examine information
about the system, including Box ID and current software version.

Device information is the product’s model name (e.g., SafeNet k460), Box ID, Software Version, and
Software Install Date. You will need to the Box ID should you ever contact our Customer Support
Department. The software referred to is the software running on the KeySecure.

To view device information:
1 Log on to the Management Console.

2 Navigate to the Device Information page (Device >> Maintenance >> System Information & Upgrade).

3 View the information. The fields are not editable.

Device Information

Product: Safelet
Box ID: 7GCTIKI
Software Version: 6.1.0
Software Install Date: Mon Dec 500:54:53 PST 2011

Licenses allow a set number of client devices to connect to the KeySecure at any particular time; once the
set number of clients has been reached, subsequent connection requests are refused until another
connection has been terminated. Before any clients can connect to the KeySecure, you must install a valid
license. Licenses can be obtained from Customer Support.

To view license information:
1 Log on to the Management Console

2 Navigate to the License Information page (Device >> Maintenance >> System Information & Upgrade).

3 View the information. The fields are not editable.
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License Information

Application Server Licenses: Mone
Database Licenses: None
Transform Utility Licenses: Mone

Licenses in Use: 0

The Feature Activation List displays the complete list of additional features running on the KeySecure,
including their names, activation and expiration dates, and current status.

Installing and activating software on the KeySecure are separate processes. Software must be installed
and activated on the KeySecure before it can be used. A software component might be installed but not
active. Once activated, a component cannot be specifically de-activated. You would have to rollback the
server software to a point before the software was activated.

To view the feature activation list:
1 Log on to the Management Console
2 Navigate to the Network Diagnostics page (Device >> Maintenance >> System Information & Upgrade).

3 View the information. The fields are not editable.

Feature Activation List

Description Activation Date Expiration Date Status
KOREAM Algorithms A, MNever Active

The software upgrade and installation mechanism can be used to install licenses.

License file installation must be applied to all KeySecures individually in a cluster - the file upload is not
replicated across members of a cluster. If you have an existing license, and you have purchased additional
licenses, you can simply install the new license file you receive from KeySecure.

To safeguard KeySecures, only license files signed by SafeNet, Inc. can be installed on the KeySecure.
To install a software license:

1 Obtain the license

2 Log on the Management Console.

3 Navigate to the Software & License Upgrade/Install page (Device >> Maintenance >> System
Information & Upgrade).
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4 Select the method of uploading the license file. Either by selecting Upload from browser and clicking
Browse to locate the file on the local drive or network. Or by selecting FTP or SCP and then specifying
the Host (source host), Filename (the name of the file on the source host), Username (the username of
the account on the source host), and password (the username password) needed to locate and access
the file.

Software & License Upgrade/Install Helr B

® Upload from browser

File: |CASFNT-License file
OFtP Oscp
Hast:

Source: )
Filename:

Username:

Password:
Machine will reboot after upgradeinstall

Upgrade/install

5 Click Upgradel/lnstall to upload the license file. The system will reboot when the file is uploaded.

The software upgrade and installation mechanism can be used to install new features, upgrade core
software, and apply security patches. You can upgrade or install software from both the Management
Console and the Command Line Interface. If you are interested in monitoring the status of the upgrade,
you should perform the upgrade from the Command Line Interface.

Software upgrades must be applied to all KeySecures individually in a cluster - the file upload is not
replicated across members of a cluster.

To safeguard KeySecures, only software files signed by SafeNet, Inc. can be installed on the KeySecure.
Changes to multiple components of the system are bundled together in an encrypted software file provided
by the Customer Service organization at SafeNet, Inc.

To install a software license:
1 Obtain the license
2 Log on the Management Console.

3 Navigate to the Software & License Upgrade/Install page (Device >> Maintenance >> System
Information & Upgrade).

4 Select the method of uploading the software file. Either by selecting Upload from browser and clicking
Browse to locate the file on the local drive or network. Or by selecting FTP or SCP and then specifying
the Host (source host), Filename (the name of the file on the source host), Username (the username of
the account on the source host), and password (the username password) needed to locate and access
the file.
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Software & License Upgrade/Install Helr B

O Upload from browser

File: Browse..

@®FTr OscP
Host: [172.17.7.88

Filename: |SFNT-upgrade

Source:

Username: FpUser

Password: esssssss
Machine will reboot after upgradeinstall

Upgrade/install

5 Click Upgradel/Install to upload the software file. The system will reboot when the file is uploaded.

Patch releases are lightweight, which means that customers do not have to re-qualify an entire release. All
patches are cumulative, which means that the functionality in patch one exists in patch two, and so on.
Because patches are cumulative, we recommend that you always install the most recent patch. We use
the following nomenclature for patch releases:

KeySecure Version 5.3.1p1

where KeySecure Version 5.3.1 refers to the “base release” upon which the patch is built, and “p1” refers
to the number of the patch. In this case, “p1” implies that this is the first patch release for KeySecure
Version 5.3.1 and there are no other patches for this release. If this were patch 4, that would imply that
there are three previous patches for the particular base release.

Occasionally it is necessary to roll back KeySecure software to a previous version. The KeySecure allows
you to roll back one version of the software. For example, if you were originally running KeySecure Version
5.3.0, upgraded to KeySecure Version 5.3.0p1, and finally upgraded to KeySecure Version 5.4.0, you
would only be able to do a software rollback to KeySecure Version 5.3.0p1. As such, we recommend that
you avoid doing multiple patch upgrades on the same base release. What you should do instead is roll
back from the patch release to the base release before doing the upgrade to the patch release.

Using the preceding example, the order of operations would be:
» upgrade from KeySecure Version 5.3.0 to KeySecure Version 5.3.0p1
» do a software rollback to KeySecure Version 5.3.0
* upgrade from KeySecure Version 5.3.0 to KeySecure Version 5.4.0.

The software rollback process can be performed from the CLI only; it cannot be performed from the
Management Console.
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|mpor’rc1n’r! Before performing a software rollback, it is very important that you create a secured

external backup of your existing configuration. In most cases, you can restore a backup after you have
done the software rollback. If some features are supported in the more recent version of the software and
not the base version you are rolling back to, those features will not be available after the software rollback.

Impor’ran’r! Rolling back the software returns your admin accounts to the settings they had before the
last upgrade. If you cannot recall the old admin passwords you will not be able to log in to the KeySecure
after the rollback. If you do not know the earlier admin passwords, you should backup your current
configuration, and contact SafeNet support. (For contact information, see the inside front cover, page 2 of
this document.) With the guidance of SafeNet support, you should be able to reset factory settings,
upgrade to the desired software version and then restore the backup.
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System Health

The System Health page enables you to view the status of the KeySecure power supply and cooling fan.

When the KeySecure detects a change in the status of a power supply unit, the System Health page
reflects the change and displays a warning message if appropriate. In addition, if your system is configured
for SNMP, the KeySecure sends an SNMP trap to the SNMP Management Station indicating the change in
status.

The time period to refresh the System Health page can be configured. The refresh time interval can be set
in the Refresh Every drop-down list available under the Refresh Page section. The default setting is Never.

After selecting a value in the Refresh Every drop-down list, click Set Refresh Time. To refresh the page
immediately, click Refresh Now.

Active Scripting must be enabled for proper functioning of the Ul.

The System Health page provides information on the status of the KeySecure power supply. For
KeySecure models with multiple power supplies, this page can inform administrators when one power
supply is not receiving power, has been removed, or is damaged. For KeySecures with one power supply,
this page will only inform administrators when the power supply is operational, since you won’t be able to
access the management console when that power supply is not functioning.

To view power supply status:
1 Log on to the Management Console.
2 Navigate to the System Health page (Device >> System Health).

3 View the Power Supply field. The following values are possible:
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- Operational - The power supply unit is operational.

- Not receiving power - No power is supplied to the power supply unit. The system issues a warning
stating that “A power supply is not plugged in or is malfunctioning.”

- Removed or damaged - The power supply unit has been removed from the KeySecure. The system
issues a warning stating that “A power supply has been removed or damaged.”

Power Supply Status Help B3

Power Supply #1:  Operational

Power Supply #2:  Not receiving power

ﬂWarning: A power supply is not plugged in or is malfunctioning
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The Cooling Fan Status section provides information on the status all of the KeySecure cooling fans.
To view the status of a cooling fan:

1 Log on to the Management Console.

2 Navigate to the System Health page (Device >> System Health).

3 View the Fan Status field. The following values are possible:
- Operational - All fans are operational.

- Failure: One or more fans have stopped, lost power, or are broken. The system displays a warning
message until the problem is resolved and power to the KeySecure is removed. The warning reads
“Fan failure; please contact support immediately.”

Cooling Fan Status Help B

| Fan Status:  Operational |

RAID, or Redundant Array of Inexpensive (or Independent) Disks, refers to the practice of combining
multiple disk drives into an array for improved performance or reliability.

To view RAID status:
1 Log on to the Management Console.

2 Navigate to the RAID Status section of the System Health page (Device >> System Health).

RAID Status Help B

Array Member Status
& Disk Slot #0 Operational
O Disk Slot #1 Operational

3 View the Status field for each Array Member. An Array Member refers to the physical disk slot of the
hard disk. The Status can be one of the following:
- Operational — the disk is mirrored and in use.
- Failed — a disk has failed. In this case, a warning message is displayed, and, if configured, an SNMP
trap is sent. Additionally, the event is noted in the System Log.
- Recovery — a failed disk has been replaced and data from the Operational disk is being copied to the

new disk. In this case, a warning message is displayed, and, if configured, an SNMP trap is sent.
Additionally, the event is noted in the System Log.

= Unknown — the disk status could not be determined. In this case, a warning message is displayed,
and, if configured, an SNMP trap is sent. Additionally, the event is noted in the System Log.
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You can replace a disk—provided there is at least one other operational disk—while the system is up and
running; this feature is called hot-swap. When you replace a disk, the status of the newly—added disk is
“Recovery,” which indicates that data from the operational disk is being copied to the new disk. The
KeySecure is fully operational while the newly added disk is in the “Recovery” state. The recovery process
can take 15 to 30 minutes, depending on the amount of data on the disk and the number of requests the
NAE Server must fulfill while the recovery is in progress.

WARNING! It is extremely important that you not reboot the system when a disk is in the recovery state.
Such an action could render the system unstable or unusable. If the system experiences a power outage
while a disk is recovering, we recommend that the recovering disk be physically unplugged before
powering the system up. Once the system is powered up, you should physically insert the disk, then add
the disk via the RAID interface provided in the Management Console or CLI.

The following list describes the traps that might be sent as a result of a change in the RAID status.

1 Disk operational — This trap is sent when the status of a disk in RAID changes to “Operational.” This
can happen if:

- A new disk that was added to RAID has completed synchronizing with the active member in the
array, and its status has changed from “Recovering” to “Operational.”

- The disk has been having hardware errors causing its previous status to be “Failed,” and the RAID
software does not detect such errors anymore.

- The status of a disk changed from “Unknown” to “Operational.”

2 Disk failed — This trap is sent when the status of a disk in RAID changes to “Failed.” This can happen if
the disk experiences a hardware failure. Note that the failure may have been determined based on just
a few transient errors, and the status of the disk may change to “Operational” later. In any event, we
recommend that a disk whose status is reported as “Failed” be replaced as soon as possible to
prevent the loss of redundancy resulting from operating with unreliable hardware.

3 Disk recovering — This trap is sent when the status of a disk in RAID changes to “Recovering.” This
trap will normally not be sent because the initial status of a newly added disk is “Recovering,” and a
“Disk added” trap is sent instead. Sometimes, there may be a small window after a disk has been
added to RAID where its status is “Unknown,” and then changes to “Recovering,” causing this trap to
be sent.

4 Disk status unknown — This trap is sent when the status of a disk in RAID changes to “Unknown.” This
usually indicates an unexpected hardware or software error.

5 Disk removed — This trap is sent when a disk is removed from RAID. The removal can be an event
requested by the administrator through the user interface, or a physical removal of the disk without
removing it from the array through the user interface first.

6 Disk added — This trap is sent when a disk is added to RAID by inserting a new disk in one of the disk
slots and then adding it to the array through the user interface.
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To add a disk through the Management Console:

1 Insert the disk into any of the available disk slots on the KeySecure, and take note of the slot you insert
the disk into.

2 Log on to the Management Console.
3 Navigate to the RAID Status section of the System Health page (Device >> System Health).

4 The Add button is enabled when there is only one operational disk. If there are two operational disks,
the Add button is not shown.

5 Click Add. You are prompted to select the slot number of the newly—added disk.
6 Confirm that you want to add the disk at the confirmation page.
To add a disk through the CLI:

1 Insert the disk into any of the available disk slots on the KeySecure, and take note of the slot you insert
the disk into.

2 Log in to the CLI and enter config mode (type config).
3 Issue the following command: raid add <disk_slot_number>
4 Confirm that you want to add the disk.

Immediately after confirming that you want to add a disk (when executed from either the CLI or the
Management Console), if SNMP is enabled, two traps are sent to the appropriate management station,
and the event is noted in the System Log. The add disk operation should take between 10 and 15 seconds
to complete. Once the operation is complete, you are returned to the System Health page or the command
prompt, depending on where you are performing the add disk operation. When the system is again
responsive, you will notice that the newly added disk is in the recovery state, during which time the data
from the operational disk is copied to the newly added disk. To verify that the disk is in the recovery state
from the CLI, issue the show system health command. Once recovery is completed (typically after 15
to 30 minutes), the status of the newly added disk changes to operational, traps are sent (if SNMP is
enabled), and the event is noted in the System Log.

WARNING! Never boot the KeySecure with a disk that has not been added to the array through the
Management Console or the CLI.

There are two scenarios in which you might remove a disk:
* RAID detects that there is a problem with the disk and changes the status of the disk to “Failed.”

* RAID is unable to detect the state of the disk and changes the status to “Unknown.”
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We recommend that you not physically unplug a disk that is part of a RAID configuration without
first removing it through the Management Console or the CLI. If a disk is unplugged in this manner, SNMP
traps are sent (if SNMP is enabled) and the event is noted in the System Log.

To remove a disk through the Management Console:
1 Log on to the Management Console.
2 Navigate to the RAID Status section of the System Health page (Device >> System Health).

3 If there is only one operational disk, the Remove button is disabled. You should also note that if a disk
is in the recovery state, the other (only operational) disk cannot be removed.

4 Select the disk you want to remove.
5 Click Remove.
6 Confirm that you want to remove the disk at the confirmation page.

|mportant! The system will be unresponsive for about 15 seconds. It is imperative that you not
unplug the disk until the system says that it has been removed in RAID software.

7 Unplug the disk from the KeySecure.
To remove a disk through the CLI:
1 Log in to the CLI and enter config mode (type config).
2 Issue the following command: raid remove <disk_slot number>
3 Confirm that you want to remove the disk.

|mporiani! The system will be unresponsive for about 15 seconds. It is imperative that you not
unplug the disk until the system says that it has been removed in RAID software.

4 Unplug the disk from the KeySecure.

|mporiani! Always unplug a disk that has been removed through the RAID interface provided in
the Management Console or CLI. It the disk remains plugged in, it is possible that the KeySecure
will attempt to boot from the disk during subsequent reboots. This can lead to system instability.

If SNMP is enabled, two traps are sent immediately after confirmation, and the event is noted in the
System Log. The remove disk operation should take between 10 and 15 seconds to complete. Once the
operation is complete, you are returned to the System Health page or the command prompt (depending on
where you are performing the remove disk operation). When the system is again responsive, you will
notice that the newly—removed disk is no longer displayed in the RAID Status section of the System Health
page or the show system health command.
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Chapter 26

Network Diagnostics

You can test the KeySecure’s network connectivity by running ping, traceroute, host, or netstat commands.

Ping a Hostname or [P

To ping a hostname or IP:
1 Log on to the Management Console.
2 Navigate to the Network Diagnostics page (Device >> Maintenance >> Network Diagnostics).

3 Enter the hostname or ip of the target system in the Ping field.

Ping Information

‘ Ping: |172.17.7.88

Fun
4 Click Run. View the Ping Results.

Ping Results

PING 172.17.7.88 (172.17.7.88) 56(54) bytes of data.

64 bytes from 172.17.7.88: icmp_seq=1 ttl=64 time=0.02ZZ ms
64 bytes from 172.17.7.88: icmp_seq=i ttl=64 time=0.01Z ms
64 bytes from 172.17.7.88: icmp_seq=3 ttl=64 time=0.012 ms
64 bytes from 172.17.7.88: icmp_seq=4 ttl=64 time=0.01Z2 ms
64 bytes from 172.17.7.88: icmp_seq=5 ttl=64 time=0.011 ms

-——- 172.17.7.88 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 3998ms|
rtt min/avg/mwax/mwdev = 0.011/0.013/0.022/0.006 m=

Run Traceroute

The traceroute command examines the path that packets take between the KeySecure and the target
destination.

To run a traceroute:
1 Log on to the Management Console.
2 Navigate to the Network Diagnostics page (Device >> Maintenance >> Network Diagnostics).

3 Enter the hostname or ip of the target system in the Traceroute field.
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Traceroute Information

‘ Traceroute: 1020301

Fun

4 Click Run.

Check DNS for a Hostname or IP

The host must be registered with the DNS configured on the KeySecure. Be sure to add the DNS server to
the KeySecure DNS server list before using this feature (Device >> Network >> Hostname & DNS).

To run the host command:
1 Log on to the Management Console.
2 Navigate to the Network Diagnostics page (Device >> Maintenance >> Network Diagnostics).

3 Enter the hostname or ip of the target system in the Host field.

Host Information

‘ Host: [172.20.1.106 H

Fun

4 Click Run.

Run Netstat

The netstat command returns a list of all active network connections to the KeySecure.
To run netstat:
1 Log on to the Management Console.
2 Navigate to the Network Diagnostics page (Device >> Maintenance >> Network Diagnostics).

3 Click Run in the Netstat Information section.

Netstat Information Help B

Fun

The results will be similar to the following:

Netstat Results

Aetive Internet connections (w/o servers)

Proto Recwv-0Q Send-Q Local iddress Foreign Address State

tcp a 0 172.17.7.858:9443 172.17.40.247: 15819 ESTAELISHEI
udp a 0 127.0.0.1:5570 127.0.0.1:8570 ESTAELISHEI
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Heading Description

Proto The protocol used by the connection. Either TCP, UDP, or RAW.
Recv-Q The number of bytes received from the remote host waiting to be read.
Send-Q The number of bytes awaiting acknowledgement by the remote host.
Local Address The local address or hostname and port number of the connection.

Foreign Address  The remote address or hostname and port number of the connection.

State The state of the connection.
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Keys

The KeySecure can create and store keys. A key is composed of two main parts: the key bytes and the key
metadata. The key bytes are the bytes used by the cryptographic algorithm (together with the input data) to
produce either plaintext or ciphertext.

The key metadata contains information about the key bytes: key name, ownership information, algorithm,
key size, creation date, group permissions, life cycle management state, and any custom attributes that
you create. The metadata also indicates whether a key is deletable or exportable.

At key creation time, you can choose to make your key into a template or a versioned key. A template is a
metadata-only pattern for other keys. A versioned key is one key with multiple bytestrings.

» After you set a key to be a template and click create, it no longer contains any key bytes at all. The Key
Properties page for a template does not show a Life Cycle tab. The entry in the key list for a template
does not show any value for State (the Life Cycle State). For more information on templates, see
“Create a Key Template” on page 151.

* A versioned key is similar to a template. The Key Properties page for a versioned key also does not
show a Life Cycle tab. The entry in the key list for a versioned key does not show any value for State
(the Life Cycle State).

|mpor’rc1n’r! Life Cycle State does not apply to versioned and standard keys used by the NAE-XML
protocol. The procedures described in “Manage Key and Certificate Life Cycle States” on page 155 apply
to standard keys used by the KMIP protocol only. Although Life Cycle States are shown in the
Management Console, they do not have any effect on NAE-XML keys. For more information on state
support for versioned keys, see “Versioned Keys” on page 145.

Cryptographic keys can be global or owned by a particular user. Global keys are keys that are available to
everyone, with no authentication required. Additionally, group permissions can be assigned to a key. For
example, you might give members of Group1 permission to encrypt and members of Group2 permission to
decrypt. Using authorization policies, you can set usage limitations for keys.

For more information, see Chapter 29, “Authorization Policies”.

As the administrator of the KeySecure, you can define how your clients authenticate to the server. A client
might be an application or a database, for example. There are two kinds of client sessions: authenticated
and unauthenticated (global). When a client authenticates, it authenticates either as a local user or as a
user in the LDAP user directory that the server is configured to use. An authenticated client has access to
all global keys, all the keys owned by the user, and all keys accessible to groups to which that user
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belongs. If a client does not authenticate to the server, then that client has access only to global keys. On
the NAE server, keys can be:

* Generated on the Management Console by an administrator.

e Generated by an NAE client, such as the SafeNet JCE Provider.

Imported through the Management Console or through one of the NAE clients.

* Marked as exportable, deletable, neither or both. An exportable key is a key that a client can export
from the server. Similarly, a deletable key is a key that the client can delete from the server.

WARNING! Do not delete keys that might be needed to decrypt data at some point in the future. Once you
delete a key, there is no way to decrypt data that was encrypted with that key. As such, you should be
extremely cautious when making decisions about deleting keys.

A versioned key maintains a single set of key metadata but contains multiple byte strings. Each version
contains a unique key byte string. In the Key Properties view, versioned keys have a unique tab, named
Key Versions.

Versioned keys are an alternative to keys managed as KMIP cryptographic managed objects. After a key is
set as versioned, the Life Cycle tab in the Key Properties page is not visible. The entry in the key list for a
versioned key does not show any value for State (the Life Cycle State).

Each key version has its own key bytes, default IV, state, and creation date. The state determines which
key operations are available for a key version. Possible states are: active, restricted, and retired.

* Active: encryption and decryption and all key management options are allowed.
* Restricted: only key information operations are allowed.

* Retired: no operations or access to key management is allowed.

* Wiped: the version is deleted.

The state, combined with the key type and group permissions determine how the key version can be used.
Ultimately, a key version can only be used when: the key’s group permissions permit the operation, the key
version’s state permits the operation, and the request comes from a member of the permitted group.

A key can have a maximum of 4000 versions. Wiped versions display in strikeeut type.

To wipe a versioned key, first retire it, then, wipe it. The Wiped state is not available for an active or
restricted versioned key.
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To create a key:

1 Log in to the Management Console as an administrator with Keys and Authorization Policies access
control.

2 Navigate to the Create Key section on the Key and Policy Configuration page (Security >> Keys >>
Create Keys).

Create Key

Key Name:

Template (to copy attributes from):  |[Mone] Load Attributes

Owner Username:

Algorithm: | AES-266 ||
Deletable:
Exportable:
Versioned Key Bytes:

oooiQ

Template:

Activation Date: [ Immediately
Process Start Date: [ Immediately
Protect Stop Date:

Deactivation Date:

3 Enter a unique key name in the Key Name field. This is the name that the server uses to refer to the
key. The key name must begin with a letter, must be between 1 and 64 characters (inclusive), and can
consist of only letters, numbers, underscores, periods, and hyphens. This value may be changed after
the key is created.

4 Enter a Template and click Load Attributes. (Optional) A template is a collection of attributes that can
be assigned only when the key is created. You must first create a template before it can be used to
create keys. For more information, see “Create a Key Template”.

5 Enter a value in the Owner Username field to assign a specific owner or leave this value blank to
create a global key. If an owner is listed for the key, then that is the only user who can access the key,
unless you set group permissions. Global keys can be accessed by all users. This value may be
changed after the key is created.

6 Select an Algorithm. The available algorithms depend on your device configuration. The complete list
of possible configurations and available algorithms is in Appendix B, “Supported Key Algorithms.”

Some of the algorithms listed above will not be available on FIPS-compliant devices.

7 To make the key deletable by the owner, select Deletable. Deletable global keys are deletable by all
users. This value may be changed after the key is created.
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8 To make the key exportable (on non-FIPS-compliant KeySecure), select Exportable. An exportable
key can be exported by its owner and by members of a group with “Export” permission for the key. An
exportable global key is exportable by all users. This value may be changed after the key is created.

9 Select Versioned Key Bytes to create a versioned key. A versioned key can have up to 4000
versions, each with its own unique set of key bytes, but with shared key metadata (key name,
algorithms, permissions, etc.). The first key version is created when the key is created. Additional key
versions may be created later using the Key Versions section. For more information on key versions,

see “Versioned Keys” on page 145.
10 Enter the optional Activation, Process, Protect, and Deactivation dates as desired.

These dates do not apply to versioned keys and are specific to KMIP.

11 Click Create.

- Creating large remote foundry keys and making them available across a widely distributed network
may require more processing time than expected. If you receive a time out message or an error
message, be aware that the process has not necessarily aborted. Wait one or two minutes, refresh
the Key List, and check for your new key. If you are creating several such keys for a global network,
the best practice is to wait one minute or more between the creation of each key.

When the key appears in the Key List, the fundamental key creation process is done.

You may want to assign key attributes and group permissions to the key. These optional
instructions are included below.

Once the key is created you can add additional key names by editing the Other Key Names
field in the key’s properties. To access this field, go to the Keys section (Security >> Keys), select the
key name and click Properties.

12 Assign an attribute to the key.

- To assign a predefined attribute, navigate to the Custom Key Attribute Names section of the Key and
Policy Configuration page (Security >> Keys >> Key Options). The KeySecure includes the Contact
Information and Object Group attributes., which are used by KMIP. These attributes cannot be

deleted or modified.

Custom Key Attribute Names Help B

Iterns per page: |10 |%

4 Name Description Type
(® Contact Information [Mone] String
(O Object Group [Mone] String

1-zof2

[ Add | [ Edit | [ Delete |

13 Click Add to create your own key attribute names.

14 Enter the attribute’s Name. Attribute names can contain alphanumeric characters, hyphens,
underscores, and periods. You cannot include whitespaces in the name. In addition, the first character
of the name must be a letter. Maximum length is 255 characters.
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15 Enter a Description. This field can contain any printable ASCII characters and spaces, tab, \n and \r.
Maximum length is 4095 characters.

16 Select the Type. Once selected, the type cannot change. Key attributes can be any of the following
data type:
- String
= Integer
- Long Integer
- Big Integer
- Enumeration
- Boolean
- Byte String
- Data/Time
- Interval

Any attribute created through the XML interface is automatically a String.
17 Click Save. The key attribute can now be associated with a key.

18 Navigate to the key’s Key Properties section. Go to the Keys section (Security >> Keys), select the key
name and click Properties.

19 Click the Permissions tab. Key permissions are granted at the group level. To assign permissions,
there must be local groups defined on the KeySecure. The owner of a key implicitly has permissions to
perform all applicable operations using the key, even if that user belongs to a group for which
permissions are restricted. You cannot set group permissions for global keys, because all users can
access global keys for any applicable operation.

Group Permissions

Iterns per page: |10 V

4 Group  Encrypt Decrypt Export
O groupl Always Authorization Policy: auth.policy.1 MNever
& group2 Always MNewver Authorization Policy: auth.policy.2

1-zof2

[ Add | [ Edit | [ Delete |

To include authorization policies when assigning permissions, you must first create the policies
you need. For instructions on creating authorization policies, see Chapter 29, “Authorization Policies”.

20 Click Add.

21 Enter a Group. These can be local or LDAP groups, if an LDAP user directory is configured for your
KeySecure.

22 Assign permissions for the available operations, which vary by algorithm:
- RSA: Encrypt, Decrypt, Sign, Sign Verify, Export
- HmacSHA1: MAC, MAC Verify, Export
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- ARIA: Encrypt, Decrypt, Export (Available by Feature Enablement)

- SEED: Encrypt, Decrypt, Export (Available by Feature Enablement)

You can assign these operations using the following options:

- Never - Members of the group can never perform the operation with the key.

- Always - Members of the group can always perform the operation with the key.

- Authorization Policy - Members of the group can perform the operation with the key according to the
terms of the authorization policy.

Export permissions are only applicable if the key is exportable.
23 Click Save.
24 Click the Custom Attributes tab.
tems per page: [10_[v]

4 Name Index Type Value

1.800.555.121z2

& Contact Information 0 String

Some Group Name

(O Object Group 0 String

O key.attribute.1 0 Integer B
O key.attribute.1 1 Integer 12
O key.attribute.1 2 Integer 67

1-50f5

[ Add | Edit | [ Delete |

25 Click Add. You can assign a maximum of 100 custom attributes. Only one instance of Contact
Information is allowed per key. Each attribute is given an Index. The Index is per attribute, per key.
The first instance of an attribute is given Index 0. The second instance is given Index 1, and so on.
Thus, since there can only be one instance of Contact Information, it will always be Index 0.

26 Select the Name. Only attributes that already exist on the Custom Key Attributes Names section are
available here.

27 Enter a Value. This can be any printable ASCII characters and spaces, tab, \n and \r. Maximum length
is 4096 characters.

28 Click Save.

|mpor’rc1n’r! You should create a backup immediately after creating a key. There is no way to recover a
key that has not been backed up.
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To set the maximum number of versions allowed for a key:

1 Log in to the Management Console as an administrator with Keys and Authorization Policies access
control.

2 Navigate to the Active Versions section on the Key and Policy Configuration page (Security >> Keys >>
Key Options).

Active Versions Help B
| Number of Active Versions Allowed for a Key: 4000 |
3 Click Edit.

4 Enter a value for the Number of Active Versions Allowed for a Key. Active versions of a key can be
used for both encryption and decryption (or Sign/SignVerify, or MAC/MACVerify depending on the
algorithm).

5 Click Save.

|mporfani! When restoring a key to the KeySecure, the key must conform to the appliance’s
current Number of Active Versions Allowed for a Key setting on the Key and Policy
Configuration page. If the key has more active versions than permitted, the key restore will fail.

To restore a key with more active versions than the system allows, you must change the Number of
Active Versions Allowed for a Key setting before restoring the backup. You can then reduce the
key’s active versions and return the Number of Active Versions Allowed for a Key to its original
value.

The first version of a versioned key is created when the key is created. To create and manage key versions
use the Key Versions tab on the Key Properties page.

To create and manage key versions:

1 Log in to the Management Console as an administrator with Keys and Authorization Policies access
control.

2 Navigate to the Key Versions and Available Usage section. Go to the Keys section on the Key and
Policy Configuration page (Security >> Keys), select the Key Name, and click the Key Versions tab.
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Key Versions and Available Usage Help B
Iterns per page: | 10 |w|

¥ Version Unique 1D Ly Encrypt Decrypt Lozate Default IV
State Date
3 [Default] BE4BSE27420CIFI93121160BE40BCES Active B B 200318 oeppniaCEEF700EC3F231DCET C21 A20
20.29.05
2 AE4E3AEROACAZFIBOSECCCIEETERA Actie B B 00318 gronoor70cmonsasasssea0cEC22233
20.28:54
® 1 7CREEADZADFERZIC2BB1ICIBEFD0S2 Acthe @ & 300 00 1° OEFD79BDC2CBAIDCIDT 1785039C3238

[ Create New “ersion H Edit Usage ]

3 Click Create New Version to create a new key version. The new version is now the default version.
This will be the version used when cryptographic and information requests do not specify a version
number. The maximum amount of versions is set on the Active Versions (Security >> Keys >> Key
Options).

All versions of a key have the same metadata (found on the Key Properties, Permissions, and Custom
Attributes sections). But, the Version, Unique ID, Key State, Creation Date, Default IV, and key
bytes differ for each version.

4 Click Edit Usage.

5 Alter the Key State for any or all version. You can edit all but the Default key version. The following
options are available:

Active - All key management options are allowed. The number of active key versions must be less
than the Number of active versions allowed for a key field on the Active Versions section.

Restricted - Only decrypt (MAC Verify for HmacSHA1 keys, Sign Verify for RSA keys) and key info
operations are allowed.

Retired - No access is allowed.
Wiped - The key is deleted.

To wipe a versioned key, first retire it, then, wipe it. The Wiped state is not available for an
active or restricted versioned key.

6 Click Save.

To create a key template:

1 Log in to the Management Console as an administrator with Keys and Authorization Policies access
control.

2 Navigate to the Create Key section on the Key and Policy Configuration page (Security >> Keys >>
Create Keys).
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Create Key Help B

Key Name: |aes.256template

Template (to copy attributes from): Load Attributes

Owner Username:  |User]

Algorithm: | AES-256 ™
Deletable:
Exportable:
Versioned Key Bytes:
Template:

3 Enter a unique key name in the Key Name field. This is the name that the server uses to refer to the
key. The key name must begin with a letter, must be between 1 and 64 characters (inclusive), and can
consist of only letters, numbers, underscores, periods, and hyphens. This value may be changed after
the key is created.

4 Enter a value in the Owner Username field to assign a specific owner or leave this value blank to
create a global key. If an owner is listed for the key, then that is the only user who can access the key,
unless you set group permissions. Global keys can be accessed by all users. This value may be
changed after the key is created.

5 Select an Algorithm. For a list of supported algorithms, refer to Appendix B, “Supported Key
Algorithms.”

Some of the algorithms listed above will not be available on FIPS-compliant devices.

6 To make the key deletable by the owner, select Deletable. Deletable global keys are deletable by all
users. This value may be changed after the key is created.

7 To make the key exportable select Exportable. An exportable key can be exported by its owner and by
members of a group with “Export” permission for the key. An exportable global key is exportable by all
users. This value may be changed after the key is created.

You cannot select Versioned Key Bytes when creating a template. To create versioned keys
from a template, you must select this option for each key individually after loading the key properties.

8 Select Template to create a key template based on the values set above.
9 Click Create.

10 Navigate to the Custom Key Attribute Names section of the Key and Policy Configuration page
(Security >> Keys >> Key Options). The KeySecure includes the Contact Information and Object Group
attributes used by KMIP. These attributes cannot be deleted or modified.
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Custom Key Attribute Names Help B
Iterns per page: |10 V:

4 Name Description Type
(® Contact Information [Mone] String
(O Object Group [Mone] String

1-zof2

[ Add | [ Edit | [ Delete |

11 Click Add to create your own key attribute names.

12 Enter the attribute’s Name. Attribute names can contain alphanumeric characters, hyphens,
underscores, and periods. You cannot include whitespaces in the name. In addition, the first character
of the name must be a letter. Maximum length is 255 characters.

13 Enter a Description. This field can contain any printable ASCII characters and spaces, tab, \n and \r.
Maximum length is 4095 characters.

14 Select the Type. Once selected, the type cannot change. Key attributes can be any of the following
data type:
- String
- Integer
- Long Integer
- Big Integer
= Enumeration
- Boolean
- Byte String
- Data/Time
= Interval

Any attribute created through the XML interface is automatically a String.

Each attribute is assigned an index. The index is only visible when queried by a KMIP client.
This index cannot be changed.

15 Click Save. The key attribute can now be associated with a key.

16 Navigate to the template’s Key Properties section. Go to the Keys section (Security >> Keys), select the
template name and click Properties.

17 Click the Permissions tab. Key permissions are granted at the group level. To assign permissions,
there must be local groups defined on the KeySecure. The owner of a key implicitly has permissions to
perform all applicable operations using the key, even if that user belongs to a group for which
permissions are restricted. You cannot set group permissions for global keys, because all users can
access global keys for any applicable operation.
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Group Permissions

Iterns per page: |10 V

4 Group  Encrypt Decrypt Export
O groupl Always Authorization Policy: auth.policy.1 MNever
& group2 Always MNewver Authorization Policy: auth.policy.2

1-zof2

[ Add | [ Edit | [ Delete |

To include authorization policies when assigning permissions, you must first create the policies
you need. For instructions on creating authorization policies, see Chapter 29, “Authorization Policies”.

18 Click Add.

19 Enter a Group. These can be local or LDAP groups, if an LDAP user directory is configured for your
KeySecure.

20 Assign permissions for the available operations, which vary by algorithm:
* AES: Encrypt, Decrypt, Export
* DES: Encrypt, Decrypt, Export
* RC4: Encrypt, Decrypt, Export
* HmacSHA: MAC, MAC Verify, Export
* RSA: Encrypt, Decrypt, Sign, Sign Verify, Export

SEED: Encrypt, Decrypt, Export

You can assign these operations using the following options:
- Never - Members of the group can never perform the operation with the key.
- Always - Members of the group can always perform the operation with the key.

- Authorization Policy - Members of the group can perform the operation with the key according to the
terms of the authorization policy.

Export permissions are only applicable if the key is exportable.
21 Click Save.
22 Click the Custom Attributes tab.
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Custom Attributes Help B
Iterns per page: |10 V

4 Name Index Type Value

1.800.555.121z2

& Contact Information 0 String

Some Group Name

(O Object Group 0 String

O key.attribute.1 0 Integer B
O key.attribute.1 1 Integer 12
O key.attribute.1 2 Integer 67

1-50f5

[ Add | Edit | [ Delete |

23 Click Add. You can assign a maximum of 100 custom attributes. Only one instance of Contact
Information is allowed per key. Each attribute is given an Index. The Index is per attribute, per key.
The first instance of an attribute is given Index 0. The second instance is given Index 1, and so on.
Thus, since there can only be one instance of Contact Information, it will always be Index 0.

24 Select the Name. Only attributes that already exist on the Custom Key Attributes Names section are
available here.

25 Enter a Value. This can be any printable ASCII characters and spaces, tab, \n and \r. Maximum length
is 4096 characters.

26 Click Save.

Now all keys created with this template will share these properties.

There are three supported states for standard keys and certificates, pre-active, active, and deactivated.
For each of these states, there is an associated date of when the key moved into the state.

There is one-way movement through the states. Once a key is activated, it cannot move back to a pre-
active state. Once a key is deactivated, it cannot be activated again.

You can manage standard key states and dates through the Management Console or with KMIP. Use
KMIP to modify certificate states and dates.

|mpor’ran’r! Life Cycle State does not apply to versioned and standard keys used by the NAE-XML
protocol. The procedures described in this section apply to standard keys used by the KMIP protocol only.
Although Life Cycle States are shown in the Management Console, they do not have any effect on NAE-
XML keys. For more information on state support for versioned keys, see “Versioned Keys” on page 145.

KEYSECURE USER GUIDE



Edit the State and Associated Dates for a Key or Certificate

Use the following procedures to modify the state and the dates associated with that state for a standard
key on the Management Console.

1 Log in to the Management Console as an administrator with Keys and Authorization Policies access
control.

2 Navigate to the Keys or Certificates section of the Key and Policy Configuration page.
- To edit states and dates for a key, select Security, and then select Keys.
- To edit states and dates for a certificate, select Security, and then select Certificates.

3 Select a key or certificate and click Properties.

4 Click the Life Cycle tab, as shown below.

g
Il - B

5 In the lower portion of the screen the Life Cycle box appears and shows all the state and date
information for a key. Click either edit button to make modification. After certain options, the edit
buttons might be replaced by save and cancel buttons. If the edit buttons are not visible, click the Life
Cycle tab shown above a second time.

Life Cycle

Cryptographic State:  Active
Creation Date: Thu Sep 18 14:54:21 2013
Activation Date: Thu Sep 19 14:54:21 2013
Process Start Date:  Thu Sep 19 14:54:21 2013
Protect Stop Date:

Deactivation Date:

Compromise Occurrence Date:

Compromise Date:

Revocation Message:

Edit State | Edit Date |

6 If you edit the state, a drop-down box displays all options for that key or certificate. The example
shown below is an active key; the only option is to deactivate it.
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Life Cycle
IDeactivated 'I

Active 1203
Compromised 12013
Thu Sep 19 14:54:21 2013
Thu Sep 19 14:57:00 2013

—
—

Cryptographic State:

Creation Date:
Activation Date:

Process Start Date:
Protect Stop Date:

Deactivation Date:

Compromise Occurrence Date:

Compromise Date:

Revocation Message:

Save | Cancel |

If you change the state to deactivated, the system fills in the deactivation date, as shown below.

Life Cycle

Cryptographic State:

Deactivated

Creation Date:

Thu Sep 19 14:54:21 2013

Activation Date:

Thu Sep 19 14:54:21 2013

Process Start Date:

Thu Sep 19 14:54:21 2013

Protect Stop Date:

Thu Sep 19 14:57:00 2013

Deactivation Date:

Thu Sep 19 14:58:26 2013

Compromise Occurrence Date:

Compromise Date:

Revocation Message:

Edit State |

7 If you edit the date, all editable text boxes appear for all dates that you can change. Enter all new dates
in the format mm/dd/yyyy hh:mm:ss. Be sure to enter the complete time and date. The example
below shows a key with an editable Protect Stop Date and Deactivation Date. A new Protect Stop Date
has been entered. Note that the entry format is different from the display format.

Life Cycle

Active
Thu Sep 19 14:54:21 2013

Cryptographic State:

Creation Date:

Activation Date:

Thu Sep 19 14:54:21 2013

Process Start Date:

Thu Sep 19 14:54:21 2013

Protect Stop Date:

EQHQQDB 14:57:00

Deactivation Date:

—

Compromise Occurrence Date:

Compromise Date:

Revocation Message:

Save | Cancel |

Nofe: If you add a Deactivation Date, the system changes the state to deactivated. Once a key or
certificate is deactivated, you cannot reactivate it again.
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The Import Key section allows you to import clear text keys on KeySecures. Asymmetric keys must be
imported in PEM-encoded ASN.1 DER-encoded PKCS #1 format, and both the public and private keys
must be imported. Symmetric keys must be in Base 16 format.

To import a key:

1 Log in to the Management Console as an administrator with Keys and Authorization Policies access
control.

2 Navigate to the Import Key section on the Key and Policy Configuration page (Security >> Keys).

Import Key Help B

Key Name: |Imporediey]

Template (to copy attributes from): |[None] Load Attributes

Owner Username:  |userl

Algorithm: | AES ™
Deletable:
Exportable:

Key:
192 CEFACF 12 ACSEF95255333C5F3EQRBC

3 Enter a unique key name in the Key Name field. The key name must begin with a letter, it must be
between 1 and 64 characters (inclusive), and it can consist of letters, numbers, underscores, periods,
and hyphens.

4 Enter a value in the Owner Username field to assign a specific owner or leave this value blank to
create a global key. When you import a key through the management console, the existing key
ownership data is not maintained, so any previous ownership must be re-established. If an owner is
listed for the key, then that is the only user who can access the key, unless you set group permissions.
Global keys can be accessed by all users.

5 Select the Algorithm.

6 To make the key deletable (from a non-FIPS-Compliant KeySecure), select Deletable. Deletable
global keys are deletable by all users. This value may be changed later.

7 To make the key exportable, select Exportable. An exportable key can be exported by its owner and
by members of a group with “Export” permission for the key. An exportable global key is exportable by
all users. This value may be changed later.

8 Paste the key bytes in the Key field. Asymmetric keys must be imported in PEM-encoded ASN.1 DER-
encoded PKCS #1 format, and both the public and private keys must be imported. Symmetric keys
must be in Base 16 format, and in the case of DES keys, parity bits must be properly set.
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Important!  The server will not import keys that are known to be weak, such as 64 bit DES. In
addition, the parity bits must be set properly; otherwise, the server returns an error.
9 Click Import.

To download an RSA key:

1 Log in to the Management Console as an administrator with Keys and Authorization Policies access
control.

2 Navigate to the Keys section of the Key and Policy Configuration page (Security >> Keys). Select the
RSA key.

3 Navigate to the Public Key section.

Public Key Help B
Public Key:

————— BEGIN R34 PUELIC EEY

MIGJAOGEACIVE3IG3Z2k1Z2TbEmWECHEOF 502/ hS2RrdRD 7 IPYLvES+FV1cvinHI4VE
PxuFNJSxKEmRI£5Mny18Mx CkScBOXdATkyGGOLYE4 £ xEKDEEnsV+phEVhy4mS L)
kKAR4YSkuJEhtHLO4+L40KW jmUZ MO£ TSNS K HecSTO+ e 2E709gh AgMEAAE=

Download Public Key

4 Click Download Public Key to download the public portion of the RSA key.

WARNING! Exercise extreme caution when deleting keys. If you erroneously delete a key, you cannot

recreate that key. As a result, unless you have a backup of that key, you will not be able to decrypt any
ciphertext created by that key.

To delete a key:

1 Log in to the Management Console as an administrator with Keys and Authorization Policies access
control.

2 Navigate to the Keys section of the Key and Policy Configuration page (Security >> Keys).
3 Select the key and click Delete.

The ability to delete multiple keys at a time is a convenience, but it also introduces risk. To minimize the

risk of unintentionally deleting keys, the multiple key deletion feature allows you to delete no more than 50
keys at once, and then only the keys that are listed on one page: the current Key List page.
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|mpor’rc1n’r! To make sure that ONLY the keys you want to delete appear on one page, you will need to
perform a query. The query must return a list that contains ONLY keys that you want to delete. Before
attempting to delete multiple keys, make sure you can define the query or queries required to identify
exactly the keys that you want to delete. Refer to the instructions for “Create a Key Query”, below.

WARNING! Exercise extreme caution when deleting keys. If you erroneously delete a key, you cannot
recreate that key. As a result, unless you have a backup of that key, you will not be able to decrypt any
ciphertext created by that key. Before deleting keys, creating a backup is strongly recommended.

To delete multiple keys:

1 Log in to the Management Console as an administrator with Keys and Authorization Policies access
control.

2 Navigate to the Keys section of the Key and Policy Configuration page (Security >> Keys).
3 Change the "ltems-per-page" setting to a number greater than the number of Keys you would like to
delete, but not more than 50.
- The Delete Multiple Keys function currently supports the deletion of up to 50 keys at once. Larger
numbers must be deleted in batches.
4 Run a query, as necessary, to list in the current page only the keys you need to delete. (Refer to the
instructions for “Create a Key Query”, below.)

- As a general rule, use the “Save and Run a Query” option. When deleting keys, you want to record
all details pertaining to the procedure.

- The keys displayed on the Key List returned by the query will all be deleted, and only these keys. If
your query returns more keys than fit on a page because of items-per-page constraint, the keys that
don’t appear in the current list are not deleted.

- If you list more keys on a page than you can see on your screen, be sure to scroll through all the
keys in the list to prevent accidental deletions.

5 Click Delete All Keys On Current Page to delete ALL keys currently rendered on the page.
WARNING: Radio button selections are not considered as keys are deleted. ALL listed keys on the
page are deleted, whether selected or not.

 After you click the Delete All Keys... button, a “Confirmation Required” page appears.

6 Click Confirm.
- Deletion of the keys is proven by the appearance of a new, empty Key List corresponding to the
query you just performed, and also a note saying, “Keys deleted.”
7 Clear the query list by selecting “All” from the drop-down Query list and clicking Run Query.
- The current list of keys (not deleted) appears.

To delete many keys, you may need to repeat the process of querying and deleting.

In the extremely unlikely event that an error were to occur during key deletion (due to failure of a
local program, for example), the deletions completed prior to the failure would remain deleted. (No rollback
occurs.) The error log can confirm details and assist in troubleshooting.
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Be aware that deleting many keys stresses the network and may slow traffic, especially during
replication in a clustered environment. Traffic may slow more if the nodes in the cluster are widely
distributed in a global network. In such scenarios, you can avoid the situation by performing a manual
synchronization instead. In the Console, see Device >> Cluster, refer to the topic titled “Synchronize with a
Cluster Member”. Use the Synchronize With button to perform a manual synchronization.

A key query enables you to view a subset of the keys that exist on the KeySecure. You can create new
queries, run saved queries, and modify queries.

To create a query:

1 Log in to the Management Console as an administrator with Keys and Authorization Policies access
control.

2 Navigate to the Queries section of the Key and Policy Configuration page (Security >> Keys >> Query
Keys). This section enables you to create very specific queries using multiple and/or statements and
using the results of other saved queries. You can also tailor your query to show specific columns.

Create Query Helr B
Query Name: |Created_After_Jan_01 (required anly if saving quens)
Description: | keys and key wersions created after jan 01 (optional)
Creation Date V Starting V 2011-01-01  pene-mmeddd
Choose Keys Where: And | Any Key Version Date V Starting V 2011-0141 Bnan-mm-dd)
And
%4 Key Name Algarithm Custom Attributes:
Oruimer Object Type Contact Information
Exportable Wersioned Key key.attribute.1
Columns Shown: Object Graup
Deletable
Certificate
Creation Date

[ Sawve and Run Query ] [ Sawve Query ] [ Fun Query without Sawving ]

3 Enter the Query Name. This field is only required if you will save the query. You can run a query
without saving, but you can only save a query before running it.

4 Enter a Description of the query.

5 Use the Choose Keys Where field in combination with the AND and OR buttons to create your own
query. You can query on key metadata, combine query strings, and use the results of previously saved
queries.
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6 Select the Columns Shown in the query results.

7 Select one of the following:
- Save and Run Query - save and execute the query.
- Save Query - save the query without executing.

- Run Query without Saving - execute the query without saving. The results will show the Query
Name as Unnamed Query. You can navigate away from the Keys sections and still reapply the
Unnamed Query, however, the Management Console will only store one Unnamed Query at a time.
Old unnamed queries are forgotten.

Saved queries appear in the Saved Queries section. They can be run, copied, deleted, and modified. Click
the Modify button in the Saved Queries section and then alter the Query Name, Description, Selection
Criteria, and the Columns Shown fields.

Saved Queries

Filtered by | ---- V where value | containg V
Iterns per page: | 10 |w|
4 Query Name Description
@ [Al] Built-in guery that displays all keys. Column names shown may be modified.
(O Created_After_Jan_01 keys and key versions created after jan 01

[ Modify ” Delete ” Copy ” Fun ]

You cannot greatly modify the built-in query [All]. The KeySecure will only permit you to change the
Columns Shown values.

Cloning a key involves assigning the key bytes and key metadata from an existing key to a new key. You
can choose to copy or ignore the existing group permissions and custom attributes. You can use this
feature to create a versioned key from a non-versioned key.

To clone a key:

1 Log in to the Management Console as an administrator with Keys and Authorization Policies access
control.

2 Navigate to the Clone Key section of the Key and Policy Configuration page (Security >> Keys >>
Create Keys).

Clone Key Help B

New Key Name: |aesnew

Key Cloned From: |aes.old

O Copy from ariginal key

Key Bytes:
ik ® Create versioned key bytes from non-versioned key

Copy Group Permissions:
Copy Custom Attributes:

Clone
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3 Enter the New Key Name. The name must begin with a letter, is must be between 1 and 64 characters
(inclusive), and it can consist of letters, numbers, underscores, periods, and hyphens.

4 Enter the old key name in the Key Cloned From field. This is the key that will be copied.

5 Choose an option for the Key Bytes field:
- Copy from original key - clones a standard key

- Create versioned key bytes from non-versioned key - creates a new versioned key based on a
standard key.

In both cases, the new key will have the same metadata and key bytes as the cloned key.
6 Select Copy Group Permissions to copy the group permissions from the existing key.
7 Select Copy Custom Attributes to copy the custom attributes from the existing key.

8 Click Clone to create a new copy of the key.

The Application Specific Information attribute is used to store data which is specific to the applications
using the key. The attribute is stored as a pair containing an Application Name Space and the Application
Data. The following examples of Application Name Space and Application Data pairs are given in the KMIP
Usage Guide.

Application Namespace  Application Data

SMIME someuser@company.com
TLS some.domain.name
Volume Ildentification 123343434

File Name secret.doc

1 Click Keys and then, click the name of an existing key.
2 Click the Attributes tab.

The Application Specific Information displays near the top of the window in the format shown below.

Application Specific Information

Filtered by |---- |Z| where value | contains |Z| Set Filter
Items per page: |10 |Z|
4 Index Application Namespace Application Data
@ 0 TLS some.domain.name
® 1 File Name secret.doc

1-20of2
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If there is existing Application Specific Information, it is listed. You can modify the information or the view as
follows.

* To limit the information displayed, enter any desired filter information and click Set Filter.

* To change the information, use the Add, Edit, or Delete buttons, as needed.
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HSM Configuration

HSM configuration information applies only to the KeySecure k460 hardware appliances. These
appliances utilize the FIPS 140-2 Level 3 capabilities of the embedded SafeNet Luna HSM card.

You initialize the HSM as part of the KeySecure setup. This is documented in the KeySecure Quick Start
Guide.

The KeySecure uses a SafeNet HSM card to store the key encryption keys used to create keys and
certificates on the KeySecure. You must initialize the HSM card as part of the KeySecure initialization or
you will not be in FIPS mode and therefore not in FIPS compliance.

The management console offers you the option of viewing the HSM status.

The HSM card requires the Pin Entry Device (PED) and at least three iKeys (USB tokens). If you initialize
the HSM as part of the KeySecure setup (documented in the KeySecure Quick Start Guide) you can
configure the remote PED after the set up is completed; remote PED configuration is documented in this
chapter.

The HSM auto-activation feature governs the behavior of the HSM in the event of a reboot. If the
KeySecure was powered off for less than 2 hours, the KeySecure remembers if the HSM was activated.
Upon reboot, the HSM will be restored to activation status. If the KeySecure was powered off for more than
2 hours, the black Crypto User iKey must be used to reactivate the HSM.

Use the HSM Initialization section to check the status of the HSM.
To view the HSM status:
1 Log in to the Management Console.

2 Navigate to the HSM Configuration page (Device >> Device Configuration >> HSM).

HSM Initialization

HSM Status: |Initialized
HSM Partition Password:

Crypto User Status:  Logged In

3 View the HSM Status field.
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4 View the Crypto User Status field. (This field is only visible after HSM initialization is complete.) If the
KeySecure has been without electrical power for more than 2 hours, the crypto user is automatically
logged out. The Crypto User must be logged in for the KeySecure to be able to perform its key
management duties.

To log in the crypto user, enter the hsm login crypto user command at the Command Line
Interface.

DemoBox (config)# hsm login crypto user
Luna PED operation required for crypto user login on HSM - use User or
Partition Owner (black) PED key.

The PED displays the following text:
USER LOGIN...
Insert a USER / Partition Owner PED Key. Press ENTER.

a Insert the black Crypto User iKey and press Enter.

USER LOGIN...
Enter PED PIN.

b Enter the PIN for the black Crypto User iKey and press Enter.
The KeySecure CLI displays the following message:

Crypto user successful logged into the HSM

The PED can be configured for either local or remote mode. Local mode is used when the PED is
connected directly to the KeySecure. Remote mode is used when the PED is connected to the KeySecure
by way of a Windows PC running the PED server software. Remote mode is not available for the
KeySecure installation. It is only available after the HSM has been initialized.

The instructions below use the terms Local PED and Remote PED. The Remote PED Kit, which is ordered
separately from the KeySecure, includes the additional cabling and a software CD needed to setup and
configure the remote device. The Local PED is local to the KeySecure, and is needed to configure the
orange Remote iKey.

Use the Remote PED Configuration section of the Management Console to configure the remote PED.

You will also need to configure a Windows XP client (either 32- or 64-bit) on which the Remote PED can
run. This involves installing the device driver and the PED Server executable file on either a Windows 7 or
Windows XP client - the driver installation differs for each client.

The remote PED software is not supported on Windows Vista.

To install the Remote PED device driver and software on Windows 7:
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1 Insert the SafeNet Remote PED CD into the Windows PC CD-ROM drive.

2 Configure the power cable for your environment and connect the power cable to the Remote PED and
the power supply.

3 Connect the Remote PED to the Windows 7 device. The Windows “Found New Hardware Wizard” will
start, but fail to install the device driver.

4 Run Device Manager (Computer > Properties).
5 Select Luna PED under the System devices heading.
6 Right click, select Properties and select Update Driver.

7 Guide the wizard to the CD’s USB Driver folder (D:\USBDriver). Select the LunaPED_/inf file and click
Open.

8 Click OK.
9 Click Next. The wizard installs the software.
10 Click Finish.
11 Copy D:\Windows\PedServer.exe to the Windows PC. You need this file to start the PED server.
To install the Remote PED device driver and software on Windows XP:
1 Insert the SafeNet Remote PED CD into the Windows PC CD-ROM drive.

2 Configure the power cable for your environment and connect the power cable to the Remote PED and
the power supply.

3 Connect the Remote PED to the Windows XP device. The Windows “Found New Hardware Wizard”
will start.

4 Click Yes, this time only in the Welcome Menu. Click Next.

5 Select Install from a list or specific location (Advanced). Click Next.
6 Select Don’t search, | will choose the driver to install. Click Next.

7 Click Have Disk....

8 Guide the wizard to the CD’s USB Driver folder (D:\USBDriver). Select the LunaPED_/inf file and click
Open.

9 Click OK.
10 Click Next. The wizard installs the software.
11 Click Finish.
12 Copy D:\Windows\PedServer.exe to the Windows PC. You need this file to start the PED server.

To configure remote mode:
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1 Be sure that the Local PED is connected to the KeySecure, as was needed during the installation.
2 Login to the KeySecure CLI as an administrator (e.g., admin).
3 Type config to enter configuration mode.

4 Execute the hsm remote ped init command. The Security Officer must be logged in to execute
this command. Use the blue Security Officer iKey to log in the Security Officer.

DemoBox (config)# hsm remote ped init
Luna PED operation required to initialize remote PED key vector - use orange

PED key (s) .

5 Insert the RPK/Remote (orange) iKey into the Local PED. The Local PED display and the
corresponding actions are shown below:

SETTING RPV...
Would you like to reuse an existing keyset? (Y/N)

a Press No.

SETTING RPV...
M value? (1-16)
>01

b Press 1 and press Enter.

SETTING RPV...
N value? (M-16)
>01

¢ Press 1 and press Enter.

SETTING RPV...
Insert a RPK / Remote PED Key. Press ENTER.

d Insert the RPK/Remote (orange) iKey and press Enter.

SETTING RPV...
Enter new PED PIN:

Enter a PIN value.

o

SETTING RPV...
Confirm new PED PIN:

=

Confirm the same PIN value.

SETTING RPV...
Are you duplicating this keyset? (Y/N)

g Press No.

Ped Client Version 1.0.5 (10005)
Ped Client launched in shutdown mode.
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Shutdown passed.
6 Take out the RPK/Remote (orange) iKey.
7 Configure the PED server:

C:>PedServer.exe -m config -create

Ped Server Version 1.0.5 (10005)
Ped Server launched in configuration mode.
Configuration command passed.

8 Start the remote PED server:

C:>PedServer.exe -m start

Ped Server Version 1.0.5 (10005)

Ped Server launched in startup mode.

Starting background process

Background process started

Ped Server Process created, exiting this process.

9 View the server status:

C:>PedServer.exe -m show

Ped Server Version 1.0.5 (10005)
Ped Server launched in status mode.

Server Information:

Hostname: DemoClient
IP: 172.17.66.233
Firmware Version: 0.0.0-0
PedII Protocol Version: 0.0.0-0
Software Version: 1.0.5 (10005)
Ped2 Connection Status: Disconnected
Ped2 RPK Count 0
Ped2 RPK Serial Numbers (none)
Client Information: Not Available
Operating Information:
Server Port: 1503
External Server Interface: Yes
Admin Port: 1502
External Admin Interface: No
Server Up Time: 91 (secs)
Server Idle Time: 91 (secs) (100%)
Idle Timeout Value: 1800 (secs)
Current Connection Time: 0 (secs)
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Current Connection Idle Time: 0 (secs)
Current Connection Total Idle Time: 0 (secs) (100%)
Total Connection Time: 0 (secs)
Total Connection Idle Time: 0 (secs) (100%)

Show command passed.
10 Record the Server IP and Server Port values.
11 Press < on the Remote PED to access the mode selection screen.
12 Press 7 for Remote PED mode.
13 Log in to the Management Console.

14 Navigate to the HSM Configuration page (Device >> Device Configuration >> HSM).

Remote PED Configuration

Remote PED Vector Status:  Initialized
Remote PED IP:  Mone
Remote PED Port:  Mone

[ Edit | [ Initialize Vectar |
15 Click Edit.
16 Enter the Remote PED IP and the Remote PED Port.
17 Click Save.

18 Click Connect. To connect to the Remote PED.

19 Insert the RPK/Remote (orange) iKey into the Remote PED. The Remote PED display and the
corresponding actions are shown below:

COMPUTE SESSION KEY...
Insert a RPK / Remote PED Key. Press ENTER.

a Insert the RPK/Remote (orange) iKey and press Enter.

COMPUTE SESSION KEY...
Enter PED PIN.

b Enter the PIN for the RPK/Remote (orange) iKey and press Enter.

The Management Console will show that you have successfully connected to the Remote PED. You
can now use the Remote PED.

You have 480 seconds in which to insert the orange Remote PED iKey and enter the PED PIN.
If this is not completed in time, the connection will fail and you must repeat steps 21 and 22.

In the event of a power outage or system reboot, you must reconnect the remote PED by either
repeating steps 16 through 22 above, or by running the hsm remote ped connect command from the
KeySecure CLI.
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To test the Remote PED, you will need the black Crypto User iKey.
1 From the KeySecure CLI, deactivate and reactivate the HSM.

DemoBox (config)# hsm deactivate

‘partition deactivate’ successful.

DemoBox (config)# hsm activate

Luna PED operation required to activate partition on HSM - use User
or Partition Owner (black) PED key.

At this point, the Remote PED will prompt for the black Crypto User iKey - also referred to as the
Partition Owner PED key. Insert the key and enter the PED PIN. This should successfully reactivate
the HSM card.

To activate the HSM Card, you must log in as the Crypto User. This is requested (and required) as part of
the HSM initialization process, but there are other scenarios in which this will be needed.

* HSM card deactivated for less than 2 hours:

This can happen because of a power outage, scheduled system downtime, or because an admin ran
the “hsm deactivate” command from the CLI. To reactivate the HSM, simply run the “hsm login crypto
user” command from the CLI.

* HSM card deactivated for more than 2 hours:

Again, this can happen because of a power outage, scheduled system downtime, or because an
admin ran the “hsm deactivate” command from the CLI. In this case, running the “hsm login crypto
user” command will require that the crypto user iKey (black) be inserted in a PED; a Remote PED can
be used if available and already configured, or a Local PED can be used.

After a power outage, you will need to run the hsm remote ped connect command to re-
establish the Remote PED’s connection with the HSM.

Secure key caching improves performance by providing faster access to the key, while maintaining data
security. In SafeNet test environments, some key management operations ran 2 -3 times faster when key
caching was enabled.

You can enable and disable secure key caching by using CLI commands as described below.

Secure key caching is available on KeySecure 460 with K6. The two related CLI commands, hsm
enable secure-key-cache and hsm disable secure-key-cache, can be used with the
KeySecure 460 platform.
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Secure key caching stores the HSM master keys in the process memory of internal servers. To ensure
security, these keys are obfuscated, and they are never swapped to disk. On a KeySecure, only the HSM
keys that are specific to KeySecure VM are cached; SSKM VM keys are not.

You do not violate FIPS requirements by enabling secure-key-caching.

The secure key caching settings are not replicated across a cluster; you must enable or disable
secure key caching by using the CLI command for each node in the cluster, as needed.

Note the following characteristics regarding secure-key-caching:
* For this command to work, the crypto user must be logged in.

* Even though the master keys are cached, the master keys are not available for use when the crypto
user is logged out. So, the system behavior is the same as without secure key caching.

* When a box is freshly imaged, it will start with secure-key-caching disabled by default.
* The secure-key-caching configuration is not maintained by Backup or Restore capabilities.
You can discover the current state of the secure-key-cache by using show hsm status. For example:

DemoBox# show hsm status
HSM Status: Initialized

Crypto-user logged in: yes
HSM secure-key-cache: Enabled

There are two secure key caching commands, enable and disable, which are explained below, For general
information about secure key caching, see the introduction above.

start applying the key-caching functions

When you run the this command, the response tells you if it failed or succeeded, or if it is already in the
state requested by the command. For example:

Here is confirmation of a successful use of enable secure-key-cache:
DemoBox# hsm enable secure-key-cache

Successfully enabled HSM secure-key-cache.

Here is the result when secure-key-caching is already enabled:
DemoBox# hsm enable secure-key-cache

HSM secure-key-cache is already enabled.

stop the key-caching functions

When you run the this command, the response tells you if it failed or succeeded, or if it is already in the
state requested by the command. For example:
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Here is confirmation of a successful use of disable secure-key-cache:
DemoBox# hsm disable secure-key-cache

Successfully disabled HSM secure-key-cache.

Here is the result when secure-key-caching is already disabled:
DemoBox# hsm disable secure-key-cache

HSM secure-key-cache is already disabled.

At some time you may want to duplicate iKeys. The PED display avails this opportunity when you configure
the iKeys during the HSM initialization, but we recommend duplicating iKeys after the initialization process
is complete and its success has been confirmed.

Duplicating iKeys requires:

* The iKey - the original key that will be duplicated. You should demarcate this original key so that its
uniqueness is obvious. Do not overwrite the original! Overwriting the original iKey would be very
unfortunate; to recover, you need to repeat whichever process was required to create the iKey. For the
orange Remote PED iKey, this process is relatively simple. For the black User iKey, blue SO/HSM
Admin iKey, and the red Domain iKey, however, you must re-initialize the HSM, which requires you to
restore the KeySecure to its initial factory settings. This requires the guidance of SafeNet Technical
Support. So, be cautious.

* The PED - configured to operate in either local or remote mode

* Extra iKeys - the iKeys that will become duplicates of the original.
To duplicate an iKey:

1 Insert the working iKey into the PED.

2 Press < to exit the current mode.

3 Press 4 to enter Admin mode.

4 Press 1 to enter PED Key mode.

5 Insert the original iKey - the iKey that will be duplicated.

6 Press 1 to Login.

7 Press 7 to Duplicate.

8 Insert the target iKey and Press Enter.

9 Follow the PED prompts. Make additional duplicates if desired.

For example, to make one duplicate of the black User iKey while using the remote PED:
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1 Remove any iKey from the PED.

2 Select < to exit Remote PED mode. The PED will warn you that exiting will invalidate the orange
Remote PED iKey. As long as you have physical access to this orange iKey, there is no need to be
alarmed. You'll reinsert that iKey later to return to Remote mode. Press Yes.

3 Press 4 to enter Admin mode.
4 Press 1 to enter PED Key mode.
5 Insert the original iKey you want to duplicate. In this example, it's the black User iKey.
6 Press 1 to Login.
7 Press 7 to Duplicate.
8 Insert the target iKey. This is a blank black User iKey - or at least an iKey you want to overwrite.
9 Press Enter.
If you are overwriting an existing iKey, the PED will warn you before doing so.

The duplicate is now created. Remove it an press Enter. For this example, decline the offer to make
another duplicate.

10 Return to Remote PED Mode. (Press < twice and then 7).
To test the new black User iKey, you will deactivate and then activate the HSM.
11 Log on to the KeySecure Command Line Interface as an administrator.
12 Type config to enter configuration mode.
13 Run hsm deactivate to deactivate the HSM card.
14 Run hsm activate to activate the HSM card. Activating the card requires the black User iKey.

15 Since this example uses the Remote PED, you must validate the orange Remote PED iKey. Insert the
orange iKey and press Enter.

16 Enter the PED PIN.

17 Once the orange iKey is validated, you must enter the black User iKey to activate the HSM. Insert the
new black iKey and press Enter.

18 Enter the PED PIN.
The KeySecure Command Line Interface should now indicate that the hsm activation was successful.

To test a duplicate orange Remote PED iKey, follow the procedure above, but insert the original orange
iKey in step 5 and the target orange iKey in step 8. Use the new orange iKey in steps 11 through 18 to
check that it works correctly.

To test a duplicate blue SO/HSM Admin iKey, substitute the hsm logout security officer and hsm
login security officer commands instead of the hsm deactivate and hsm activate
commands shown in steps 13 and 14.

KEYSECURE USER GUIDE



Authorization Policies

An authorization policy enables you to limit how a user group may use a key. On the KeySecure you
implement an authorization policy when establishing a key’s group permissions. The policies are applied to
a key separately for each group; groups that share a key do not necessarily share the same authorization
policy.

|mpor’ran’r! Authorization Policies are an alternative to management by key Life Cycle. Do not use
Authorization Policies in conjunction with Life Cycle Management.

Authorization policies define two kinds of limits:

* Rate Limits: The number of operations (per hour) that members of the group can perform. The default
is unlimited operations. If a user attempts to perform an operation and has exceeded the rate limit, an
error is returned and the connection is closed.

Rate limiting is done on a per-user basis, not on a per-group basis. If the limit is 500
operations, each user in the group can perform 500 operations with the key.

The Key Server starts keeping track of the number of operations performed by a user as soon as that
user makes a request to the server. Once the clock is running, the user has a one hour time period in
which to perform no more than the number of operations specified in the Maximum Operations per
Hour field. Should you change the limit for a particular policy, those changes are recognized
immediately.

The following example illustrates the point: The rate limit for Key1 is 100 operations per hour.
- At 11:00 AM, User1 logs in and begins making requests using the Key1.

- At 11:30 AM, User1 has used 50 operations with Key1.

- At 11:31 AM, the administrator changes the rate limit for Key1 to 150 operations per hour.
- User1 can make only 100 more requests between 11:31 AM and 11:59 AM

Likewise, if the limit was lowered to 75, User1 would only be allowed to make 25 more requests.

* Time Limits: The hours or days in which members of the group can perform operations. The default is
unlimited access. If a member of a restricted group attempts to use the key outside of the designated
time, an error is returned and the connection is closed.

A usage period is an uninterrupted time span, during which the authorization policy applies. A usage
period can span multiple days with a maximum of 7 days (e.g. from Monday 12:00 AM to Sunday
11:59 PM.) A usage period can have only one start day and time and one end day and time. To
establish a daily usage period of 9 AM to 5 PM, you must define a usage period for each day of the
week.

If the start day and the end day are the same, and the end time precedes the start time, the
authorization policy applies at all times except those between the end time and the start time on that
day.
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For example, if the start day and time are Monday 13:00 (1 PM) and the end day and time are Monday
08:00 (8 AM), then operations are allowed from 1 PM Monday until 8 AM the following Monday.

Once an authorization policy is defined it is associated with a key and a group through the Group
Permissions section in the Management Console. Individual keys can be associated with multiple groups
which may in turn have differing or conflicting authorization policies. In this case, the server chooses the
least restrictive authorization policy available (the most operations per hour for the current time of day).

By default, no authorization policies are assigned to any group.

Authorization policies cannot be applied to global keys or to certificates. Key owners are not
subject to policy restrictions.

To create an authorization policy:

1 Log in to the Management Console as an administrator with Keys and Authorization Policies access
control.

2 Navigate to the Authorization Policies section of the Authorization Policy Configuration page (Security
>> Authorization Policies).

Authorization Policies

Filtered by | ---- V where value | containg V Set Filter

Iterns per page: |10 V

4 Policy Name
& auth.policy.1
(O auth.policy.2

1-zof2

[ Add ” Delete ” Froperies ]

3 Click Add.

4 Enter a Policy Name.
5 Click Save.

6 Select the Policy to access the Authorization Policy Configuration page.

Authorization Policy Properties

Policy Name: auth.policy.1

Maximum Operations per Hour: 100

7 Click Edit to establish a rate limit using the Maximum Operations per Hour field. By default, policies
can perform unlimited operations. The valid range of operations is 1 to 500,000,000.

8 Click Save.
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9 Click Add to establish a time limit using the Start Day, Start Time, End Day, and End Time fields. A
usage period can span up to 7 days of the week or any portion of those days.

Authorized Usage Periods

Iterns per page:

Start Day Start Time End Day End Time
O Monday 09:00 (3:00 arm) Monday 17:00 (5:00 prm)
@ Tuesday 09:00 (3:00 arm) Monday 17:00 (5:00 prm)

1-zof2

[ Edit |[ Add | [ Delete |

10 Click Save. Repeat this step to set multiple usage periods.

Deleting an Authorization Policy

To delete an authorization policy:

1 Log in to the Management Console as an administrator with Keys and Authorization Policies access
control.

2 Navigate to the Authorization Policies section of the Authorization Policy Configuration page (Security
>> Authorization Policies).

3 Select a Policy Name and click Delete.
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Local Users and Groups

A user directory contains a list of users that may access the keys on your Key Server, and a list of groups
to which those users belong. The Key Server can use one of two user directories:

* A local user directory, where users and groups are defined only on the local device and are not
available to any other KeySecure.

* A central server running the Lightweight Directory Access Protocol (LDAP), which enables all devices
to access the same set of users and groups. If you have several KeySecures in use, LDAP can greatly
simplify user and group administration.

The Key Server can either use local user and group authentication or LDAP authentication; it cannot use
both at the same time. You can define which authentication method your Key Server uses on the Network-
Attached Encryption Server Configuration page in the section Key Server Authentication Settings. See
“Configure the User Directory Settings” on page 19 for more details.

When you configure the Key Server to use an LDAP user directory instead of the local user directory (or
vice versa), or if you change the LDAP server settings to point to a different user directory, existing key
permissions and database user mappings become invalid if the user and group names no longer exist in
the new user directory. However, if a user or group name appears in both the old and new directories, the
new user or group inherits the key permissions and database user mappings from the old user or group.

For more information about LDAP users, see Chapter 32, “LDAP User & Groups”.

To create a local user:
1 Log in to the Management Console as an administrator with Users, Groups, and LDAP access control.

2 Navigate to the Local Users section of the User & Group Configuration page (Security >> Local Users &
Groups).

Local Users

Filtered by | ---- V where value | containg V
Iterns per page: |10 V
4 Username Password User Administration Permission Change Password Permission User Type
O local R g g local
O test e & & local
& xml_user - g g local

1-30of3

[ Edit |[ Add | [ Delete | [ Properties |

3 Click Add.
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4 Enter a Username. The Username must begin with a letter, it must be between 1 and 64 characters
(inclusive), and it can consist of letters, numbers, underscores, periods, and hyphens. Once saved,
you cannot change the Username.

5 Enter a Password. The requirements for the local user password depend on your Password
Management Settings. For information on password requirements, refer to Chapter 16, “Password
Management”. The maximum password length is 256 characters and it cannot contain the less than
character (<).

The passwords displayed on the Local Users section are masked with eight asterisks (*). When
changing the password, clear this field before entering the new password. If you do not clear this field,
the asterisks become a part of the new password.

6 Select User Administration Permission to give this user the ability to create, modify, and delete
users and groups via the XML interface. Users with this feature enabled automatically have the
Change Password Permission.

Important!  You should be extremely cautious in assigning the User Administration Permission.
Its use should be reserved for situations where you want to perform user administration
programmatically using the XML interface of the Key Server (as opposed to the Management
Console). In such deployments, the User Administration Permission should be given to a very
small number of users. Most users should not be given this permission.

7 Select Change Password Permission to give this user the ability to change his or her own password
via the XML interface.

8 Click Save. The User Type field will automatically populate with the value local. The remainder of
these instructions describe how to create custom attributes, which are not required.

9 Select the Username and click Properties.

10 Select the Custom Attributes tab.

Custom Attributes

Filtered by | ---- V where value | containg V Set Filter
Iterns per page: |10 V
Attribute A
r's Name Attribute Value
Somwe Value
(& user.attribute.1

1-1of1

[ Edit |[ Add | [ Delete |

11 Click Add.

12 Enter an Attribute Name. The name can contain alphanumeric characters, hyphens, underscores,
and periods. You cannot include whitespace in the name. In addition, the first character of the name
must be a letter. The maximum length is 64 characters.
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13 Enter an Attribute Value. Enter the value of the attribute. This can contain any printable ASCII
characters and spaces, tabs, \n and \r. The maximum length is 1000 characters.

14 Click Save.

Creating a Local Group

To create a local group:
1 Log in to the Management Console as an administrator with Users, Groups, and LDAP access control.

2 Navigate to the Local Groups section of the User & Group Configuration page (Security >> Local Users
& Groups).

Local Groups

Filtered by | ---- M where value | containg M Set Filter

Iterns per page: |10 M

4 Group
® groupl
O group2
O group3

1-30of3

[ Add ” Delete ” Froperties

3 Click Add.

4 Enter a name in the Group field.
5 Click Save. You can now add users to the group.

6 Select the Group on the Local Groups section to access the User List.

User List

Filtered by | ---- M where value | containg M Set Filter

Iterns per page: |10 M
4 Username

O million

O user

& wersioned

1-30of3

7 Click Add and enter a local user in the Username field. Click ALT-[down arrow] to see a list of
available local users.

8 Click Save.
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To remove a user from a group:
1 Log in to the Management Console as an administrator with Users, Groups, and LDAP access control.

2 Navigate to the Local Groups section of the User & Group Configuration page (Security >> Local Users
& Groups).

3 Select a Group and click Properties or click the group name to access the User List section.

4 Select the Username and click Delete.

When deleting users, the system does not check to see if that user has been mapped to a database user.
All database users mapped to the user being deleted lose all privileges associated with that user. In such a
scenario, the database users lose access to the keys, which means that those users cannot encrypt or
decrypt data.

If you discover that you erroneously deleted a user, you can recreate that user. After recreating the user,
you must manually add that user to any groups to which it belonged before it was deleted.

To delete a user:
1 Log in to the Management Console as an administrator with Users, Groups, and LDAP access control.

2 Navigate to the Local Users section of the User & Group Configuration page (Security >> Local Users &
Groups).

3 Select the Username and click Delete.

You cannot delete a user if it is a key owner.

To delete a group:
1 Log in to the Management Console as an administrator with Users, Groups, and LDAP access control.

2 Navigate to the Local Groups section of the User & Group Configuration page (Security >> Local Users
& Groups).

3 Select the Group and click Delete.
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LDAP Server

Lightweight Directory Access Protocol (LDAP) is a protocol that allows you to enable authentication of your
Key Server based on a central directory of users, rather than the local users and groups defined on each
device. To use LDAP with the Key Server, you need an LDAP server available such as MS Active
Directory, Netscape Directory Server or OpenLDAP. You should also be familiar with the schema defined
by that server.

If you set up the Key Server to use LDAP for users and groups, those users and groups are case-
insensitive. For example, a user ID of JohnSmith can also be used throughout the system as
johnsmith. This is different from most other parts of the system where upper and lower case are treated
differently.

Passwords for both local users and LDAP users must not contain the less than character (<).

To set up the LDAP user directory:
1 Log in to the Management Console as an administrator with Users, Groups, and LDAP access control.

2 Navigate to the User Directory Settings section of the Cryptographic Key Server Configuration page
(Device >> Key Server).

User Directory Settings Help B

| User Directory: LDAP |

3 Click Edit. Select LDAP and click Save.

4 Navigate to the LDAP User Directory Properties section of the LDAP Server Configuration page
(Security >> LDAP >> LDAP Server).

LDAP User Directory Properties

Hostname or IP Address: |asterix.company.com
Port:

Use SSL:

636

Trusted CA List Profile:
Timeout {sec):
Bind DN:

Bind Password:

Default V
3
cn=Administrator, o=company

Sawve Cancel
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5 Click Edit.

6 Enter the Hostname or IP Address and Port of the primary LDAP server. LDAP servers typically use
port 389. For SSL connections, LDAP servers typically use port 636.

7 Select Use SSL to enable SSL. By default, the KeySecure connects directly to the LDAP server over
TCP.

8 If using SSL, enter the Trusted Certificate Authority. The CA will verify that the server certificate
presented by LDAP servers are signed by a CA trusted by the KeySecure.

9 Enter a value in the Timeout field. This is the number of seconds to wait for the LDAP server during
connections and searches. If the connection times out, the authorization fails.

10 Enter the Bind DN (distinguished name) used to bind to the server. The device will bind using these
credentials to perform searches for users and groups. If your LDAP server supports anonymous
searches, you may leave this field and the Blind Password field empty.

11 Click Save.
12 Click LDAP Test to test the connection.

13 Set up the LDAP Schema using the LDAP Schema Properties section (Security >> LDAP >> LDAP
Server).

LDAP Schema Properties Help B

User Base DN:  o=company
User ID Attribute: cn

User List Filter:  (objectClass=organizationalPerson)
Group Base DN:  o=company
Group ID Attribute:  cn
Group List Filter:  {objectClass=groupofilames)
Group Member Attribute:  mermber
Group Member Attribute Format:  User DN

Search Scope: Subtree

14 Click Edit.

15 Enter the values for your LDAP schema.
- User Base DN - the base distinguished name (DN) from which to begin the search for usernames.

- User ID Attribute - the attribute type for the user on which to search. The attribute type you choose
must result in globally unique users.

- User List Filter - used for narrowing the search within the object class. For example:
(& (objectClass=user) (objectCategory=person))
To specify all, use: (objectclass=*)

- Group Base DN - The base DN from which to begin the search for groups.
- Group ID Attribute - The attribute type for the group on which to search.
- Group List Filter - The search filter for groups. For example: (objectClass=group)
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- Group Member Attribute - The attribute that is used to search for a user within a group, for
example, member. The format of the Group Member Attribute may be a user ID or a DN and is
determined by the next setting.

- Group Member Attribute Format - either Used ID or User DN.

- Search Scope - determines how deep within the LDAP user directory the Key Server searches for a
user or group.

* One Level: search only the children of the base node

e Subtree: search all the descendents of the base node. Depending on the size of your LDAP
directory, this can be very inefficient.

The LDAP protocol supports four search scopes: base, onelevel, subtree and children. The Key
Server allows you to specify only onelevel and subtree at this time. You should note that subtree
includes base and children, so by specifying subtree, the search scope includes subtree, base,
and children.

16 Click Save.

17 Set up the LDAP failover server using the LDAP Failover Server Properties section of the LDAP Server
Configuration page (Security >> LDAP >> LDAP Server). When the primary LDAP server is down, the
KeySecure shifts to the failover server and periodically retries the main server to see if it have become
accessible again.

LDAP Failover Server Properties

Failover Hostname or IP Address:  asterix.company.com
Failover Port: 359

[ Edit |[ Clear |[ LDAP Test |

18 Click Edit.

19 Enter the Failover Server IP or Hosthame and Failover Server Port.
20 Click Save.
21 Click LDAP Test to test the connection.

When the LDAP server is configured, the available users and groups will be visible on the LDAP Users and
LDAP Groups sections (Security >> LDAP >> LDAP Users & Groups)
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Chapter 32

LDAP User & Groups

The LDAP User & Group Configuration page enables you to view the users and groups for the server as
defined by the LDAP directory. You can only view the users and groups on this page; users and groups are
created, modified, and removed on the LDAP server itself.

View LDAP Users

To view LDAP users:
1 Log in to the Management Console as an administrator with Users, Groups, and LDAP access control.

2 Navigate to the LDAP User & Group Configuration page (Security >> LDAP >> LDAP Users & Groups).

LDAP Users Help B

Itemns per page: |10 || | Submit | Page 1 of 213 Go  Next =

admin

backup-ingrian
bin
East101

1-10of 2128 Next =

3 View the list of users. These users are created, modified, and removed on your LDAP server.

View LDAP Groups

To view LDAP groups:
1 Log in to the Management Console as an administrator with Users, Groups, and LDAP access control.

2 Navigate to the LDAP User & Group Configuration page (Security >> LDAP >> LDAP Users & Groups).

LDAP Groups Help B

Itemns per page: |10 || | Submit | Page |1 of 2| Go Next =

Group
« EastSalesGroup

' EnagineeringGroup

_ group with spaces

' MorthSalesGroup

1-10of 14 Next =

3 View the list of groups. These groups are created, modified, and removed on your LDAP server.

4 Click the group name to access the User List section and view the group members.
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View LDAP Group Members

To view LDAP groups:

1 Log in to the Management Console as an administrator with Users, Groups, and LDAP access control.

2 Navigate to the LDAP User & Group Configuration page (Security >> LDAP >> LDAP Users & Groups).
3 Select a group name.

Items per page: |10 |»| | Submit |Page |1 of SDIiI Next =
Username
\# Eastl
) East10
~) East100
1 - 10 of 300 Next =

4 View the group membership list. Groups and users are managed on the LDAP server.
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Certificates

Certificates identify one entity to another. In this case, when making SSL connections between a client
application and the Key Server, the server must provide its server certificate to the client application.
Likewise, if you require client applications to validate themselves to the Key Server via client certificates,
then the client application must provide its client certificate to the server during the SSL handshake.

The Key Server uses the following two kinds of certificates:

» Server certificates on the KeySecure allow a KeySecure to authenticate itself to a client application
during an SSL handshake.

* Client certificates allow client applications to authenticate themselves to the KeySecure during an SSL
handshake. Where the certificate resides varies from application to application and database to
database.

Before the KeySecure can respond to SSL requests from a client application, the KeySecure must be
configured with at least one server certificate.

To generate a valid certificate, you must have a certificate authority sign a certificate request. You
can create local CAs on the KeySecure, and use those CAs to sign certificate requests. Otherwise, you
must use an external CA to sign certificate requests. The following steps assume that you have already
created a local CA.

To create a server certificate for the KeySecure:
1 Log in to the Management Console as an administrator with Certificates access control.

2 Navigate to the Create Certificate Request section of the Certificate and CA Configuration page
(Security >> SSL Certificates).
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Create Certificate Request Helr

Certificate Name: |Cert47
Common Name: | Cedificate 47
Organization Name: . SafeMet
OrganizationaI.Unit Name: .SafeNetWest
Locality Name: |Redwood City
State or Provincé Name: . Ca,
Country Name: |US
Email A(I(Ire.ss: safenat@safenetinc.com

Key Size: |2048 [v|

[ Create Certificate Request ]

3 Enter the Certificate Name, Common Name, Organization Name, Organizational Unit Name,
Locality Name, State or Province Name, Country Name, Email Address, and Key Size for the
certificate. The KeySecure supports 768-bit, 1024-bit, and 2048-bit key sizes.

4 Click Create Certificate Request. The new request appears in the Certificate List with a status of
Request Pending.

Certificate List

Certificate Name Certificate Information Certificate Purpose Certificate Status
Comrmon: Cert.56
& Cert.56-selfsign Issuer: Cert.56 Server/Client Active

Expires: Mar 8 17:57:24 2012 GMT
Cormmaon: Cert.87

ett. ssuer | .ca ient ctive
Cert.57 | i450 Cli Acti
Expires: Mar 2 17:57:54 2021 GMT
ert. ommaon: Certificate ertificate Reguest equest Pending
Cert.47 [ Certifi 47 Certifi R R Pendi
ert. ommon: Cert. ertificate Reguest equest Pending
Cert.56 c Cert.56 Certifi R R Pendi

[ Edit ” Delete ” Froperties ]

5 Select the certificate request and click Properties to access the Certificate Request Information
section.

At this point you can select Create Self Sign Certificate to create a self-signed certificate.
This enables you to avoid getting a certificate request signed by a local CA, or a CA on another
KeySecure. Self-signed certificates can be presented to client applications just like any other
certificate. We recommend that self-signed certificates be used for testing purposes only. Any attempt
to connect to a KeySecure using a self-signed certificate sends a warning to the client browser. The
remainder of these instructions explain how to sign a certificate request with a CA.
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Certificate Request Information

Certificate Name: Cert.47
Key Size: 2048

CN:  Cerificate 47
0: SafeMet
OU:  Safellet West
Subject: L Redwood City
ST CA
CoouUs
emailAddress:  safenet@safenet-inc.com

MIIC4TCCAckCAQAWGESXF z AVEGNVEANTDRN lenRp Zml JYER1IDOS MRAWD g YDV QOK
EwdTYWE 1T WVOMRIwEw Y DVOOLEwx TYWE 1 TeeW0IFAle30xF TATEGNVELC TDFJ L ZHdw
hEQglZ 10eTELMARGAITECENCQOEXC z AJBgNVEAY TAIVTHS YwIJAYJKo Z ThweNAQKE
Fhdz¥WE lbnWVOoHNh ZnVuZ X0 als J Lt wvh TCCAS IwD oV IKo 2 ThweNAQEEBQADgUER
ADCCAQOCHgEEAPrkinr7DrTgerraZim2glZalin/Bl146mEhe633 TE0I0zChDglo]
*hOt03TneEESuePE2 Q6 c EPVAOGTObn Y AmCu 7 Yadx PDH1LvuHO 1bPn+ 6 5mt ch THS
EfHh+Mgyz6kEfitx4D6invENP2enKEeRGmI9Ee 7/ 9gyBERY252 A3 T2 SLAOMOQCmTL
+yi0NSfr IaxnTND Sh+P+0aNwewWTOLGFr/ OwCpkOlF o ik 1xMe Ar aMR3mn yFmEE N
+317¥knErmiHeFF i nc lc2WeU6fD Y61 35a6TklizuZP lnonRkz7YFulknSnZ0aL1lr T
4DalGxHhE6/ 0aiTWr jgIuhbobDZa8WOOETECAVE AAa L AMADGCSgGS Ih3DOQEBCWTTA
A4IBAQCRdml=3d0NxyRedWWkWH=s 10/ EniFDsGIOE3 JESTFVaSNACHIGASnyEL 6 £
165mzp ZiTREXNEubhsf2GyWhE,/ S7PVHIQICTALS/ zdt0f i ud+Hk kG 1MZHIZ A3 T
*x03piGHNaxHDRIAE/ xgL1RMVogwvehaYYRRC Y03 ] 10vwSUMHESLp Tho iVCh1 Tt wPVxo
FEDLV/ChNZZ3E43JJ48u/ 9mwiZuympI9RAI K8 uHOqegor DLOMOVSEyF+RuE=5g6
VayTnuxKemgLN/ v GevRaGnygekTAF 2Ny TegMa U9 £ 7omagB2 ZErfalKgawlD4QoC
KR/ I1Cn93RTqVx46pZ8EhTO4+E12T

[ Download H Install Certificate H Create Self Sign Cerificate H Back ]

6 Copy the certificate request text. The certificate text looks similar, but not identical, to the following text.

————— BEGIN CERTIFICATE REQUEST-----
MIIBmzCCAQQCAQAWWZEPMAOGAIUEAXMGZmx1dGNoMQkwBwYDVQQOKEwWAXCTAHBgNVBAsSTADEJM

AcGA1UEBxMAMQkwBWYDVQQIEWAXCzAJBgNVBAYTALIVTMQO8wWDQYJK0oZIhvcecNAQkBFgAwWgZ8wDQ
YJKoZIhvcAYBABTUxxgYOAMIGJAOGBAMUGALlt4m&NmOsCcUgnt5Yug+gTSbgEFnvnYWUAPHKD
1x5keC1l1guQDU1012Xcc3YGrUviGCedy0IJIMK2giQ5b+ABODemRiD11vInQgkhV6éngWBRDO1p
KCJjU6QXDEESKGCKBRh5uqL70rr2LErgxUuYwOu50Tfn4T3tKb1HGgfdzAgMBAAGgADANBgkgh
kiGO9w0OBAQQFAAOBgQCUYNv8vBzXEZpgLD71FfeDK2Z2ghOFnfTHXAkKHr §4JP3MCMF5nKHgOSRV
mImNHHyOcYKTDP+hor68R76XhLVapKMgNuUHUYf7CTBS5INHHYyOcYKTNHHYOcYKTuV1Ce8nvvU
Gt+typ2Eh8aJd7thauadl1xDFXPmIEXTqzXil++DCWAdWaysojPCZugY7jNWXmg==

————— END CERTIFICATE REQUEST-----

Important! Be sure to include the first and last lines (-----BEGIN CERT... and ----- END CERT...),
and copy only the text in the certificate. Do not copy any extra white space.

7 Navigate to the Local Certificate Authority List section (Security >> Local CAs).
8 Select a CA and click Sign Request.
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Sign Certificate Request

Sign with Certificate Authority: i450.ca (maximurm 3646 days) V

(& Server
Certificate Purpose: () Client
O Intermediate CA

Certificate Duration (days): 3646

Certificate Request:

EwdTYWE 1T WVOMRIwEw ¥ DVOOLEwx TYWE 1 TeeW0IFAle30xF TATEGNVELC TDFJ L ZHdw :A:
hEQoglZ 10eTELMARGAITECENCQOExC z AJBgNWVEAY TAIVTHS YwIJAYJKo Z ThweNAQKE
Fhdz¥WE 1bnWVOoHNh ZnVuZ X0 als J Lt wvh TCCAS IwD oV IKo 2 ThweNAQEEBQADgUER
ADCCAQOCHgEEAPrkinr7DrTgerraZim2glZalin/Bl146mEhe633 TE0I0zChDglo]
*xhOtO03 TneEESuePE2 Q6 EPVAOGTObn Y AmCu 7 ¥Yadx PDH1LvuHO 1bPn+ 6 5mt ch THS
EfHh+Mgyz6kEfitx4D6invENP2enKEeRGmI9Ee 7/ 9gyBERY252 A3 T2 SLAOmMOQCmMTL
+yi0N9fr IaxnTND Shi+P+0aNwewWTOLIGFr/ OwCpkOlF o ik 1xMe Ar aMR3mn yRmEE N
+317¥knErmiHeFFne lc2WeU6fD Y63 35a6TklizuZP lnonRkz7YFulknSnZ0aL1lr T
4DalGxHhE6/ 0aiTr jgIuhbobDZa8WOOBTECAWE AAa A AMADGCSgGS Ih3DOQEBCWTTA
A4TEAQCRAm1s3d0NxyRedWTEWHS 10/ EnjFDsGIOE3JESTFVasNAtHIGASngEL 6 £
165mzp ZiTREXNEubhsfzGyWbE,/ S7PVHIQICTALS/ zdr0f g ud+Hk kG 1MZHIZ A3 T
®x03piGHNaxHDRZAE/ xgL1RMVogwvehaYYRRC Y03 ] 10vwSUMHESLp Tho iVCh1 Tt wPVxo
FEDLV/ChNZZ3E43JJ48u/ 9miZuympI9RAI KSR uHOqegor DLOMOVSSyF+RuE=5g6
VayTnuxKemgLN/ v GevRaGnygekTAF 2Ny TegMd U9 f 7oagB2 ZErfalKgawlD4ooC
KR/ I1Cn93RTqVx46pZ8EhTO4+E12T

[ Sign Request H Back ]

9 Paste the certificate request into the Certificate Request field. Select Server as the Certificate
Purpose, specify a Certificate Duration and click Sign Request. The newly-activated certificate
displays on a new page.

10 Copy the certificate text.
11 Navigate back to the Certificate List section.

12 Select the certificate request and click Properties to access the Certificate Request Information
section.

13 Click Install Certificate.
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Certificate Installation

Certificate Name: Cert. 47
Key Size: 2043

CN:  Cerificate 47
0: SafeMet
OU:  Safellet West
Subject: L Redwood City
ST CA
CoouUs
emailAddress:  safenet@safenet-inc.com

Certificate Response:

IENpdHEkxEDAOEGNVELOTE INh EnVOZEON F TATEQNVE A TDFNh ZnWV O ZEQgVZVedDEX _A:
MEUGAITEAxMOOZVydG lmaMhdGUgNDexJ J A kEgkghki GOwOECOEWF 3Nh ZmVuZXRL
cZFmEW51dC1pbmMuYE St MITEI ) ANEgkahki GOwOBAQEF AACCAOSAMITECECAQEL
+uSKevsOorOryutpmChachlgX3f8GWE jghyHr £dh84k7MI=sC0BZCPFLC3 TAdOdx e FES
49/ ZDgle9UDQZbRufvEEaZCTth3EEMeTu+4 £3Vs+£7rmalyF M3 1dSeHe yor PgQR+
K3HgPgKe9EQ/ Z6cpdSEaYildev/ZDIEFF 3nwEBI jbksDSZAGZMvECLOS 1+0he GAN
OPmGP4/ 7TRoO3CIBIN?UTHWETAKmQe Wy ISEEzoCtoxHeaf IGYoQz7elt iScquiTdd
UZudyW3 ZZ25TpENI gL lr paTUDO7 T+ WdCdG TP s XD SSdRfhRov it TaNp Qb EeF/ r&5g
JNaultoi6Fs5sP Zrx Y YOHsQIDAQLBovAVH ) AJEgNVHEMEL ) AAMEEGCWCGSAGG+EIE
AQQEAwIGODANEgkaghkiGOwOBAQSFALOCAQEALS TeKGimE 35efjwdHSETZEP49pFH
E7gpind+keweX3ijChoVvt Iu7z 1sTHRNYGHUGI ivh1FhoURh 2L 58Ngal SN3XHHS
Er jFngHGxaHsFQc4cO3WoSBpe+2LE8TIZ3 Tvl/ pAd j X3y kTAEWYPuTp3qigSka
SJZEWEGEDOZ SuvkdkOsWE zbHOGKS a+4rW51eEGQeEI6 U3 9n3 7 Gh Zm0VoJedz zhy
00dgdx I363RE1BJOvFep Ir£TSEHORECQS / a+y MO 7S GNOEGY ZECHIOVIE+nI TIcER
D+hlEToSEfAInyqR7SEX Z+gp7EE/ tE8WTVh ke 6N UonimIDMQsQD/ uwcgvQ==

Sawve Cancel

14 Paste the text of the signed certificate into the Certificate Response field.

15 Click Save. When you return to the main Certificate Configuration page, the certificate request is now
an active certificate. It can be used in to establish SSL connections with client applications.

To create a client certificate for the KeySecure:
1 Log in to the Management Console as an administrator with Certificates access control.

2 Navigate to the Create Certificate Request section of the Certificate and CA Configuration page
(Security >> SSL Certificates).
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Create Certificate Request

Certificate Name: |Cert.32

Common Name: | Cedificate 32

Organization Name: |SafeMet

Organizational Unit Name: |SafeMet'West

Locality Name: |Redwood City

State or Province Name: |CA

Country Name: |US

Email Address: | safenst@safenetinc.com

Key Size: | 2048 ||

[ Create Cerificate Request ]

3 Enter the Certificate Name, Common Name, Organization Name, Organizational Unit Name,
Locality Name, State or Province Name, Country Name, Email Address, and Key Size for the
certificate.

4 Click Create Certificate Request. The new request appears in the Certificate List with a status of
Request Pending.

Certificate List

Certificate Name Certificate Information Certificate Purpose  Certificate Status
Common: Certificate 47
& Cert.47 Issuer: k450.ca Server Active

Expires: Mar 2 18:05:47 2021 GMT
Cormmaon: Cert.87

O Cert.87 Issuer: k450.ca Client Active
Expires: Mar 2 17:57:54 2021 GMT
O Cert.32 Commaon: Certificate 32 Certificate Reguest Regquest Pending

[ Edit ” Delete ” Froperties ]

5 Select the certificate request and click Properties to access the Certificate Request Information
section.
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Certificate Request Information

Certificate Name: Cert.32
Key Size: 2048

CN:  Cerificate 32
0: SafeMet
OU:  Safellet West
Subject: L Redwood City
ST CA
CoouUs
emailAddress:  safenet@safenet-inc.com

MIIC4TCCAckCAQAWGESXF z AVEGNVEANTDRN lenRp Zml JYXR1 IDMyMRAWD g YDV QO
EwdTYWE 1T WVOMRIwEw Y DVOOLEwx TYWE 1 TeeW0IFAle30xF TATEGNVELC TDFJ L ZHdw
hEQglZ 10eTELMARGAITECENCQOEXC z AJBgNVEAY TAIVTHS YwIJAYJKo Z ThweNAQKE
Fhdz¥WE lbnWVOoHNh ZnVuZ X0 als J Lt wvh TCCAS IwD oV IKo 2 ThweNAQEEBQADgUER
ADCCAQoCYyEBAOLSEAAXE 83eki/ pvTNSbvGTne VAL wZzUSy0xA72 1T JH1ABY
wvxa+LlztGkn/ neJZudd1VOIVERE cPmeVOILHE/ 6EWdewepvedipJAOTE 2 IPwhD 2do
AlYPR7ZETHUFquenNI/ AtrwZuF ZzHEWyE£ECEr IKUhKT+143KDP7EXTh AfwgDEVHLpO
EkAOZDvF/kK4Bj4I92GiMkeBERIGIEep7GVTUNTegqu/ 3T 1dkZVNsPdkrhzX40/ DEn
1nfEMjsm/ foPpLENgx AEPP AeShGedVhat Z3a3 TOs2 t8ATKEADUv1yOSx/ LheCPIT
hdFygSLligigwinaFHatsYsijA0JOLb3nPESCAVE L Aa L AMADGCSgqGS I3 DOEBC WL
A4TRBAOBgYvHhnEcTZ AKECDeO0zEgSgxerw+vizsmIvinPHNDET1CAa0kjuz1gWI1JIeN
d0zOvNEyaEViGr1Pedw/ MWSE e MDAGAQI?SEOTEyp ChNT imdL43 72 6 ThalkzEPWO7
ecLFnopwviIWlulS54RdmaPwI4ipiudduowFibde8wiss87eG+YZFgET?ViI0Ogh+ie
AVErMSpvwgwEiunZE00u3 idRDYyesDZ kEREErMOEnSd1WoOS3syvlxebgEvELFNPRIC
BASZmS e UEGRZ0Csw+L8alt TeKYRIt7venvkEODZIEfoxajcd4RasREeVHU3I 3deSh
v40R+inL 1968ywCEGEXEI 6a5Lk9cd

[ Download H Install Certificate H Create Self Sign Cerificate H Back ]

6 Copy the certificate request text. The certificate text looks similar, but not identical, to the following text.

————— BEGIN CERTIFICATE REQUEST-----
MIIBmzCCAQQCAQAWWZEPMAOGA1UEAXMGZmx1dGNoMQkwBwYDVQQKEWAXCTAHBgNVBAsTADEJM
AcGA1UEBxMAMQkwBWYDVQQIEWAXCzAJBgNVBAYTALIVTMQO8wWDQYJK0oZIhvecNAQkBFgAwWgZ8wDQ
YJKoZIhvcAYBABTUxxgYOAMIGJAOGBAMUQALlt4m&NmOsCcUgnt5Yug+gTSbgEFnvnYWUAPHKD
1x5keC1l1guQDUl012Xcc3YGrUviGCedy0JIMK2giQ5b+ABODemRiD11vInQgkhVengWBRDO1p
KCJjU6QXDEESKGCKBRh5uqL70rr2LErgxUuYwOub50Tfn4T3tKb1lHGgfdzAgMBAAGgADANBgkgh
kiG9wOBAQQFAAOBgQCUYNv8vBzXEZpgLD71FfeDK22qhO0Fnf THXAkHr j4JP3MCMF 5nKHgOSRV
mImNHHyOcYKTDP+hor68R76XhLVapKMgNuUHUY £ 7CTB5IJNHHyOcYKTNHHyOcYKTuV1Ce8nvvU
Gt+typ2Eh8aJd7thauadl1xDFXPmIEXTqzXil++DCWAdWaysojPCZugY7jNWXmg==

————— END CERTIFICATE REQUEST-----

Important! Be sure to include the first and last lines (-----BEGIN CERT... and ----- END CERT...),
and copy only the text in the certificate. Do not copy any extra white space.

7 Navigate to the Local Certificate Authority List section.

8 Select a CA and click Sign Request.
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Sign Certificate Request

Sign with Certificate Authority: | k450.ca (maximurm 3646 days) V

O Server
Certificate Purpose: (& Client
O Intermediate CA

Certificate Duration (days): 3646

Certificate Request:

EwdTYWE 1T WVOMRIwEw ¥ DVOOLEwx TYWE 1 TeeW0IFAle30xF TATEGNVELC TDFJ L ZHdw :A:
hEQoglZ 10eTELMARGAITECENCQOExC z AJBgNWVEAY TAIVTHS YwIJAYJKo Z ThweNAQKE
Fhdz¥WE 1bnWVOoHNh ZnVuZ X0 als J Lt wvh TCCAS IwD oV IKo 2 ThweNAQEEBQADgUER
ADCCAQOCYyEBAOLSEAAXE 83eki/ pvTNSbvGTne VAL wZzUSy0xA72 1T JH1ABY
wvxa+LlztGkn/ neJZudd1VOIVERE cRmeVOILHE/ 6EWdevrpvedipJAOTr 2 IPwhD Zdo
AlYPR7ZETHUFquenNI/ AtrwZuF ZzHEWyE£ECEr IKUhKT+143KDP7EXTh AfwygDEVHLpO
EkALOZDvF/K4Bj4I192GiMkeBERIGIEep7GVTUNTegqu/ 3T 1dkZVNsPdkrhzX40/ DEn
1nfEMjsm/ foPpLENgx AEPP AeShGedVhat Z3a3 TOs2 t8ATKEADUv1yOSx/ LheCPIT
hdFygSLligigwinaFHats¥sijA0JOLb3nP ESCAVE L Aa L AMADGCSqGS I3 DOEBC WL
A4TRBAOBgYvHhnEcTZ AKECDeO0zEgSgxerw+viemIvinPHNDET1CAa0kjuz1gWI1JIaM
dO0zCwNEyaEVicx 1P z4w/ MW9E s MDAGAQI7EEOULgp ChN T imdL 43 72 6UTbaAkzEPWO7
ecLFnopwviIWlulS54RdmaPwI4ipiulduowFibde8wis387eG+YZFgET? Vi I0gh+ie
AVErMSpvwgwEiunZE00u3 idRDYyesDZ kEREErMOEnSd1WOSsyylxebgEvELFNPRI T
BASZmS e UEGRZ0Csw+L8alt TeKYRIt7venvkEODZIEfoxajod4RasREeVHU3I 3deSh
v40R+inL 1968ywCEGEXEI 6a5Lk9cd

Sign Request H Back ]

9 Paste the certificate request into the Certificate Request field. Select Client as the Certificate
Purpose, specify a Certificate Duration and click Sign Request. The newly-activated certificate
displays on a new page.

10 Copy the certificate text.
11 Navigate back to the Certificate List section.

12 Select the certificate request and click Properties to access the Certificate Request Information
section.

13 Click Install Certificate.
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Certificate Installation

Certificate Name: Cert.32
Key Size: 2043

CN:  Cerificate 32
0: SafeMet
OU:  Safellet West
Subject: L Redwood City
ST CA
CoouUs
emailAddress:  safenet@safenet-inc.com

Certificate Response:
IENpdHkxEDACBEGNVEAOTE INh EnV O ZEQx FTATEGNVEASTDFNh ZnVOZEQuVEVZdDER |
MEUGAITEAxMOOZVydG lmaMhdGUgMzIxJ j AkEgkghki GOwOECOEWF 3Nh ZmVuZXRL
cZFmEW51dC1pbmMuYE St MITEI ) ANEgkahki GOwOBAQEF AACCAOSAMITECECAQEL
63inyolBeSPzdSul+nosM1lJuSbudx Uviy/ EnNToL TEDvOUiMEUD = Wa/ Fr4volasf+£
Mlm7ziVgd 1VHZxGatVDUsdE/ ophh7Cum352 OkkASOvly/ BsN 12 h2 Vg9 Hvhx Md Qe
DOocwiSC2vEmdVnMe R JSEEsyg6Ep TEX coM/ tdRsE/ CANF Touk43QA7 YOS E+ TGP
gi3¥alyR4HxFoalpens ZEcQxNyg?/ diVZR1UZ wa2 SuHNE I TENgETdSoyOvh99w+k
tkyDEAES/ p71s245WGylmxrdg6zaiwhsoQh06/ XI7eHEuFwISgiFOXKE IvarerEBm
doUdgz xivEMEAK4t cEeOnwIDAQLBovAVH ) AJEgNVHEMEL ) AAMEEGCWCGSAGG+EIE
AQOEAWIHgD ANEgkghkiGOwiBAQSFALAOCAQEAQEpdhDVoloCowpl/ Thosk+weTEsa
zeDMTWEZ3 B0l IVS iKdHS9oRhenJUOEZKEZ i ZEMAB G 455D D I EYCdLbeNAmEnRFFv T
mIDFyZLaveCdT+ENiVZvr OnTRETEzx vy 1EQxMZzUEr Meb 1 KgqCyumz ME/ ivdSous+
M7tS06ikDZgKerPoYR/ TwdLDgl5EnlhfEtN3 yFheSgBEfh+cOmtVdhavI3igIusak+
gTrmEwg L UmkNS4vzVEGp7ar +kihONgz TLOATHRI fNEv OOV Z5+or Ho0iZ L7usF iNg
zapmpUesTmPgU49FE 1w ThEOLAQS 1VTh PWoKalw Z e0H3 NG I 4 gP 4 1sgi==

Sawve Cancel

14 Paste the text of the signed certificate into the Certificate Response field.

15 Click Save. When you return to the main Certificate Configuration page, the certificate request is now
an active certificate. If the certificate is for a client application, please see the appropriate developer
guide for instructions on installing the client certificate.

When CAs sign server certificates with an intermediate CA, it might be necessary for a KeySecure to send
multiple certificates to a client to enable the client to verify the server certificate. Multiple certificates
contained in one certificate are called a certificate chain. A client connecting to a forwarding rule that uses
such a chain receives all certificates on the chain.

Certificate chains can be installed on the KeySecure through the Certificate Installation page.
To install a certificate chain:
1 Log in to the Management Console as an administrator with Certificates access control.

2 Navigate to the Certificate List section of the Certificate and CA Configuration page (Security >> SSL
Certificates).

3 Select the certificate and click Properties to access the Certificate Information section.

4 Click Install Certificate to access the Certificate Installation page.
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5 Append the intermediate CA certificate to the server certificate received from the CA. The combined
certificates should be displayed in the Certificate Response field, as shown here:

Certificate Response:

| v

MIIDGTCCRAgGoAWIBAgIBEZzANBgkghkiGOWIBAQQFADCERDELMA KGRI UEERMCV VM=
DzANBgNVBAQTEMIhc2 t IdDEPMAOGRAIUEEBXMGYmFza 2 VOIMQEwDOYDVQOREWZ i YX N
ZXQxDzANBgNVEASTEMIhc2 t LADEPMAOGRIUEAXMGYmFza2 VOMSAwHgY JEoZThvel
AOKBFhFiYXNrZXRAYmFza2VOLnNvbTAe FwlwNjASM] crODI2MDBaFwlwNzAzMDM=x
CDIZMDBaMHOxCzRAJBgNVEAYTAIVIMQ4wDAYIVQOIEWVhcHEs ZTECHAWGA1TEBXME
YXBwbGUxDjAMBgNVBRAOTBWFweGx1MQ4wDAYDVQOLEWVhcHBs ZTECHMAWGAIUEAXME
YXBwbGUxHI AcBokahkiGOwOBCQOEWD2 FwcGx1QGFweGx1 LuNvhTCEBnzANEgkahkiG
OwOBAQEFAACE] QAwgYkCoYEAt1hJISraeVephoviHYXX+Ed9FDKLEBK4 Iv+H3k0hg
bIxX1prMhmETOOKTpov3A3zO0Rd1shBqCAAGP1NF+qH6 T Inv4ETPPDIWRI GDELWI L
t4P+K0aB4P6B6enlIQxHYj+1T3NHx2EUSKLuGvBiSD+DPSu9ds6jAgqeCZCopKILEC
whaCAwELLaMoMB4wCQYDVROTBAIWADAREgl ghkoBhvhCAQEEEAMCEKAWDQY JKaZ T
hvcHAQEEEQADggEBAKOPOZ 2wx1lmHzMgNPbDM 7 koLln2 DHWEB6mPT+8FrD3FPE8v4MoSg —
VgXVuTeQ+XVIHTEr6jecnsRE3N8LkEvbrrgXSFcVd36jHEke Taqwad+1iYW4ytj=szH
C/T2ifoDJGmolY¥nYTI4FWnlu2op0sCI2YB3jParyLAGIhW1AWRKN+Coyu+8DV1iy2Zb
TTnNNYaQo88TFN4HK2RscRWmcCyXUrvMROAE 2 3NZm/ cQraWBJdGEbMErG3iQ0Yac LI

Save | Cancel |
6 Click Save.

Create a Certificate Query

A certificate query enables you to view a subset of the certificates that exist on the KeySecure. You can
create new queries, run saved queries, and modify queries.

To create a query:

1 Log in to the Management Console as an administrator with Keys and Authorization Policies access
control.

2 Navigate to the Queries section (Security >> Certificates >> Query Certificates). This section enables
you to create very specific queries using multiple and/or statements and using the results of other
saved queries. You can also tailor your query to show specific columns.
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Query Certificates

Create Query

Query Name: Irequined orly if saving quen)

Description: |optional]

Choose Certificates Where: | 4 (=]

4

[

® Object Hame 7| Owmer
3 7

oo Shimams o TACTE RAE | Issuer Name
< State ¥| Creation Date
41 Valid Before 4] Valid After

Save and Run Query | Save Query | [ Run Query without Savng

Saved Queries

Filtared by |- - - - E where value | contains z Set Filter ]
Items per page: | 10 Z| Subrmit |
4 Query Name Description
@ [Al] Built-n query that displays all certificates. Column names shown may be modified

1-10f1

[ Modify | [Delste | [Copy | [Run]

3 Enter the Query Name. This field is only required if you will save the query. You can run a query
without saving, but you can only save a query before running it.

4 Enter a Description of the query.

5 Use the Choose Certificates Where field in combination with the AND and OR buttons to create your
own query. You can query on key metadata, combine query strings, and use the results of previously
saved queries.

6 Select the Columns Shown in the query results.

7 Select one of the following:
- Save and Run Query - save and execute the query.
- Save Query - save the query without executing.
- Run Query without Saving - execute the query without saving. The results will show the Query
Name as Unnamed Query. You can navigate away from the Keys sections and still reapply the

Unnamed Query, however, the Management Console will only store one Unnamed Query at a time.
Old unnamed queries are forgotten.

Saved queries appear in the Saved Queries section. They can be run, copied, deleted, and modified. Click
the Modify button in the Saved Queries section and then alter the Query Name, Description, Selection
Criteria, and the Columns Shown fields.

Nofe: You cannot greatly modify the built-in query [All]. The KeySecure will only permit you to change the
Columns Shown values.
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Downloading a Certificate

To download a certificate:
1 Log in to the Management Console as an administrator with Certificates access control.

2 Navigate to the Certificate List section of the Certificate and CA Configuration page (Security >> SSL
Certificates).

3 Select the Certificate Name and click Properties to access the Certificate Information section.

4 Click Download.
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The KeySecure can import certificates in PEM-encoded PKCS #12, and PEM-encoded X.509, as long as
the private key is included with the certificate.

To import a certificate:
1 Log in to the Management Console as an administrator with Certificates access control.

2 Navigate to the Import Certificate section of the Certificate and CA Configuration page (Security >> SSL
Certificates).

Import Certificate

O Upload from browser

®scP
Source: Host: | serveryou.com

Filename: YourCert.crt
Username: |appuser

Password: sessssss
Certificate Name: |YourCert

Private Key Password: eesssssssssssss

Impaort Cerificate

3 Select the Source of the import. You can select one of three options:

- Choose Upload from browser to upload the certificate through the browser and click Browse to
locate the file on the local drive or network.

- Choose SCP and enter values for the Host, Filename, Username, and Password to copy the file via
SCP. Username refers to the account on the source host that has access to the file.

- Choose FTP and enter values for the Host, Filename, Username, and Password to copy the file via
SCP. Username refers to the account on the source host that has access to the file.

4 Enter the Certificate Name.

5 Enter the Private Key Password.
6 Select Import Certificate to import the certificate to your KeySecure.

You can import certificates with a key size of 2048-bit or smaller.

The Import Certificate section allows you to import certificates in PEM-encoded PKCS #7, PEM-encoded
PKCS #12, and PEM-encoded X509, as long as the private key is included with the certificate. Certificates
imported using this section are managed as keys and can be used for encryption.

To import a certificate as a managed object:
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1 Log in to the Management Console as an administrator with Keys and Authorization Policies access
control.

2 Navigate to the Import Certificate section on the Key and Policy Configuration page
(Security >> Certificates) >> Import Certificate.

Object Name:

Chwner Username:

@ Upload from browser
File: | Choose File | Mo file chosen
SCP

Host:
Source: :

Filanama:

Usemame

Password

Faste in text area below

Certificate

oS

3 Enter a unique certificate name in the Object Name field. The name must begin with a letter, it must be
between 1 and 64 characters (inclusive), and it can consist of letters, numbers, underscores, periods,

and hyphens.

4 Enter a value in the Owner Username field to assign a specific owner or leave this value blank to
create a global key. When you import a key through the management console, the existing key
ownership data is not maintained, so any previous ownership must be re-established. If an owner is
listed for the key, then that is the only user who can access the key, unless you set group permissions.
Global keys can be accessed by all users.

5 Select the Source of the certificate import. You can select one of three options:
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- Choose Upload from browser to upload the certificate through the browser and click Browse to
locate the file on the local drive or network.

- Choose SCP and enter values for the Host, Filename, Username, and Password to copy the file via
SCP. Username refers to the account on the source host that has access to the file.

- Choose Paste in text area below and paste the certificate in the Certificate field.

6 Click Import.
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Certificate Authorities

The KeySecure is capable of functioning as a certificate authority (CA). Local CAs are managed on the
Certificate Authority Configuration page and are used to issue certificates to clients that might be making
requests to the Key Server. These might include applications and databases. You can also use the
Certificate and CA Configuration page to configure the list of Certificate Authorities recognized by the
KeySecure.

When the Client Certificate Authentication option is enabled on the Key Server, the KeySecure verifies that
the CA that signed the client certificate is in the list of Trusted CAs for the Trusted CA profile specified on
the Key Server page.

The Default Trusted List CA List profile is empty by default. When you import a CA Certificate onto the
KeySecure, it appears in the master list of CA Certificates, but it is not “trusted” until it is added to a Trusted
CA list. The same is true for local CAs you generate on the KeySecure. You cannot change the name of
the Default profile; however, you can change the list of Trusted CAs for the Default profile.

To add or remove a CA certificate to the trusted CA list:
1 Log in to the Management Console as an administrator with Certificate Authorities access control.

2 Navigate to the Trusted Certificate Authority List Profiles section of the Certificate and CA
Configuration page (Security >> Trusted CA Lists).

Trusted Certificate Authority List Profiles

Profile Name
& Default

[ Edit |[ Add | [ Delete | [ Properties |

3 Select a profile and click Properties to access the Trusted Certificate Authority List section. To create
a new CA List profile, click Add. Use the Delete button to remove unwanted/unused CA List profiles -
but note that the Default list cannot be deleted.

Trusted Certificate Authority List

Trusted CAs:

Local Certificate luthorities:
[None]

CL Certificates:
[None]
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4 Click Edit. The management console displays the Trusted CAs and the Available CAs and enables
you to add Available CAs to the trusted list. The list of Available CAs includes both local and external
CAs.

Trusted Certificate Authority List

Trusted CAs: Available CAs:
— Local Certificate Autharities — — Local Certificate Autharities —
[Mane] i450.ca
— CA Cetificates — — CA Cetificates —
[Mane] [Mane]
5 Use the Add and Remove buttons as needed.
6 Click Save.

View and Download a Local CA

To view all of the certificates signed by a local CA:
1 Log in to the Management Console as an administrator with Certificate Authorities access control.

2 Navigate to the Local Certificate Authority List section of the Certificate and CA Configuration page
(Security >> Local CAs).

Local Certificate Authority List

CA Name CA Information CA Status
Common: i450.ca
& kl150.ca Issuer: i450.ca CA, Certificate Active
Expires: Mar 3 00:23:26 2021 GMT

[ Edit ” Delete ” Download ” Froperties ” Sign Request ” Show Signed Cers ]

3 Select a certificate authority and click Properties to view information associated with a specific CA
Certificate. The top portion of the CA Certificate Information page displays several of the X509 fields in
the CA certificate. The lower portion of this page displays the X509 certificate encoded in PEM format.
Since this is a CA certificate, the issuer and subject are identical.
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CA Certificate Information

CA Certificate Name: i450.ca
Key Size: 2048
Start Date: Mar 500:23:26 2011 GMT
Expiration: Mar 3 00:23:26 2021 GMT
C: uUs

ST. i450.ca

L i450.ca

Issuer: 0: i450.ca

Ou: id80.ca

CM: i450.ca

emailAddress:  i450.ca

C: uUs
ST. i450.ca
L i450.ca
Subject: 0: i450.ca
Ou: id80.ca
CM: i450.ca
emailAddress:  i450.ca

MIIEWDCCAOCHAWIEBAYIEADANEgkghkiGOwOEAQSFADE/ MOswCQYDVOQGEwWIVIZED
MA4GAIUECEMHazE1MCS JYTEQMA4GAITEEXxMHazE1NCS J¥YTEQNA4GLITEChMHazEL
MCSIYTEQHA4GAIUECxMHazE1MCS ¥ TEQNA4GAIUE AxHHazE1HC S YTEWHEQGC S oz
Maott0fCrmC8Cn ) YEXETmS z05E4 le0jasHEQIVEvEFyEETaGical ke PFLE6c YISt
IN4yEVoHgZDOChFD

[ Download H Sign Request H Show Signed Cers H Back ]

4 Select Download to download a CA certificate so that you can add it to the trusted CA on a client
device. Downloading a CA certificate could be very important when you are attempting to establish
SSL connections between the Key Server and client applications. To establish trust between the Key
Server and the client application, it might be necessary to install a CA certificate on the client
application.

5 Select Show Signed Certs to access the Signed Certificates section. The page displays the following
information:

- Serial Number - The Serial Number, expressed in Base 16 notation, is assigned by the KeySecure
and used internally to refer to a certificate signed by a local CA. There is only one counter on the
KeySecure, which means that all serial numbers for certificates signed by local CAs will be in
numerical order regardless of which local CA signed the certificate. For example, a certificate signed
by one local CA might get the serial number 0x7. The next certificate signed by a local CA on the
KeySecure would get the serial number 0x8, regardless of which local CA signed it. The first
certificate in the list of signed certificates is always the local CA itself, which always has a serial
number of 0xO0.

- Status - status of the certificate.
- Subject Name - the concatenated subject information for the signed certificate.
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Signed Certificates (1 to 4; total 4)

:E:_:;Ier Status Subject Name
® L Active #C=US/ST= 450 cafl= i450. ca/0= 1450 cafOl= 450 ca/CN=i450 ca
= femailaddress=i460.ca
FC=US/ST=Cert 87/ =Cert.87/0=Cen. 87 /0U=Cen 87 /CN=Cert 57
() Dss, Al femailaddress=Cart. 67
JC=USIST=CA/ =Redwood City/O=SafeMet/OU=Safehlet
(ORUEE LS Reilie West/CN=Certificate 47 ferailAddres s=safenat@safenset-inc. com
JC=US/ST=CA/ =Redwaod City/O=5SafeMet/OU=Safehlet
O ey RElie West/CN=Certificate 32/ermailAddres s=safenat@safenset-inc. com

6 Select a certificate and click Properties to view the signed certificate. The page displays the serial
number, key size, expiration date, issuer, and subject. In addition, the PEM encoded x.509 certificate

can be used to install the certificate if necessary. This page is view-only.

Signed Certificate Information

Serial Number: 0x00

Key Size: 2048

Start Date: Mar 500:23:26 2011 GMT

Expiration: Mar 3 00:23:26 2021 GMT

S5L client & CA
SSL server & CA
MNetscape SSL server & CA

PUrpose: ¢ iE signing & CA
SMIME encryption & CA
CRL signing & CA
C: uUs
ST i450.ca
L i450.ca
Issuer: 0: i450.ca
ou: i450.ca
CM: i4580.ca
emailAddress:  i450.ca
C: uUs
ST i450.ca
L i450.ca
Subject: 0: i450.ca
ou: i450.ca
CM: i4580.ca

emailAddress:  i450.ca

MIIEWDCCAOCHAWIEBAYIEADANEgkghkiGOwOEAQSFADE/ MOswCQYDVOQGEwWIVIZED
MA4GAIUECEMHazE1MCS JYTEQMA4GAITEEXxMHazE1NCS J¥YTEQNA4GLITEChMHazEL
CeMCaZrGDQF I7s2Vubx1kE89JReWTGgP 1L5Smz JPRhoUoebhhode 4 19w/ tGWHR11
Maott0fCrmC8Cn ) YEXETmS z05E4 le0jasHEQIVEvEFyEETaGical ke PFLE6c YISt
IN4yEVoHgZDOChFD

KEYSECURE USER GUIDE

205



To create a local certificate authority:

1 Log in to the Management Console as an administrator with Certificate Authorities access control.

2 Navigate to the Create Local Certificate Authority section of the Certificate and CA Configuration page

(Security >> Local CAs).

Create Local Certificate Authority

Certificate Authority Name:
Common Name:
Organization Name:
Organizational Unit Name:
Locality Name:

State or Province Name:
Country Name:

Email Address:

Key Size:

Certificate Authority Type:

Your CA

Your CA

Your Organization

Your Organizational Unit
City

State

s

email@email.com

2048 ||

(& Self-signed Root CA

CA, Certtificate Duration (days): 3650
Maximurn User Certificate Duration (days): | 3650

O Intermediate CA Request

3 Enter the Certificate Authority Name, Common Name, Organization Name, Organizational Unit
Name, Locality Name, State or Province Name, Country Name, Email Address, and Key Size.

4 Select either Self-signed Root CA or Intermediate CA Request as the Certificate Authority Type.

When you create a self-signed root CA, you must also specify a CA Certificate Duration and a
Maximum User Certificate Duration, which become valid once you click Create. Once you create a
self-signed root CA, you must add it to the trusted CA list for it to be recognized by the Key Server.

When you create an intermediate CA request, you must sign it with either an existing intermediate CA
or your organization’s root CA. Certificates signed by the intermediate CA can be verified by that same
intermediate CA, by the root itself, or by any intermediate CAs that link the signing CA with the root.
This enables you to de-centralize certificate signing and verification.

When creating an intermediate CA request, you must also specify a Maximum User Certificate Duration when
installing the certificate response. This duration cannot be longer than the signing CA’s duration.

5 Click Create.
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To create an intermediate CA request:
1 Log in to the Management Console as an administrator with Certificate Authorities access control.

2 Navigate to the Create Local Certificate Authority section of the Certificate and CA Configuration page
(Security >> Local CAs).

3 Enter the Certificate Authority Name, Common Name, Organization Name, Organizational Unit
Name, Locality Name, State or Province Name, Country Name, Email Address, and Key Size.

4 Select Intermediate CA Request as the Certificate Authority Type.
5 Click Create.

The new request appears in the Local Certificate Authority List section with a status of CA Certificate
Request Pending.

6 Navigate to the Local Certificate Authority List section of the Certificate and CA Configuration page
(Security >> Local CAs).

7 Select the CA Certificate Request and click Properties to access the CA Certificate Information
section.

8 Copy the CA certificate request text. The certificate text looks similar, but not identical, to the following
text.

————— BEGIN CERTIFICATE REQUEST-----
MIIBmzCCAQQCAQAWWZEPMAOGALIUEAXMGZmx1dGNoMQkwBwYDVQOKEWAxCTAHBgNVBASTADEJIM
AcGALlUEBxMAMQkwBWYDVQQIEWAXCzAJBgNVBAYTAIVTMO8wDQYJKoZIhvcNAQkBFgAwWgZ 8wDQ
YJKoZIhvcAYBABTUxxgYOAMIGJAOGBAMUGALt4m&eNm0sCcUgnt 5Yug+gTSbgEFnvnYWUAPHKD
1x5keC1l1guQDUl012Xcc3YGrUviGCedy0JIMK2giQ5b+ABODemRiD11vInQgkhVengWBRDO1p
KCJjU6QXDEESKGCKBRh5ugL70rr2LErgxUuYwOub0Tfn4T3tKbl1HGgfdzAgMBAAGgADANBgkgh
kiG9wOBAQQFAAOBgQCuYnv8vBzXEZpgLD71F{feDK2ZghOFnfTHYKTuV1Ce8nvvUG+yp2Eh8aJd
7thauad 1xDFXPmIEXTgzXi1l++DCWAdWaysojPCZugY7JNWXmg==

————— END CERTIFICATE REQUEST-----

Important!  Be sure to include the first and last lines (-----BEGIN CERT... and -----END CERT...),
and copy only the text in the certificate. Do not copy any extra white space.

9 Sign this request with another CA. Copy the signed certificate text.
10 Navigate back to the Local Certificate Authority List section.

11 Select the CA Certificate Request and click Properties to access the CA Certificate Information
section.

12 Click Install Certificate.
13 Paste the text of the signed CA certificate into the Certificate Response field.

14 Click Save. When you return to the Local Certificate Authority List section, the CA certificate is now
active.
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Prior to installing a CA certificate, you must have a copy of the CA certificate on your local drive.
To install a CA certificate:
1 Log in to the Management Console as an administrator with Certificate Authorities access control.

2 Navigate to the Install CA Certificate section of the Certificate and CA Configuration page (Security >>
Known CAs).

Install CA Certificate

Certificate Name: |High Interest Low Risk Bank & Trust

Certificate:

MIIEWDCCAOCHAWIEBAYIEADANEgkghkiGOwOEAQSFADE/ MOswCQYDVOQGEwWIVIZED [
MA4GAIUECEMHazE1MCS JYTEQMA4GAITEEXxMHazE1NCS J¥YTEQNA4GLITEChMHazEL
MCSIYTEQHA4GAIUECxMHazE1MCS ¥ TEQNA4GAIUE AxHHazE1HC S YTEWHEQGC S oz
SIb3DQEJARYHazE1MCS j ¥ TAeFwOxMTAzMD UMD Iz ZaFwOyNTAzMDHwMD I=M] Ea
MHExCz AJBgNVELYTALVTHRAWD g YDV OO IEwdr MTUwLa h MR AwD o ¥ DV QOHE walr MTUw
Ll hMEAwD g ¥ DVOOKEwdr MTUwLr hMRAwD g Y DVOOLEwdr MTUw L hMRAwD g ¥ DV QO
EwdrMTUwLnNhMRYwF AYJEo £ ThweNAQKEF gdr MTUwLnMhMIIE T j ANEgkohki GSwlE
AQEFALOCAQSAMITECKCAQELAKXxRINtES0galEORhIrSgeSIs9UEht ZNCS T IQwhTy
SRzPWxEQPBEZBwpiJAIRUCTE 7w/ msu?LVORDaRt £ H+KMVAIFr TiEwwoKkESYTGHL -
VE3 AReakmkz7C+8vHEDEEQT70EdHyqiC4CELpKESyS3 Syx 1IMwEYTSQQusv/ vipd=X
078d1yXHHy2 J9TEIF 1XXCFyEOAEiN4ciZe5 Ix ISP iprunNta?SON/ pDaQxFylr Of
Sal0+vo5dsuSabPtmIOPUvigIvEen S pdukXH4shrUJ4YZZkrndKh10snh¥nllEeC
Te4TiLnDsPGLyOknErnHxeGTh3ggB3 205t E+m] IvEs63hwIDAQLBo4He MIHOMEOG
A1TADgOWEEQL EbhE Y7 XALhTHe JwG4 S ATAQIXHDCEquYDVRDJEIGI NI GagEQL ZbhE
T?EAbhYHe 1wG4 S ATAQIEHEGERESEYTE/ MOswC QY DVOOGEwIVIzEQMA4GALITECENH _v:

Install

3 Enter a value for the Certificate Name and paste the CA certificate text in the Certificate field.

4 Click Install. The CA will be added to the CA Certificate list.

KEYSECURE USER GUIDE



Certificate Revocation Lists

Certificate Authorities regularly publish a list of certificates that have been revoked by that CA. Such a list
is called a certificate revocation list (CRL). The list of revoked certificates is distributed in X.509 CRL v2
format. Support for CRLs on the KeySecure allows you to obtain, query, and maintain CRLs published by
CAs supported on the KeySecure. The KeySecure uses CRLs to verify certificates in two ways.

* Require Client Authentication — when enabled, the KeySecure only accepts connections from clients
that present a valid client certificate. As certificates are presented to the KeySecure, they are checked
against the CRL published by the CA who issued the certificate.

* Web Administration User Authentication — this option specifies that you must present a valid client
certificate to log in to the Management Console. As certificates are presented to the KeySecure, they
are checked against the CRL published by the CA who issued the certificate.

You can configure the KeySecure to fetch the CRL at a regular interval. The CRL is transported to the
KeySecure via FTP, SCP or HTTP. The KeySecure can only be configured to retrieve complete CRLs, as
opposed to partial, delta, or indirect CRLs. You can also manually download updated CRLs to the
KeySecure.

The KeySecure validates all CRLs that it downloads. To validate a CRL, the CA that signed the CRL must
be in the list of Trusted CAs on the KeySecure. CRLs published by untrusted CAs are rejected by the
KeySecure. Once a CRL is installed on the KeySecure, it remains in effect on the device until the CRL is
successfully updated by a CRL from the same issuing CA. If a CRL has been signed with a key that does
not match the key in the CA certificate on the KeySecure, the validation of the CRL fails.

When a certificate on the KeySecure appears on a CRL, the event is logged in System Log. Traps for
revoked certificates are sent daily around 5:10 AM local time.

The CRL functionality allows you to revoke and renew certificates that are signed with local CAs.
Additionally, you can export a CRL issued by local CAs. CRLs exported from the KeySecure contain a list
of certificates revoked by local CAs. The format of CRLs exported by the KeySecure is in PEM-encoded
X.509 format.

Each CA promises to update its CRL at the day and time specified in the Next Update field for that CA.
When you enable the Auto—Update feature, at 5:00 AM every day the KeySecure inspects the Next Update
value for the CRL associated with each CA on the KeySecure. For CRLs whose Next Update time is in the
past, the KeySecure attempts to connect to the CRL distribution point (CDP) for the CA to download the
updated CRL. If the download was successful, the Next Update field for that CA is changed to the new
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update time contained in the newly-downloaded CRL. If the Next Update value for that CRL is in the future,
the KeySecure waits until that specified time to attempt to connect to the CDP and download the updated
CRL. For example:

There is a CA named XYZ that has a CRL Next Update time of Oct 20 01:00:00 2002 (1:00 AM). The
administrator has enabled CRL auto-updates on the KeySecure. At 5:00 AM on Oct 20, the KeySecure
checks the Next Update times for all of the CAs. When it gets to CA XYZ, it will notice that the Next
Update time was in the past (4 hours ago), and it will attempt to download an updated CRL from the
appropriate CDP.

If the CRL download was successful, the Next Update field for that CA is changed to the new update
time contained in the downloaded CRL.

Should the CRL download fail, the KeySecure continues using the old CRL, and it tries again each day
to download the updated CRL at the normal 5:00 AM auto-update time.

The Auto-Update feature is a global setting. If you want to disable Auto-Update for a particular CA, you can
use the crl settings command in the CLI to set the Next Update value to a time in the distant future.

The Auto-Update feature does not apply to local CAs.

The KeySecure performs a daily check of the Next Update field to determine whether it should attempt to
update the CRL for a particular CA. If you are not satisfied with a daily check of the Next Update field or if
it is possible that the CA incorrectly set the Next Update field in the CRL, you can use the optional Force

Periodic Update parameter to instruct the KeySecure to download updated CRLs at an interval you specify.

It is important to note that when you specify a value for the Force Periodic Update parameter, the
KeySecure does not stop making daily checks of the Next Update field. For example, if you set the Force
Periodic Update parameter to 10800 minutes (one week), the KeySecure continues to check the Next
Update field on a daily basis to see if it is necessary to download an updated CRL. In addition, the
KeySecure downloads the CRL from the CDP according to the value you specify in the Force Periodic
Update parameter.

The Force Periodic Update parameter supports values between 5 and 525600 minutes (one year). Values
must be a multiple of 5; if it is not, the value is rounded down to the closest multiple of 5. For example, if
you enter a value of 12, the value will be rounded down to 10.

The Force Periodic Update parameter is not available for local CAs.
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Certificate Management over KMIP

The KeySecure provides additional Certificate Management features using the Key Management
Interoperability Protocol (KMIP). These features extend the Certificate Management features that use
SafeNet's NAE-XML protocol, allowing clients to manage certificates using a standard protocol.

The following KMIP operations are supported in conjunction with certificates:
* Register
* Get

Get Attributes

Add/Modify/Delete Attributes

e Locate

If you use the Management Console for Key management, then Certificate management over KMIP will
seem very familiar. The Certificates section (Security » Certificates » Certificate List) provides a
similar user interface to import, modify, export and delete Certificates.

There are differences. Certificate Management over KMIP supports the following attributes, which are
defined by the KMIP specification:

* Certificate Issuer

* Certificate Type

« Certificate Subject
* Certificate Identifier

The KeySecure contains a separate list of managed certificates called "Certificates." This is placed at the
same level as the list of managed objects entitled "Keys."

The features of Certificate Management over KMIP has both similarities and differences when compared to
the Certificate Management features over NAE-XML. The differences go beyond just the protocol used to
transfer the certificates. The certificates imported over NAE-XML can be used to extract the keys
associated with them, and these keys can be used to perform cryptographic operations. In contrast,
certificates imported over KMIP are only stored by the server and may not be used to perform
cryptographic operations.

At a high level, certificates imported using NAE-XML will work as before, while certificates imported over
KMIP function basically as managed objects. Certificates imported over KMIP are not subject to any
verification. As a result, certificates that are not trusted or are expired may be imported. These certificates
have no connection to the list of Trusted CAs, Known CAs, Local CAs or SSL Certificates, which can be
found under "Device CAs & SSL Certificates" section of the Management Console’s Security tab.

As required by KMIP specification, certificates must be expressed as DER-encoded ASN.1 X.509 objects.
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Certificate Ownership

As with the other types of managed objects, Certificate owners are the KeySecure local users that issued
an import request (a KMIP Register operation). Unlike key owners, Certificate owner information may not
be changed by the server administrator.

Import a Certificate using the Management Console

The Import Certificate section allows you to import certificates in PEM-encoded PKCS #7 and PEM-
encoded X509, as long as the private key is included with the certificate. Certificates imported using this
section are managed in the same manner as keys and can be used for encryption.

To import a certificate:

1 Log in to the Management Console as an administrator with Certificates Configuration access control.

Import Certificate

Object Name: | cert09.10

Owner Username:

O Upload fram browser

File: Browse...

® rTP O sCP

Host: (17214.40.247
Source: Filename: |certificate 0910

Username: |userl?2

Password: essssssss

) Paste in text area below

Certificate:

2 Navigate to the Import Certificate section on the Key and Policy Configuration page (Security >>
Certificates) >> Import Certificates.
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3 Enter a unique certificate name in the Name field. The certificate name must begin with a letter, the
name must be between 1 and 64 characters (inclusive), and it must consist of letters, numbers,
underscores, periods, and hyphens; no spaces or other special characters are allowed.

4 Enter a value in the Owner Username field to assign a specific owner, or leave this value blank to
create a global certificate. When you import a certificate through the management console, no
ownership data is maintained or created, so ownership must be established as your organization
requires it. If an owner is listed for the certificate, then that is the only user who can access the
certificate, unless you set group permissions. Global certificate can be accessed by all users.

5 Select the Source of the certificate import. You can select one of three options:

- Choose Upload from browser to upload the certificate through the browser and click Browse to
locate the file on the local drive or network.

- Choose SCP and enter values for the Host, Filename, Username, and Password to copy the file via
SCP. Username refers to the account on the source host that has access to the file.

- Choose Paste in text area below and paste the certificate in the Certificate field.

6 Click Import.

- To see the attributes of a certificate, click on the object name, or click the Properties button.The
Certificate Properties are displayed in a new page. This enables an Administrator to inspect the
attributes of a certificate. For example, you can see issued the certificate, check the validity or
expiration date of the certificate, discover the subject name of this certificate or see who this
certificate is issued to.

1 Log in to the Management Console as an administrator with Certificate Configuration access control.

2 Select the Certificate, then navigate to the Certificate's Properties. Click on the Certificate (object)
name, or select the object and click the Properties button.

3 When the Managed Object Properties page appears (Security >> Certificates >> Properties), select
the Attributes tab. The Attributes tab allows you to save information of three types: Application
Specific Information, Object Links, and Custom Attributes. You can apply standard filtering
functionality to find and list information of each type.

4 At the bottom of the Application Specific Information section, click Add to identify an Application
Namespace and Application data to associate with the Certificate.

5 At the bottom of the Object Links section, click Add to identify an Object Name and Link Type to
associate with the Certificate. Click Save when finished.

6 At the bottom of the Custom Attributes section, click Add to provide Custom Attributes information for
the Certificate.
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- You can assign a maximum of 100 custom attributes. There are two types of custom attributes:
Contact Information and Object Group. Only one instance of Contact Information is allowed per key.
Each attribute is given an Index. The Index is per attribute, per key. The first instance of an attribute

is given Index 0. The second instance is given Index 1, and so on. Thus, since there can only be one
instance of Contact Information, it will always be Index O.

7 Enter a Value. This can be any printable ASCII characters and spaces, tab, \n and \r. Maximum length
is 4096 characters.

8 Click Save.

Custom Attributes

Help ﬂ
Items per DEQE:|1U 'l Sme'tl
4+ Hame Index Type Value
This is custom attribute data, specifically, the Contact ;I
Information entry, which will always be index 0. There can
' Contact Information 0 String [be only one Contact Info entry.
=
This is custom attribute data. Specifically, this i=s an ;I
example of an Cbject Group data entry.
& Object Group 0 String
[ |

1-2af2
Add | Edit| Delete |

Download a Certificate
To download a Certificate

1 Log in to the Management Console as an administrator with Certificate Configuration access control.

2 Select the Certificate, then navigate to the certificate's Properties. Click on the object name, or select
the object and click the Properties button.

3 In the Certificate Properties tab, navigate to bottom of the Certificates section (Security >> Certificates
>> Properties).
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Cetificate:

MITD1jCCharagAwIBAgICCz0wD oY Ko ZIhweNAQELBQLwy Zgx Cz AJBgNVELAYTLIVT
HOswCOYDVOOIEwINEDEOMAdGAITEExMH Vs Y F Lo DEVHENGAITEChMH U FinZ U5 1
ACEJhmMuMREwD ¥ D VOOLEvhITO0OgTWACADETMEIGAITEAX QLaHNt 2 Inb QY2 Ex
KjhoBgkaghkiGOwOBECQEWGE heb WOt Z2 10LWHhQHNh ZriVu Z X0t alls j LnlNvbh TheFulx
MiA4MiMuMD IONTdaF w0z A4 TygwhD IONTAaN IGgNOswC QY DVOOGEwIVUZELMARG
AITECEMCTUO=EDACEgNVELCTEOT 1 GNhbh XAxF TATEgNVE A TDFNh 2V O E0g S5
LIERMASGAITUECxMISFNNIE InbZOxGDANEgNVELMUIDZ ShEVIrbhWlwIIiN1lenZlejEn
HowGC3gqE3Ih3DOEJARYThwF L2 ctadEfo VydnV vy OHNh Emu 2 X0t aW s JLudlvh TCC
AFTwhoVIKo ZThweNAQEEEQADggEP AD C CAQOCgyEEAL 1 Y mZZ+PCILWELHOL Dot ply
tZHexnDE+tLEeSyLavilBEwXgGvt YhGekDIhEF YARhZ2 wyrGErgndr g9uoES+3ogkhe
PVwibWxbEali+TyEHVIvLH+ 24 T+ Mo g6 POGamiT7/ woyWaWHwOa6FF 16 ELET104De X
OxWrEaRIbEOOLuwh0U79F UapZ2lghgsuRNdnmt i vppalu+NIGUT4GE+F UlTve v+ GAdER
tI4k//19/881538aMnrZE111tEVFC/ +gz6410aG4ecs? i zG0hpS5UcCye I1i03BEG
OBEh1Wg KBTS j fEqQGEWRRShLULisg3ESr Y JoQEYQEIEayTo2 netHIsEnefe jlasc
AyEALaMgNE4wC OVYDVROTEAIwADAREgl ghkgEhvhCAQEEEANCERAWD OV IEO Z I
AOELBQADGYEBAF,/xjILVilzvArS8UHS4zDELmZoLlhItpyVoewMATGLYxoOK9wL4s3TH
GuIVLhVvaRgiml AXSG+TA0d+ARTh 6cHVWWFSE++/ vHIvA Ir TCPoky A9 6T 2d 0565
s54+501caH+CINvC gl nbh9rvinELbfhD =i Tub 5al+oLrr 13dh e UMb ST =zE1 JEI WO ++7
pTtTHEDGE/ BlhbalEfhI 62 g49uQSUL1HEUhe 4 WENNky ZxbAdRE3 QDxglg2 r V2 LGE
VpPPSPocEbvem+SXkE+yimcEh1a4CcWasuETNal 1gEl e MHSw/ 508 ThYNDMehnd Z+D
FO9yoemdGPYzrvLEcTODh,/ JDO4Ma3 eullvwjE=

Download Certificate

4 Click Download to download the Certificate.

WARNING! Exercise caution when deleting a certificate. If you erroneously delete a certificate, all
operations that depend on that certificate will fail. Unless you recover, using a backup of that certificate,
you will not be able to complete the cryptographic tasks that it supported.

To delete a certificate:

1 Log in to the Management Console as an administrator with access to Certificate Configuration
controls. control.

2 Navigate to the Certificates section of the Certificate Configuration page (Security >> Certificates).

3 Select the certificate and click Delete.
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WARNING! Exercise extreme caution when deleting Certificates. If you erroneously delete a certificate, all
operations that depend on that certificate will fail. Unless you recover, using a backup of that certificate,

you will not be able to complete the cryptographic tasks that it supported. Creating a backup is highly
recommended.

To delete multiple certificates:

1 Log in to the Management Console as an administrator with Certificates Configuration access control.
2 Navigate to the Certificates section of the Certificates Configuration page (Security >> Certificates).

3 Change the "ltems per page" setting to a number greater than the number of certificates you would like
to delete, but not more than 50.

- The Delete Multiple Certificates function currently supports the deletion of up to 50 certificates at
once. Larger numbers must be deleted in batches.

- Run queries as necessary to list in the current page the certificates you need to delete. Only the
certificates displayed on the current page will be deleted. When you list more certificates on a page
than you can see on your screen, be sure to scroll through and check all certificates.

4 Click Delete All Certificates On Current Page to delete all certificates currently rendered on the
page.

A certificate query enables you to view a subset of the certificates that exist on the KeySecure. You can
create new queries, run saved queries, and modify queries.

To create a query:

1 Log in to the Management Console as an administrator with Certificates Configuration access control.

2 Navigate to the Query Certificates section of the Certificates Configuration page (Security >>
Certificates >> Query Certificates). This section enables you to create very specific queries using

multiple and/or statements and using the results of other saved queries. You can also tailor your query
to show specific columns.
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Create Query

Columns Shown:

I Common Name
I Issuer Mame
¥ wialid After

I Serial Murber
I “valid Before

Help ﬁ
Query Hame: |AgingCertificateOuery (required only if saving quens)
Description: IListAIICertsWhere_ValidAﬂer_DateISEIefureSpecifiedRange (aptional)
Fr0m|2011-ﬂ1-ﬂ1 (- mm-dd)
|\-f’a|id Adter j INDtin Fange j l—
Choose Certificates Where: To |2020-01-01 And
O |
B Object Name ' Owner

Save and Run Query | Sanve Cluery | Fun Query without Sawving I

3 Enter the Query Name. This field is only required if you will save the query. You can run a query
without saving, but you can only save a query before running it.

4 Enter a Description of the query.

5 Use the Choose Certificates Where field in combination with the AND and OR buttons to create your
own query. You can query on certificate metadata, combine query strings, and use the results of

previously saved queries.
6 Select the Columns Shown in the query results.
7 Select one of the following:

- Save and Run Query - save and execute the query.

- Save Query - save the query without executing.

- Run Query without Saving - execute the query without saving. The results will show the Query
Name as Unnamed Query. You can navigate away from the Certificates sections and still reapply the
Unnamed Query, however, the Management Console will only store one Unnamed Query at a time.
Old unnamed queries are forgotten.

Saved queries appear in the Saved Queries section. They can be run, copied, deleted, and modified.
Click the Modify button in the Saved Queries section and then alter the Query Name, Description,

Selection Criteria, and the Columns Shown fields.
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Saved Queries

Filtered by I---- "I where value | containg j I Set Filter |

Iterns per page: I 10 'l Subirmit |

4 Query Name Description
= [All] Built-in query that displays all certificates. Colurmn names shown may be modified.
0 AgingCertificateQuery CreatelistOfCerts\WithvalidAfterDatesBeforeSpecified
¢ DuplicateSerialNo1E24 LocateMultipleCertinstances-Duplicates
T new [Mone]

1-40of4
hdodify | Delete | Copy | Fiun |

Nofe: You cannot greatly modify the built-in query [All]. The KeySecure will only permit you to change
the Columns Shown values.
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High Security Features

Use the High Security settings on the KeySecure to set the highest level of security for administrative and
cryptographic operations on the device. Depending on the KeySecure in use, the advanced security
settings may be configurable to comply with the Federal Information Processing Standard (FIPS) 140-2,
Level 3 cryptography requirements and/or international Common Criteria (CC) standards. If you use a non-
FIPS compliant KeySecure, you can still use high security settings.

The following models are capable of operating in accordance with FIPS and Common Criteria standards:
* KeySecure k450
* KeySecure k460

You also have the option to configure the KeySecure for Korean Crypto Module Validation Program
(KCMVP) compliance.To support KCMVP compliance, the KeySecure offers a Korean Algorithm feature
that embeds the Korea Library (KLIB) crypto module in the KeySecure. Be aware that the Korean
Algorithm feature set is not supported unless a customer specifically requests the KLIB and KCMVP
configuration. You may detect references to this configuration, its features and capabilities in some
versions of the KeySecure Management Console, but the titles and controls will be grayed out and non-
functional.

Altering the security settings on the High Security Configuration page can have a profound effect on the
security of your SafeNet platform and alter your compliance with FIPS and Common Criteria standards.
For this reason, administrators must have the Advanced Security Access Control to modify these settings.

FIPS standards describe hardware and software parameters that must be met for full compliance. SafeNet
provides both FIPS compliant hardware and software security settings that enable specified KeySecures to
operate in compliance with FIPS 140-2, Level 2 certification.

The K-6 HSM card (the cryptographic module) that is included with the KeySecure appliance in this
release provides key vaulting capabilities that meet FIPS 140-2 Level 3 requirements.

Be aware that certification of an implementation of a software release can differ from the certification level
associated with the embedded cryptographic module.

For more information on FIPS certification of the Luna cryptographic module, see Item#1694 at NIST web
site: http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/1401val2012.htm
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In order to apply for FIPS 140-2 certification, the following functionality must be disabled on the
KeySecure:

* Global Keys

* Administrative options on XML interface

* FTP transport for importing certificates and downloading and restoring backup files
* LDAP authentication

* LDAP administrator server

» Use of the following algorithms: SEED/ARIA, RC4, DES, RSA-512, RSA-768. These algorithms are
not available when FIPS compliance is enabled.

e SSL 2.0 and SSL 3.0*
* Hot-swappable drive capability
* RSA encrypt/decrypt operations**

* We recommend running TLS over the XML interface. This requires that you generate a certificate and
enable it.

**RSA encrypt/decrypt associated with TLS handshakes and Sign and Sign Verify are permitted.

These settings are adjusted automatically when you use the Management Console’s High Security
Configuration page to enable FIPS compliance on FIPS capable KeySecures.

WARNING! Logging in and changing passwords through the serial console while not physically present
will take the device out of FIPS compliance.

Clustering FIPS-compliant devices with non-FIPS compliant devices will disable FIPS certification for all
devices in the cluster. For example, clustering a hypothetical FIPS-compliant k460 with a non-FIPS
capable k150 would take that k460 out of FIPS compliance. It also means that clustering one or more such
FIPS-compliant k460s with even one non-FIPS device would, technically, render the entire cluster non-
compliant.

FIPS-capable and non-FIPS-capable KeySecures should not be clustered together.

WARNING! In a FIPS-compliant cluster, taking one device out of FIPS compliance will disable FIPS for the
entire cluster.

FIPS and non-FIPS devices cannot share backups.
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To run a FIPS self-test on the KeySecure, powercycle the device.

SafeNet, Inc. will indicate which software patches and upgrades are FIPS certified. Apply only FIPS
certified software to a FIPS compliant device. Doing otherwise takes the device out of FIPS compliance.

According to FIPS requirements, you cannot enable or disable FIPS when there are keys on the
KeySecure. You must manually delete all keys before enabling and disabling FIPS compliance. Keys are
zeroized upon deletion. We strongly recommend that you back up your keys before deleting.

The FIPS configuration settings are a subset of the Common Criteria evaluated configuration settings.
Following the FIPS guidelines also makes the KeySecure compliant with Common Criteria standards. As
with FIPS, Common Criteria standards also depend on specific hardware requirements met only with the
FIPS compliant KeySecures mentioned above.

To meet the requirements for Common Criteria operations, follow the preceding guidelines outlined in this
chapter for FIPS 140-2 Level 2. You may run SEED and RC-4 in a Common Criteria configuration by
clearing the Disable Non-FIPS Algorithms and Key Sizes checkbox.

Support for the SEED algorithm is available only on non—-FIPS-compliant KeySecures, and must
be feature-activated.

|mpor’ran’r! When the Disable Non-FIPS Algorithms and Key Sizes checkbox is cleared, the DES,
RSA-512, and RSA-768 algorithms can be used on the KeySecure. Note, however that these algorithms
are not allowed under the International Common Criteria standards; using them will take the device out of
Common Criteria compliance.

In addition, you must run TLS over the XML interface. You must generate a certificate and then activate
TLS.

Only devices explicitly identified by SafeNet as configurable for FIPS compliance can be made to
comply with FIPS standards. You cannot enable FIPS compliance on other SafeNet devices. You can
enact some of the same policies required by the FIPS standards, but the device will not be officially
compliant.

To configure the KeySecure for FIPS compliance:
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1 View the Security Protocols enabled on your Internet Browser. You must enable TLS 1.0 to access the
Management Console while FIPS compliant.

2 Log in to the Management Console as an administrator with SSL, Advanced Security, and Key Server
access controls.

3 Navigate to the High Security Configuration page (Security >> High Security).

KCMVP Compliance Help B

Is KCMVP Compliant: Mo |

Warning: Setting this device to be KCMYP compliant will enable the use

of the cryptographic library KLIB.

4 Confirm that the Is FIPS Compliant value is “No” in the FIPS Compliance section. This field indicates
if the KeySecure security configuration is consistent with FIPS requirements.

If the Is FIPS Compliant value is “Yes,” then the device is currently FIPS compliant, settings
should not be modified, and the Set FIPS Compliant button is not available.

5 Click Set FIPS Compliant in the FIPS Compliance section. This will alter the settings shown in the
High Security Settings and Security Settings Configured Elsewhere sections and enable FIPS
compliance. The management console automatically adjusts the settings to comply with FIPS
standards.

WARNING: Modifying any of the settings in the High Security Settings and Security Settings
Configured Elsewhere sections will take this device out of FIPS compliance.

WARNING: According to FIPS requirements, you cannot enable or disable FIPS when there are keys
on the KeySecure. You must manually delete all keys before enabling and disabling FIPS compliance.
Keys are zeroized upon deletion. We strongly recommend that you back up your keys before deleting.

6 Review the settings in the High Security Settings and Security Settings Configured Elsewhere sections
to confirm all settings have been adjusted for FIPS compliance.

WARNING! When you enable FIPS compliance on the KeySecure, the functionality displayed here is
disabled. Modifying any of the items in the High Security Settings section immediately takes the device out
of FIPS compliance. This section should be used to review the key and device security functionality that
has been disabled for full FIPS compliance. When the device is FIPS compliant, you should not alter these
settings.

To configure the High Security settings on a non-FIPS compliant KeySecure:

1 Log in to the Management Console as an administrator with SSL, Advanced Security, and Key Server
access controls.

2 Navigate to the High Security Configuration page (Security >> High Security). This section lists the
functionality that must be disabled for FIPS compliance. These sections are automatically configured
when you select Set FIPS Compliance in the FIPS Compliance section.
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High Security Settings

Key Security
Disable Creation and Use of Global Keys: M
Disable Non-FIPS Algorithms and Key Sizes: [
Device Security
Disable FTP for Certificate Import, Backup and Restore: o
Disable Certificate Import through Serial Console Paste: B
Disable Hotswappable RAID Drives: B

Edit |
3 Alter the fields in the High Security Settings section as needed.

WARNING: When you enable FIPS compliance on the KeySecure, the functionality displayed here is
disabled. Modifying any of the items in the High Security Settings section immediately takes the
device out of FIPS compliance. This section should be used to review the key and device security
functionality that has been disabled for full FIPS compliance. When the device is FIPS compliant, you
should not alter these settings.

|mporfani! According to FIPS requirements, you cannot enable or disable FIPS when there are
keys on the KeySecure. You must manually delete all keys before enabling and disabling FIPS
compliance. Keys are zeroized upon deletion. We strongly recommend that you back up your keys
before deleting.

- Disable Creation and Use of Global Keys - Disables the ability to create and use global keys.
Once this option is selected, global keys cannot be created on the KeySecure. Any existing global
keys will not be usable by the KeySecure for any purpose. While the device is FIPS compliance, you
may assign an owner to an existing global key.

- Disable Non-FIPS Algorithms and Key Sizes - Prevents the creation or use of algorithms and key
sizes that are not FIPS compliant. The following algorithm and key size combinations will be
disallowed. Any existing keys and certificates based on these algorithms and key sizes will not be
usable by the KeySecure for any purpose.

* SEED (this is feature-activated and may not appear on most devices)

* RC4

* DES

* RSA-512, RSA-768 (If your server currently uses a 768-bit certificate, this option cannot be
selected. You must select, and possibly create, a different server certificate. Clients with 512 or
768 bit certificates will be rejected when they try to connect to a FIPS compliant device.)

The following algorithms and keys sizes will continue to be available on the KeySecure:

* AES-128, AES-192, AES-256

* DES-EDE-112, DES-EDE-168

* HmacSHA1, HmacSHA256, HmacSHA384, HmacSHAS512

* RSA-1024, RSA-2048, RSA-3072, RSA-4096
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- Disable RSA Encryption and Decryption - As of Release 6.2, KeySecure no longer provides the
Disable RSA Encryption and Decryption option. Retiring this option was necessary to allow clients to
perform key wrapping and unwrapping (encryption and decryption) using RSA keys. Disabling RSA
encryption and decryption altogether was too broad in its effect. To maintain FIPS compliance going
forward, do not use RSA encryption and decryption on user data (credit cards, social security
numbers, medical records, etc.)

- Disable FTP for Certificate Import, Backup and Restore - Disables the use of FTP for importing
certificates, downloading backup files, and restoring backup files. Administrators can still download
and upload through the browser and via SCP.

- Disable Certificate Import through Serial Console Paste - Prevents administrators from importing
certificates through the serial console using cut and paste.

- Disabled Hotswappable RAID Drives - Prevents administrators from changing RAID drives
through the management console. This option will appear on RAID capable devices only.

WARNING: You cannot replace RAID drives and remain FIPS compliant. To change RAID drives you
must either disable FIPS or return the device for drive replacement.

4 Click Exit.

5 Navigate to the Security Settings Configured Elsewhere section (located below High Security
Settings).

Security Settings Configured Elsewhere

Allow Key and Policy Configuration Operations: Enabled
Allow Key Export: Enabled

User Directory: Local
LDAP Administrator Server Configured: ‘Yes

Allowed SSL Protocols: S5L3.0,TLS1.0
Enabled SSL Ciphers: Only high security ciphers

6 Review the settings. To alter these settings, click the fields to access the appropriate sections.

WARNING: Modifying any of the items in the Security Settings Configured Elsewhere section
immediately takes the KeySecure out of FIPS compliance.

- Allow Key and Policy Configuration Operations - Displays the value of the Allow Key and Policy
Configuration Operations field in the Key Server Settings section. When enabled, users can
configure keys and authorization policies through the XML Interface. Click the link to access the Key
Server Settings section. For FIPS compliance, this functionality must be disabled.

= Allow Key Export - Displays the value of the Allow Key Export field in the Key Server Settings
section. When enabled, users can export keys from the KeySecure through the XML Interface. Click
the link to access the Key Server Settings section. For FIPS compliance, this functionality must be
disabled, or SSL must be enabled.

- User Directory - Displays the value of the User Directory field in the Key Server Authentication
Settings section, which determines whether the Key Server uses a local directory or an LDAP
server. Click the link to access the Key Server Authentication Settings section. For FIPS compliance,
a local user directory must be used.
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- Allowed SSL Protocols - Displays the SSL Protocols enabled in the SSL Options section. Click the
link to access the SSL Options section. FIPS compliance requires that SSL 2.0 and SSL 3.0 be
disabled.

- Enabled SSL Ciphers - Indicates the security strength of the SSL ciphers enabled in the SSL Cipher
Order section. Click the link to access the SSL Cipher Order section. On FIPS capable devices, this
field indicates if the enabled SSL ciphers permit FIPS compliance and, if not, what is preventing
compliance. For FIPS compliance, you must disable ciphers with key sizes smaller than 128-bits and all RC4
ciphers.

The KeySecure devices can be configured to comply with Common Criteria standards. You cannot
enable Common Criteria compliance on other devices. You can enact some of the same policies required
by the Common Criteria standards, but the device will not be officially compliant.

To configure the KeySecure for Common Criteria standards:

1 View the Security Protocols enabled on your Internet Browser. You must enable TLS 1.0 to access the
Management Console while FIPS compliant.

2 Log in to the Management Console as an administrator with SSL, Advanced Security, and Key Server
access controls.

3 Navigate to the High Security Configuration page (Security >> High Security).
4 Confirm that the Is FIPS Compliant value is “No” in the FIPS Compliance section.

If the Is FIPS Compliant value is “Yes,” the device is currently FIPS compliant and settings
should not be modified.

5 Click Set FIPS Compliant in the FIPS Compliance section.

6 Review the settings in the High Security Settings and Security Settings Configured Elsewhere sections
to confirm all settings have been adjusted for FIPS compliance.

This puts the KeySecure in compliance with Common Criteria standards. However, you can also enable
the SEED and RC-4 algorithms and still be compliant with Common Criteria standards.

To enable the SEED and RC-4 algorithms and still be compliant with Common Criteria standards:
1 Follow the steps outlined in “Configuring the KeySecure for FIPS Compliance” on page 221.
2 On the High Security Configuration page, High Security Settings section, click Edit.
3 Clear the Disable Non-FIPS Algorithms and Key Sizes checkbox.

You can now enable SEED and RC-4 algorithms on the device. When the Disable Non-FIPS Algorithms
and Key Sizes checkbox is cleared, RC-4 is automatically enabled. The SEED algorithm is feature
enabled and requires a license to activate.
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|mpor’rcm’r! When the Disable Non-FIPS Algorithms and Key Sizes checkbox is cleared, the DES,
RSA-512, and RSA-768 algorithms can be used on the KeySecure. These algorithms are not allowed
under the International Common Criteria standards; using them will take the device out of Common Criteria
compliance.

KEYSECURE USER GUIDE 226



FIPS Status Server

The FIPS Status Server is an http server that provides system status, in the form of the FIPS Status report,
whenever the device is running. The FIPS status server monitors for FIPS-related status and error
messages. If the device self-test fails upon start-up, all other services on the device shutdown, including
the Management Console. Only the FIPS status server continues to run in this state.

The report indicates:

* the latest results of all system self-tests

* the device state (either error or normal)

* the status of FIPS compliance (either yes or no)

The device performs the following tests:

Test

Power
-Up

Conditional Description

AES Encryption
DES Encryption
DSA Encryption
SHA-1 Algorithm
SHA2-256 Algorithm
SHA2-384 Algorithm
SHA2-512 Algorithm
HMAC Algorithm
(SHA1, SHA2-256)
RSA Encryption
X9.31 PRNG
Continuous Random

Number Generation

RSA Pairwise
Consistency

X

X

Known Algorithm Test for the AES algorithm. This test is performed at
power-up.

Known Algorithm Test for the DES algorithm. This test is performed at
power-up.

Known Algorithm Test for the DSA algorithm. This test is performed at
power-up.

Known Algorithm Test for the SHA-1 algorithm. This test is performed
at power-up.

Known Algorithm Test for the SHA2-256 algorithm. This test is
performed at power-up

Known Algorithm Test for the SHA2-384 algorithm. This test is
performed at power-up

Known Algorithm Test for the SHA2-512 algorithm. This test is
performed at power-up

Known Algorithm Test for the HMAC algorithm, which tests both SHA1
and SHA2-256. This test is performed at power-up.

Known Algorithm Test for the RSA algorithm. This test is performed at
power-up.

Known Algorithm Test for the X9.31 PRNG. This test is performed at
power-up.

Test of the random number generation. This test is run whenever the
system generates a random number.

Pairwise consistency test of RSA key generation. This test is run
whenever the system generates a key.
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Power

Test -Up Conditional Description (continued)

DSA Pairwise X Pairwise consistency test of DSA key generation. This test is run
Consistency whenever the system generates a key.
Software Integrity X Checksum test of all software. This test is performed at power-up.

If any of these tests fail, the FIPS Status Report will indicate which test failed and when the failure
occurred. The device will enter error state: access to the Management Console, the Command Line
Interface, and the XML Interface will be denied. Limited access to the device via the serial console will be
supported. To restore functionality, reboot the device. If the problem persists, contact customer support.

To enable the FIPS Status Server:
1 Log in to the Management Console as an administrator with SSL, Security, and Key Server access

controls.
2 Navigate to the FIPS Status Server page (Security >> FIPS Status Server).

FIPS Status Server Settings Help B

Enable FIPS Status Server: o
Local IP:  [All]
Local Port: 9081

| Edit |
3 Click Edit.
4 Select Enable FIPS Status Server.
5 Select the Local IP address from the list or select [All].
6 Enter the Local Port the FIPS Status Server listens on or, accept the default port value of 9081.

7 Click Save.

To view the FIPS Status Report:
1 Use either the Management Console or the CLI to locate the IP and port of the status report. By
default, the location is <Management Console IP>:9081/status.html.

a To locate the IP and port using the Management Console: log in to the Management Console and
navigate to the FIPS Status Server page (Security >> Advanced Security >> FIPS Status Server).

b To locate the IP and port using the CLI: log in to the CLI and use the show fips server

command.
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2 Open a web browser and navigate to the IP and port using http. For example,
http:192.168.12.20:9081/status.htmi.

FIPS Status Report

Product Safehet i450
Box ID: TGCTIK
Hostname: nightly-2-80
IP Address(es). [172.17.2.80
Device State: normal

FIPS Compliant: [no

Test Results:

AES Encryption success at Thu Oct 14 14:08:20 2010

DES Encryption

success at Thu Oct 14 14:08:20 2010

DSA Encryption

success at Thu Oct 14 14:08:21 2010

SHAT Algorithm

success at Thu Oct 14 14:08:20 2010

SHAZ-258 Algorithm

success at Thu Oct 14 14:08:20 2010

SHAZ-384 Algorithm

success at Thu Oct 14 14:08:20 2010

SHAZ-512 Algorithm

success at Thu Oct 14 14:08:20 2010

HMAC Algorithm (SHA1T SHAZ-256)

success at Thu Oct 14 14:08:20 2010

RSA Encryption

success at Thu Oct 14 14:08:20 2010

Diffie-Hellman Algorithm

success at Thu Oct 14 14:08:21 2010

SSH Key Derivation

success at Thu Oct 14 14:08:21 2010

X231 PRNG

success at Thu Oct 14 14:08:21 2010

Continuous Random Mumber Generation

success at Thu Oct 14 14:16:09 2010

RSA Pairvise Consistency

success at Thu Oct 14 13:52:41 2010

DSA Painwise Consistency

success at Thu Oct 14 14:08:21 2010

Software Integrity

success at Thu Oct 14 09:13:40 2010

3 View the following fields:
Product - the model of the KeySecure.

Box ID - the unique box ID, composed of alphanumeric characters.
Hostname - the hostname used to identify the KeySecure on the network.
IP Address(es) - the IP address(es) on which the key server is enabled on the KeySecure.

Device State - indicates the current state of the device, either normal or error. When the device is in
error state, functionality is dramatically limited: you will not be able to communicate with the device
using the CLI, the Management Console, or the XML or KMIP Interfaces. Limited access to the
device via the serial console will be supported. Reboot the device to restore functionality. If the
problem persists, contact customer support.

FIPS Mode Enabled - Indicates if the device is FIPS compliant.
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- Test Results - Displays the result and timestamp for each of the following self-tests:
* AES Encryption
* DES Encryption
* DSA Encryption
e SHA1 Algorithm
* SHA2-256 Algorithm
* SHA2-384 Algorithm
* SHA2-512 Algorithm
* HMAC Algorithm (SHA1 and SHA2-256)
* RSA Encryption
* Diffie-Hellman Algorithm
* SSH Key Derivation
* X9.31 PRNG
* Continuous Random Number Generation
* RSA Pairwise Consistency
* DSA Pairwise Consistency
* Software Integrity
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SSL

The KeySecure is designed to be able to establish Secure Sockets Layer (SSL) and Transport Layer
Security (TLS) connections with all applications and databases that make requests to the NAE Server. SSL
and TLS are the most widely deployed security protocols in network security. The following section
provides a brief overview of the SSL protocol so that you might better understand how to configure the
KeySecure.

SSL is used to establish secure connections between two entities, such as a client application and an NAE
Server. In addition to securing connections, SSL is commonly used to authenticate a server to a client and
vice versa. The SSL protocol is composed of two phases: (1) establishing a secure connection using the
SSL handshake protocol, and (2) exchanging data over the secure connection. The SSL protocol steps are
summarized below.

Client Server
Application
g;r\:"':r': Client Hello NAE
Supported ciphers, Server
session 1D
Server Hello
Chosen cipher, server
cert, session 1D \
Key Exchange \
Produces a \
session-key

Application Data

Encrypted
application data

The following steps describe a typical SSL handshake:

1 The protocol is initiated by the requesting application using a client hello message. This message
includes a list of all the ciphers supported by the client application. The application also sends a
session ID that might refer to previously established sessions.

2 The KeySecure responds with a server hello message, which includes the KeySecure certificate and
the cipher chosen by the KeySecure. Once the session is established, it is secured using the chosen
cipher. The message also contains a session ID.

3 The application and the KeySecure then engage in a key exchange protocol. The result is a session
key that is then used for encrypting the entire session.
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Once the SSL handshake is completed, the two sides begin exchanging application data, such as
cryptographic operations, data migration operations, and so on. All data is encrypted using the negotiated
session key.

Because the SSL key exchange protocol is based on public key cryptography, it consumes significant
computing resources. To minimize the number of SSL handshakes, SSL provides a shortcut to a full key
exchange. Consider an application that has previously established a secure session with the KeySecure.
Both the application and the KeySecure already share a session—key. When the application reconnects to
the NAE Server, there is no need to renegotiate a session key. During the reconnection process the two
sides execute the SSL resume protocol, which bypasses the key exchange part of the SSL handshake.
The resumed session is encrypted using the previously negotiated session—key. Establishing a secure
connection using SSL resume is much faster than a full SSL handshake.

In this scenario, the client application indicates that it is willing to perform an SSL resume (rather than a full
handshake) by sending a previously negotiated session—id in the CLIENT-HELLO message. The
KeySecure checks that it has the session key for the given session—id. If so, it acknowledges that it is
willing to resume the session by using the same session—id in the SERVER-HELLO message. Otherwise,
the KeySecure responds with a new session—id.

All SSL sessions stored in the KeySecure session cache have an expiration time. A typical session
expiration period is two hours. This means the KeySecure accepts a session resume request for at most
two hours after the session is first established. The SSL session timeout on the KeySecure is configured
on the SSL Configuration page, as described later in this chapter.

Certificates are used to authenticate one entity to another. This authentication takes place during the SSL
handshake protocol. Certificates are issued by Certification Authorities (CA’s) such as VeriSign, Entrust,
Thawte, and others. The KeySecure is equipped with CA capabilities, and can issue certificates for all your
applications.

When establishing an SSL connection with a client application, you have the option to require the
application authenticate itself to the KeySecure by presenting a certificate. Because the KeySecure can
issue certificates to applications and databases, there is no need for you to use a public CA such as
VeriSign to issue these certificates. You can generate these certificates on the KeySecure.

The KeySecure CA is managed on the CA Certificates page. To issue certificates for your applications, you
must first create a local CA on the KeySecure. This local CA is then used to issue certificates for all your
applications. Local certificates issued by the KeySecure CA are only valid for authenticating to the
KeySecure.
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Use this section to view and modify SSL settings. These settings affect the Key Server’'s communication
with client applications and databases when SSL is enabled. These settings also affect all connections to
the web-based Management Console.

To enable SSL protocols and set the session key timeout:
1 Log in to the KeySecure.
2 Navigate to the SSL Configuration page (Security >> SSL).

SSL Options Help B

Allowed Protocols: M S5L30

M=o
Session Key Timeout (sec): 7200
3 Select Edit.

4 Enable or disable SSL 3.0 and TLS 1.0 as appropriate for your installation.

|mportanﬂ If your internet browser is not configured to use the protocol selected here you will
be denied access to the Management Console. Consult and alter your browser settings before
changing these values.

Important!  Enabling SSL 3.0 on a FIPS compliant device will take the device out of FIPS
compliance - possibly in a manner that does not comply with FIPS standards. For information on
disabling FIPS compliance, see Chapter 37, “High Security Features”.

5 Enter a value for the Session Key Timeout. This field specifies the number of seconds that a
previously negotiated session key is reused for incoming SSL client connections to the KeySecure.
The default value is 7200 seconds (2 hours). Setting this value to 0 disables the time-out.

6 Click Save.

FIPS compliant devices cannot use the default SSL configuration. On those devices, you must
enable TLS 1.0 and disable SSL 3.0.

Important!  Some web browsers, including Internet Explorer 6.0, do not have TLS 1.0 enabled by
default. If you disable SSL 3.0, please check first that your browser has TLS 1.0 enabled. (In Internet
Explorer, select Internet Options from the Tools menu, click the Advanced tab, scroll down to the Security
section, and make sure the "Use TLS 1.0" checkbox is checked.)

Changes to the SSL Options cause the Key Server to restart, which takes the Key Server offline for
a few seconds.
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Different applications and databases support different encryption algorithms for securing SSL sessions.
The KeySecure supports many SSL ciphers and consequently can communicate securely using all
common ciphers.

Please note that the SSL Cipher Order pertains to the communication channel between the client
(application, database, etc.) and the KeySecure. It does not affect the keys that might be used to encrypt
data by the Key Server. When an application or database presents the KeySecure with a list of supported
ciphers, the KeySecure chooses the supported cipher that is highest on its priority list.

WARNING! Exercise caution when modifying the SSL Cipher Order. Unless you are familiar with SSL
Ciphers, you should not rearrange the Cipher Order list. Changes to the list may affect both performance
and security. Click Restore Defaults to reset the list to the original settings.

To manage the SSL cipher order:
1 Log in to the KeySecure.
2 Navigate to the SSL Configuration page (Security >> SSL).

SSL Cipher Order Help B

Priority Key Exchange Cipher Keysize Hash
® 1 RSA AES1Z8 128 SHAA
Oz RSA AES2E6 256 SHAA
O 3 RSA 3DES 1658 SHAA
) Disabled RSA RC4 128 SHAA
) Disabled RSA RC4 128 wDs

[ Dawn H Enable H Disahle H Disahble Low Security Ciphers H Festore Defaults

3 The SSL Cipher Order section shows the following fields.
- Priority - 1 is the highest priority.
- Key Exchange - the algorithm to use for encryption and authentication. RSA is the only supported
algorithm for key exchange.

- Cipher - the symmetric cipher to use to encrypt SSL sessions. Supported ciphers are: AES128,
AES256, 3DES, and RCA4.

- Keysize - the number of bits of the session key size. Supported key sizes vary for each cipher. 128
for RC4, 168 for 3DES, and 128 and 256 for AES.

- Hash -the hash function to use for SSL session integrity. The supported hash functions are:
* SHA-1: operates on 64-byte blocks of data and produces a 160-bit authentication value.
* MD5: operates on 64-byte blocks of data and produces a 128-bit authentication value.

4 Use the Up, Down, Enable, Disable, and Restore Defaults buttons to organize the list, as
appropriate.

5 Use the Disable Low Security Ciphers button to mandate that only high security ciphers (those 128-
bit and above) be used. This disables 128-bit RC4, both SHA-1 and MD5.
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Default Ports for KeySecure Features

This appendix provides information to assist with making firewall configuration decisions for KeySecure
deployments.

The Port number in the following table is the port on the KeySecure that is open and receives incoming
connections.

If the Config column contains “yes,” the port value is configurable. For Management Console navigation to
the page where ports in the following table can be configured see “Management Console” below.

Port Feature Protocol Config Required Session Initiation
Ping / Traceroute ICMP no Optional inbound / outbound

22 SSH Administration TCP yes Optional® inbound

161 SNMP Agent UDP yes Optional inbound

9000 NAE Server® TCP yes Required inbound

9001°¢ Clusterd SSL yes Optional inbound / outbound

9003 ProtectFile Manager Service SSL yes Optional® inbound

9080 Health Check TCP yes Optional inbound

9443 Web Administration TCP yes Optional® inbound

a. SafeNet recommends opening ports for remote Web Administration (9443) and/or SSH Administration (22).

b. Minimum Requirement: The NAE Server must have an open port to process cryptographic and key management operations
with TCP or SSL transport. Corresponds to NAE_Port client configuration in IngrianNAE.properties file.

c. This Port is also the destination port used for connections from one KeySecure to another. The source port for appliance-to-
appliance connections may be ephemeral.

d. The Cluster feature is used for server-side replication of configuration data.
e. Required when using the ProtectFile.

The Port number in the following table is the port on an external device used for connections from the
KeySecure to that external device. The source port used for these connections may be ephemeral.

If the Config column contains “yes,” the port value is configurable. For Management Console navigation to
the page where ports in the following table can be configured see “Management Console” below.

Port Feature Protocol Config Required Session Initiation
20 FTP data® TCP no Optional outbound
21 FTP control® TCP no Optional outbound
22 SCp@ TCP no Optional outbound
53 DNS UDP no Optional outbound
123 NTP UDP no Optional outbound
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Port Feature Protocol Config Required Session Initiation

162 SNMP Traps UDP yes Optional outbound
514 Syslog UDP yes Optional outbound
1025 ProtectDB-Teradata TCP yes Optionalb outbound
1433 ProtectDB-SQL Server TCP yes Optional® outbound
1521 ProtectDB-Oracle TCP yes Optionalb outbound
8003 ProtectFile TCP yes Optionalb outbound
50000 ProtectDB-DB2 TCP yes Optional® outbound
389 LDAP Administrator Server® TCP yes Optional outbound
636 SSL

389 LDAP User Directory® TCP yes Optional outbound
636 SSL

a. Log Rotation, Software & License Upgrade/Install, and Backup & Restore operations.
Required when using the corresponding ProtectDB or ProtectFile.

c. LDAP servers typically use port 389 for TCP and 636 for SSL. Required when using an external LDAP server for login authen-
tication.

o

The following table provides the Management Console navigation to the page where ports in the preceding
tables can be configured.

Feature Management Console Navigation

Key Server Device >> Key Server >> Key Server

Web Administration Device >> Administrators >> Remote Administration
SSH Administration Device >> Administrators >> Remote Administration
SNMP Agent Device >> SNMP >> Agent

ProtectFile Manager Service Security >> ProtectFile Manager >> Service Settings
Security >> ProtectFile Manager >> Connector Profiles

Health Check Device >> Key Server >> Health Check

Cluster Device >> Cluster

LDAP Administrator Server Device >> Administrators >> LDAP Administrator Server
LDAP User Directory Security >> LDAP >> LDAP Server

SNMP Traps Device >> SNMP >> Management Stations

Syslog Device >> Log Configuration >> Rotation & Syslog

Oracle Connector Security >> Databases (in the ProtectDB Manager section)
SQL Server Connector Security >> Databases (in the ProtectDB Manager section)
DB2 Connector Security >> Databases (in the ProtectDB Manager section)
Teradata Connector Security >> Databases (in the ProtectDB Manager section)
ProtectFile Security >> ProtectFile Manager >> File Servers

ProtectFile must be activated to view the ProtectFileManager links.
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Supported Key Algorithms

When people think of cryptography, they often think of encrypting and decrypting information, but
cryptography goes beyond encryption and decryption. Using the KeySecure you can encrypt or decrypt
data, create a MAC, create a digital signature, and generate random numbers. These topics are described
in the following sections:

Encryption is the process of obscuring information (plaintext data) to make it unreadable (ciphertext) to
anyone who does not possess a key, secret, or code. Decryption, then, uses a key, secret, or code to
transform ciphertext into something readable. Because you can derive the original plaintext data from the
ciphertext (provided, of course, that you have the correct key), encryption is a reversible operation.
Encryption and decryption are, by far, the most common cryptographic requests made by NAE clients.

The vast majority of encrypt and decrypt operations performed in the KeySecure environment are with
symmetric key algorithms. Symmetric key algorithms can be divided into stream ciphers and block ciphers.
Stream ciphers process data bit—by—bit, while block ciphers process fixed—size blocks of data. For a variety
of reasons, we discourage the use of stream ciphers. Encryption and decryption with symmetric keys is
quite simple. The following example illustrates this exchange:

* Bob wants to send a message to Alice, and Bob wants to be sure that no one else can read that
message, so Alice and Bob agree on a shared secret key (let’s call it Key1).

* The message Bob wants to send Alice is “This is a super secret message from Bob.” Bob encrypts that
message using Key1 and sends Alice the ciphertext (6QNKMgUDJCE. . . .).

* Alice decrypts the ciphertext with Key1 and is now able to read Bob’s message.

In this way, Alice and Bob can continue communicating over a network while preventing potential
eavesdroppers from understanding their messages. If Alice wants to indicate to Bob that she received his
message, she can encrypt her message with Key1 and send Bob the ciphertext, which Bob can then
decrypt with Key1.

To encrypt or decrypt with a block algorithm, it must be possible to divide the plaintext value into full blocks
of a specific size. (In the case of AES and SEED, the block size is sixteen bytes; in the case of DESede

and DES, the block size is eight bytes.) If the plaintext length is not a multiple of the algorithm’s block size,
padding is used to fill the remainder of the last block. If the length of the plaintext value is a multiple of the
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block size, padding is used to fill an additional, trailing block. This additional block is used to indicate that
padding is not present in the preceding blocks. Whichever algorithm is used to encrypt data, the ciphertext
is larger than the original plaintext value. The following table illustrates how this is true for the AES and
SEED algorithms.

Plaintext Size in bytes Ciphertext Size in bytes

15 16
16 32
17 32
127 128
128 144

As mentioned, DESede and DES use a block size of eight bytes. The following table illustrates how
padding affects the length of ciphertexts from DES and DESede algorithms.

Plaintext Size in bytes Ciphertext Size in bytes

7 8

8 16
9 16
95 96
96 104

Modes of Operation

If you are using a block cipher (AES, DESede, or DES), decide whether you want to use the algorithm in
electronic codebook (ECB) mode, or cipher-block chaining (CBC) mode.

* In ECB mode, each block is encrypted separately, through the same procedure. Thus, two identical
plaintext blocks encrypt to the same ciphertext and any data patterns in the plaintext can be detected
in the encrypted data.

* In CBC mode, the first block is XORed with an initialization vector before being encrypted. All
subsequent plaintext blocks are XORed with the previous ciphertext block before being encrypted.
This dependency makes it more difficult for an attacker to swap blocks, because blocks must be
decrypted in the same order in which they were encrypted to produce the original plaintext.

When the same key and different IVs are used, identical plaintexts are guaranteed to have different
ciphertexts.

We recommend that you use CBC mode, unless you have a compelling reason to use ECB mode.
Initialization Vectors

An initialization vector (1V) is a sequence of random bytes appended to the front of the plaintext before
encryption. Use of a unique IV eliminates the possibility that the initial ciphertext block is the same for any
two encryption operations of the same plaintext that use the same key. In the KeySecure environment, Vs
are only used by block ciphers in CBC mode. The size of the IV depends on the algorithm; AES and SEED
use a sixteen byte IV, while DESede and DES use an eight byte IV. The KeySecure can generate random
IV's for you, or you can supply your own.
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When supplying your own IV for data migration, it is important to note that IVs must be specified in
hexadecimal (base 16 encoded) characters. As such, an eight byte IV requires sixteen characters;
likewise, a sixteen byte IV requires thirty-two characters. Sometimes, the examples in this documentation
show impractical Vs for the sake of simplicity, for example 112233445566.... Make sure that your IV is
sufficiently complex, and if you are supplying your own IV for anything other than data migration, it is
crucial that you remember the IV your supplied.

To ensure a unique ciphertext during data migration, you would have to apply IVs at the field—level
and not the column—level.

* AES

ARIA

* DES

DESede (triple DES)
* SEED

* RC4

In general, we recommend that you use symmetric one of the following block ciphers to encrypt data in the
KeySecure environment: AES, DESede, or SEED (if enabled). Of the symmetric block ciphers, we
recommend AES because it performs better and is considered to be more secure than the others.

We recommend that you not use the DES algorithm, because it is known to be a weak algorithm and is
supported only for backward compatibility.

While symmetric key encryption utilizes a shared secret key, public key cryptography (crypto operations
performed with asymmetric keys) typically utilizes a pair of keys: one public, the other private. This allows
users to communicate securely without having prior access to a shared secret key. All public keys are
published and therefore available to anyone, while all private keys remain with the user. Keys are related
mathematically, such that each key allows you to reverse the operations performed with the other key. In
other words, you can encrypt with the public key and decrypt with the private key. This method of
encryption is extremely slow compared to symmetric ciphers.

The following example illustrates the exchange:

* Bob and Alice each generate public/private key pairs and publish their public keys.

Alice looks up Bob’s public key, encrypts her message with it, and send Bob her message.

Bob gets Alice’s message and decrypts it with his private key.

Bob looks up Alice’s public key, encrypts his reply with it, and sends it to Alice.

Alice can then decrypt Bob’s message with her private key.
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In this way, Alice and Bob can continue communicating over a network while preventing potential
eavesdroppers from understanding their messages.

* RSA

Asymmetric algorithms, such as RSA, can be up to an order of magnitude slower than symmetric
algorithms.

When using RSA keys to encrypt data, the ciphertext is always the size of the key; if your RSA key is 2048
bits (or 256 bytes), then the ciphertext is also 256 bytes. And because PKCS #1 padding is always used
with RSA keys, you can encrypt no more than the key size, less eleven. For example, if you use a 2048-bit
RSA key, the maximum data size that you can encrypt with that key is 245 bytes.

The speed and size issues make public key cryptography impractical for encrypting data. Therefore, we
recommend that you use symmetric key algorithms to encrypt your data.

A cryptographic hash is a one-way (non—reversible) algorithm that applies a hash function and a secret
key to any amount of input and returns a fixed—size output (the MAC). A MAC, short for Message
Authentication Code, can be thought of as a keyed hash or checksum. Only if you hold the secret key used
to calculate the MAC can you verify the MAC. MACs are used to ensure data integrity and authenticity.

The following example illustrates the exchange:

Bob wants to send a message to Alice, and Bob wants Alice to be able to trust that the message she
receives is from Bob and that it has not been modified in any way. So Bob decides to create a MAC of the
message that he wants to send Alice. Bob has already given Alice a copy of the HMAC key that Bob uses
to compute the MAC.

* Bob composes the following plaintext message: “This is indeed a message from Bob, and it has not
been altered.”

* Bob uses his HMAC key to compute the MAC of his message text. The MAC value for this particular
key and text is: k8vifJC1F4sgg6pbeSppliMRfQ4r2hMD.

* Bob sends the plaintext message along with the MAC value he computed to Alice.

* Once she receives the message, Alice uses the HMAC key Bob gave her to compute the MAC value
on the plaintext message Bob sent her.

When the MAC value Alice computes matches the MAC value Bob sent her, she can be confident that the
message Bob sent her has not been altered (integrity), and Bob is the sender of the message
(authenticity).
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* HMAC-SHA1

* HMAC-SHA256
* HMAC-SHA384
* HMAC-SHA512

If you have an interest in storing passwords securely, you might think about creating a MAC at the
application level (using one of the Cryptographic Providers) on your passwords and storing the MAC
values instead of the plaintext passwords. That way you minimize the amount of time that passwords are in
plaintext in your network

MACs can be created through the XML interface and all of the Cryptographic Providers except for the
MSCAPI Provider.

The same plaintext value, MACed with the same key, always yields the same output.

By unreversible, it is meant that you cannot apply a reverse function to the MAC value to derive the original
plaintext message.

Digital signatures rely on the use of public key cryptography, which generally allows users to communicate
securely without having prior access to a shared secret key. Digital signatures can be used to ensure the
authenticity of a sender. For example, Bob can encrypt a message with his private key and send it to Alice.
If Alice can successfully decrypt it using the corresponding public key, this provides assurance to Alice that
Bob (and no one else) sent it.

Digital signatures can be created through all of the Cryptographic Providers except for the .NET Provider.
You can also create MACs through the XML interface.

* RSA

In summary, you can use the KeySecure to perform a variety of cryptographic operations. The following
table lists the cryptographic algorithms supported by the KeySecure. Each algorithm is discussed in
“Supported Algorithms” on page 242.

Not all algorithms are supported by all client software.
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Supported

Algorithm Operations Description Function

AES * Encrypt symmetric key  Highly secure algorithm; recommended for most environments.
+ Decrypt block cipher Discussed in detail in “AES” on page 243.

ARIA * Encrypt symmetric key  National standard encryption algorithm in the Republic of Korea.
+ Decrypt block cipher Discussed in detail in “ARIA” on page 243.

DES * Encrypt symmetric key  Known to be an insecure algorithm; not recommended for any
+ Decrypt block cipher environment. Discussed in detail in “DES” on page 244.

DESede * Encrypt symmetric key  Not as secure as AES; can be used in many environments.
+ Decrypt block cipher Discussed in detail in “DESede” on page 244.

HMAC-SHA1 + MAC keyed hash Used to protect integrity and authenticity. Strength is determined by
+ MAC Verify function key size. Discussed in detail in “HMAC-SHA1” on page 245.

RC4 * Encrypt symmetric key  Extremely slow compared to block ciphers. Discussed in detail in
« Decrypt stream cipher  “RC4” on page 246.

RSA * Encrypt public key Used to encrypt data and create digital signatures; not the
+ Decrypt algorithm recommended encryption algorithm. Discussed in detail in “RSA”
* Sign on page 246.
« Sign Verify

SEED * Encrypt symmetric key  National standard encryption algorithm in the Republic of Korea.
+ Decrypt block cipher Discussed in detail in “SEED” on page 247.

The KeySecure supports the following public algorithms:

A proprietary format, which utilizes the DES algorithm, is also supported.

PKCS#11 does not support ECB mode with PKCS5Padding.
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Block Size
Supported Modes

Padding Schemes

v

Key Size (in bits)

Identifier Strings

Additional Notes

Block Size
Supported Modes

Padding Schemes

\%

Key Size (in bits)

Identifier Strings

Additional Notes

16 bytes

ECB (default)
CBC

PKCS5Padding

NoPadding — When using AES is NoPadding mode, you must supply ciphertext in multiples

of 16 bytes.

CBC mode requires a 16 byte IV.
IV is not allowed in ECB mode.

128 (default)
192
256

AES/CBC/NoPadding

AES/CBC/PKCS5Padding

AES/ECB/NoPadding

AES/ECB/PKCS5Padding

AES - This is equivalent to AES/ECB/PKCS5Padding

When using AES keys with NoPadding, or in ECB mode, you must supply data (both
ciphertext for decryption and plaintext for encryption) in multiples of 16 bytes.

16 bytes

ECB (default)
CBC

PKCS5Padding

NoPadding — When using ARIA is NoPadding mode, you must supply ciphertext in
multiples of 16 bytes.

CBC mode requires a 16 byte IV.

IV is not allowed in ECB mode.

128 (default)
192
256

ARIA/CBC/NoPadding

ARIA/CBC/PKCS5Padding

ARIA/ECB/NoPadding

ARIA/ECB/PKCS5Padding

ARIA — This is equivalent to ARIA/ECB/PKCS5Padding

When using ARIA keys with NoPadding, or in ECB mode, you must supply data (both
ciphertext for decryption and plaintext for encryption) in multiples of 16 bytes.
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Block Size
Supported Modes

Padding Schemes

v

Key Size

Identifier Strings

Additional Notes

Block Size
Supported Modes

Padding Schemes

v

Key Size

8 bytes

» ECB (default)
+ CBC

+ PKCS5Padding (default)
* NoPadding

* CBC mode requires an 8 byte IV.
* |V is not allowed in ECB mode.

Supported key size is 56 bits. The key contains an extra 8 bits of parity, for a total key size to
64 bits.

+ DES/CBC/NoPadding — Uses outer CBC mode

+ DES/CBC/PKCS5Padding — Uses outer CBC mode

+ DES/ECB/NoPadding

+ DES/ECB/PKCS5Padding

» DES - This is equivalent to DES/ECB/PKCS5Padding

When using DES keys with NoPadding, or in ECB mode, you must supply data (both
ciphertext for decryption and plaintext for encryption) in multiples of 8 bytes.

8 bytes

+ ECB (default)
- CBC

+ PKCS5Padding (default)
* NoPadding
* IngrianPadding

+ CBC mode requires an 8 byte IV.
* |V is not allowed in ECB mode.

Supported key sizes are 168 (default) and 112 bits.

Each key contains an extra 8 bits of parity. Thus, when you create a key of 112 bits, the actual
key size is 128 bits; when you crete a key of 168 bits, the actual key size is 192 bits.

A key size of 112 bits refers to two—key triple DES. The sequence of operations in two—key
triple DES is:

* Encrypt with Key1

* Decrypt with Key2

* Encrypt with Key1

A key size of 168 bits refers to three—key triple DES. The sequence of operations in three—key
triple DES is:

» Encrypt with Key1

+ Decrypt with Key2

» Encrypt with Key3
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Identifier Strings

Additional Notes

Supported Hash
Function

Padding Schemes
v
Key Size

Identifier String
Additional Notes

Hash Function
Padding Schemes
v

Key Size

Identifier String
Additional Notes

Hash Function
Padding Schemes
v

Key Size

» DESede/CBC/NoPadding — Uses outer CBC mode

» DESede/CBC/PKCS5Padding — Uses outer CBC mode

» DESede/CBC/IngrianPadding

» DESede/ECB/NoPadding

+ DESede/ECB/PKCS5Padding

» DESede — This is equivalent to DESede/ECB/PKCS5Padding

When using DESede keys with NoPadding, or in ECB mode, you must supply data (both
ciphertext for decryption and plaintext for encryption) in multiples of 8 bytes.

SHA-1

Uses padding from SHA-1 algorithm. No additional padding.
No IV is required.

Keys can be between 128 and 256 bits. We recommend that the key size be at least 160 bits,
and sets the default at 160.

The HMAC keys you generate should be a multiple of 8 bytes. On some platforms, HMAC
keys that are not a multiple of 8 bytes might yield incorrect results when generating MACs.

* HmacSHA1
HMAC is a stream cipher. HMAC keys are bitstreams of multiples of 8 bits.

SHA-2

Uses padding from SHA-2 algorithm. No additional padding.
No IV is required.

Keys can be 128, 192, or 256 bits. The default is 256.

The HMAC keys you generate should be a multiple of 8 bytes. On some
platforms, HMAC keys that are not a multiple of 8 bytes might yield incorrect
results when generating MACs.

* HmacSHA256
HMAC is a stream cipher. HMAC keys are bitstreams of multiples of 8 bits.

SHA-2

Uses padding from SHA-2 algorithm. No additional padding.
No IV is required.

Keys can be 192, 288, or 384 bits. The default is 384.

The HMAC keys you generate should be a multiple of 8 bytes. On some
platforms, HMAC keys that are not a multiple of 8 bytes might yield incorrect
results when generating MACs.
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Identifier String
Additional Notes

Hash Function
Padding Schemes
v

Key Size

Identifier String
Additional Notes

v

Key Size
Identifier String
Additional Notes

v
Key Size

Identifier Strings

Additional Notes

* HmacSHA384
HMAC is a stream cipher. HMAC keys are bitstreams of multiples of 8 bits.

SHA-2

Uses padding from SHA-2 algorithm. No additional padding.
No IV is required.

Keys can be 256, 384, or 512 bits. The default is 512.

The HMAC keys you generate should be a multiple of 8 bytes. On some
platforms, HMAC keys that are not a multiple of 8 bytes might yield incorrect
results when generating MACs.

* HmacSHA512
HMAC is a stream cipher. HMAC keys are bitstreams of multiples of 8 bits.

No IV required.
Supported key sizes are 40 and 128 bits.
RC4

RC4 is a stream cipher with byte—oriented operations, which means that RC4 keys are
bitstreams of multiples of 8 bits.

No IV is required.

* 512
* 1024 (default)
+ 2048
+ 3072
* 4096
RSA-3072 and RSA-4096 are not supported for cryptographic operations on i300
series KeySecures. Keys using these algorithms can still be created, imported, and exported
on those devices.

RSA-4096 cannot be created using the XML interface, they can only be created using the
Management Console.

+ SHA1withRSA — for signatures

* RSA - for encryption

» The ciphertext is always the size of the RSA key; if your RSA key is 2048 bits (256 bytes),
then the ciphertext is 256 bytes. Because they use PKCS#1 padding, RSA keys can

encrypt data up to 11 bytes smaller than the key size. If you use a 2048-bit RSA key, then
the maximum data size that you can encrypt with that key is 245 bytes.

* RSA keys cannot be used to perform data migration operations.
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SEED

Block Size 16 bytes
Supported Modes - ECB
+ CBC
Padding Schemes + PKCS5Padding
* NoPadding
v + CBC mode requires a 16 byte IV.
* |V is not allowed in ECB mode.
Key Size Supported key size is 128 bits.
Additional Notes Support for the SEED algorithm is only available on devices that are not FIPS compliant, and

must be feature—activated. Both server and client must be running version 4.3 or later.
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Appendix C

Hardware Specifications

This appendix contains the hardware descriptions of the KeySecure devices.
KeySecure server platform devices supported in the 6.5.0 release:

* KeySecure k150

* KeySecure k460
Nofe: HSM and SSKM are supported by the KeySecure k460.

KeySecure k150 Attributes

Processor Details

Processor One VIA C3 800MHz processor
Cryptographic 11,000

Operations per Less than 250 microseconds latency.
second

Scalable to tens of thousands of transactions per second with the addition of more
KeySecure platforms.

Interfaces
Network 1 10/100 Mbps ethernet port

Power Supply Details
Power Supply 250W; 100 - 240 VAC, auto-ranging, 50-60 Hz, 5 - 3A

Environmental Requirements

Operating Ambient temperature: 50° to 95°F (10° to 30°C)
Temperature

Nonoperating Ambient temperature: -40° to 149°F (-40° to 65°C)
Temperature

Operating Humidity 8% to 85% (non-condensing) with a maximum gradation of 10% per hour.
Operating Humidity 5% to 95% (non-condensing)

Acoustic Noise Emissions

Acoustic Noise 66 decibels
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Dimensions

Height 1.751in (4.45 cm)
Width 19in (48.26 cm)
Depth 13in (33.02 cm)

The front of the k150 contains a metal bezel, below which are a power switch, a reset button, and three
LEDs. You must remove the front plate with a screwdriver to access the components shown below.

Power ]
i SESEEEEEREEEEE
Switeh SESSEESEESEEES @ PR LEDs
SSNENAENREREES @ oo
(LI XTI YIIYrIy}
SSEESSE8EEEEES O LN
S00RAABAAAEAAA RST
Reset J
Button
Component Description
Power Switch Turns the appliance on for the boot process. Used in combination with the Master Power Switch
on the back panel.
When booting the appliance for the first time:
« Turn on the Master Power Switch on the back panel.
* Remove the front bezel.
* Press the power switch on the front panel.
After completing the initial boot process, you do not need this switch to power the appliance.
Reset Button Press this button to reboot the appliance.
LEDs * PWR - shows green when the unit is on.

* HDD - shows red when the system is accessing the hard disk.
* LAN — disabled.

The back panel of the k150 contains an ethernet interface, a serial console port, a master power switch, a
power supply, and a fan.

gowelr n | Serial
upply l:] (1] Console
[ Jecze ssll o
SaaaaEees
Master (LI LIl 1]}
Power 1 Ethernet
Switch Interface
Component Description

Ethernet Interface One 10/100 Mbps Ethernet port for an RJ45 connector.
Serial Console Port DB9 port used to obtain console access to the device.
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Component Description (continued)

Master Power Use this power switch to turn the KeySecure on or off.
Switch When booting the device for the first time, you must turn this switch on and then press the
power switch on the front panel.

Power Supply AC power socket.

Fan Fans used to cool the power supply.

Specifications

Processor Intel XeonE5620 2.4Ghz, 12M Cache, Turbo, HT, 1066MHz Max Mem
Network Interfaces 4 x 10/100/1000 Mbps ethernet ports

Hard Drive Two 500GB 7.2K RPM SATA 2.5” HotPlug Hard Drives

RAM 8 GB

Power Supply Details

Power Supply Two 502W Energy Smart Hot-Plug Power Supplies
Power Supply Output 502 Watts
Rating
Power Consumption Using one power supply: 110 - 125 W
Using two power supplies: 120 - 150 W
Input Power Range 100-240 VAC
Maximum Input Current  1.67 A
Maximum Heat 1712.9 BTU per hour
Dissipation

Power Supply Efficiency 79.9%@10%
at Specified Loadings 88.4%@20%

92.5%@50%

92%@100%
Power Supply Power 0.74@10%
Factor at Specified 0.85@20%
Loadings '

0.95@50%

0.98@100%
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Environmental Requirements

Operating Temperature

Non-operating
Temperature

Operating Humidity
Non-operating Humidity

Ambient temperature: 50° to 95°F (10° to 35°C) with a maximum temperature gradation of
10°C per hour.

For altitudes above 2950 feet, the maximum operating temperature is de-rated 1°F/550 ft.

Ambient temperature: -40° to 149°F (-40° to 65°C) with a maximum temperature
gradation of 20°C per hour.

20% to 80% (non-condensing) with a maximum humidity gradation of 10% per hour.
5% to 95% (non-condensing) with a maximum humidity gradation of 10% per hour.

Acoustic Noise Emissions

Acoustic Noise

Typically configured 2. 5” chassis in 23 +/- 2 C ambient
Idle: LwA-UL = 5.3 bels, LpAm = 35 dBA

Dimensions

Height 1.7in (4.32 cm)

Width 19.0 in (48.3 cm) - includes rack ears used to mount the device to a server rack.
16.7 in (42.3 cm) - without rack ears.

Depth 33.0in (83.7 cm) - includes PSU handles and locking bezel.
31.3in (79.5 cm) - includes PSU handles, without bezel.

Weight 39 Ibs (17.69 kg)

The front panel of the k460 contains a locking bezel, two hard disks, a power button, and a LCD panel.

Component

Description

Locking Bezel

Power Button and Power
Indicator

LCD Panel
Hard Disks

Unlock the protective bezel to access the power button.

This button is used to power up or turn off the appliance. The power-on indicator lights
when the system power is on.

Provides ID, status information, and system error messages.
The appliance supports two 2.5” SATA hard disks.

The back panel of the k460 contains four ethernet interfaces, a serial port, two power supplies, and PED

port.
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Component Description

DB9 Serial Console Port The DB9 port is used to perform first-time initialization and gain console access to the

appliance.
Ethernet Interfaces The appliance has 4 x 10/100/1000 Mbps ethernet ports
Power Supplies The appliance has two hot-plug high-efficient 502W Energy Smart PSUs.
PED port The PED port is used to connect the PIN entry device (PED) to the KeySecure.

Dell iDRAC Interface

KeySecure appliances support the iDRAC interface from Dell. The appliances ship with the default
username and password from Dell. The default username is root, and the default password is calvin. For
detailed information, see the "IDRAC Configuration Utility" sections in the Dell PowerEge R610 Systems
Hardware Owner's Manual that is available at:

http://www.dell.com/support/Manuals/us/en/19/Product/poweredge-r610

Separate and more complete documentation is available as part of the Integrated Dell Remote Access
Controller User Guide.

Apple Reboot

Rebooting a KeySecure running on an Apple machine requires action at the physical machine, You must
press the F1 key during the reboot process.

Remote PED Firmware Version

When using Luna Remote PED, the PED Server must be running Firmware Version 2.4 or higher. To check
the PED firmware version, execute PedServer.exe -m show. For example:

#PedServer.exe -m show

Ped Server Version 1.0.5 (10005)
Ped Server launched in status mode.
Server Information:

Hostname: RED1-206921

IP: 172.17.36.254

Firmware Version: 2.4.0-3
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Regulatory and Certification Statements

This appendix contains the regulatory, certification, and compliance statements for the KeySecure k460
appliance.

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates,
uses, and can radiate radio frequency energy and, if not installed and used in accordance with the
instruction manual, may cause harmful interference to radio communications. Operation of this equipment
in a residential area is likely to cause harmful interference in which case the user will be required to correct
the interference at his own expense.

Marking by the symbol CE indicates compliance of this SafeNet device to the EMC directives and the Low
Voltage Directives of the European Union.

This is a class A product. In a domestic environment, this product may cause radio interference, in which
case, the user may be required to take adequate remedial measures.

This class A digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

COEEBERR. [FRUEZBESEREEE IRFRER (VCC 1) OEE(C
BRI FRAAERBEMEBTY, COEBL2RERRCHEATLIEEREES
@ﬁ%gzggﬁggi¢o:@E%EHE%%ﬁﬁW*ﬁ%%ﬁfé$UEﬁ

This is a Class A product based on the standard of the Voluntary Control Council for Interference by
Information Technology Equipment (VCCI). If this equipment is used in a domestic environment, radio
disturbance may arise. When such trouble occurs, the user may be required to take corrective actions.
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The standards compliance label on the appliance contains the CE mark, which indicates that this system
conforms to the provisions of all European Council directives, laws, and standards.

The appliance is in conformity with the provisions of the following EC directives, including all amendments,
and national legislation implementing these directives:

* EMC Directive 2004/108/EC
* Low Voltage Directive 2006/95/EC

The following harmonized standards have been applied:
* EN 55022: 2006 + A1: 2007

EN 61000-3-2: 2006

EN 61000-3-3: 1995 + A1: 2001 + A2: 2005

EN 55024: 1998 + A1: 2001 + A2: 2003

EN 60950-1: 2006 + A11: 2009

AZ 717

(UFE LEELMTIRA)

ol 7|7l UYFE A 2 )22 TALAE 77|12 M
TR S AR RHE Ol HE Fol5tA|7| HiEtH,
7t ele] x|l ArSste WE S8 = o,

This equipment is suitable for electromagnetic equipment for office work (Class A) and it can be used
outside home.
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Notices, Warnings, and Certifications

This appendix contains notices, warnings, and certification statements that apply to the KeySecure k460
appliance.

For appliance related safety notices and warnings, see warnings on the side of the chassis adjacent to the
power supplies.

This appliance is suitable for IT power systems. Connect each power supply to a separate power source
for failover support.

WARNING! The power supply cord is used as the main disconnect device. Ensure that the socket outlet is
located/installed near the equipment and is easily accessible.

WARNING! This product relies on the building’s installation for short circuit (over current) protection.
Ensure that a fuse or circuit breaker no larger than 120 VAC, 15A U.S. (240 VAC, 10A international) is
used on the phase conductors (all current carrying conductors).

WARNING!  This unit has more than one power supply connection; all connections must be removed to
remove all power from the unit.

This product contains lithium batteries. While the internal Hardware Security Module battery is not field-
serviceable, the server battery is serviceable. Observe the following warning:

CAUTION!  Danger of explosion if battery is replaced with incorrect type. Replace only with the same type
recommended by the manufacturer. Dispose of used batteries according to the manufacturer’s
instructions.

This product’s coin cell battery may contain perchlorate and may require special handling when recycled or
disposed of. See www.dtsc.ca.gov/hazardouswaste/perchlorate.
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Appropriate hardware is provided with the appliance in order to mount it in an EIA standard 19” rack.

WARNING! To prevent bodily injury when mounting or servicing this unit in a rack, you must take special
precautions to ensure that the system remains stable. These guidelines are provided to ensure your
safety:

* This unit should be mounted at the bottom of the rack if it is the only unit in the rack.

* When mounting this unit in a partially filled rack, load the rack from the bottom to the top with the
heaviest component at the bottom of the rack.

* If the rack is provided with stabilizing devices, install the stabilizers before mounting or servicing the
unit in the rack.

CAUTION!  Slide/rail mounted equipment is not to be used as a shelf or a workspace.

As with all electronic devices, the operator must guard against Electrostatic Discharge (ESD). Use of
proper ESD management techniques (ESD flooring, wrist straps, etc.) will prevent potential damage to the
unit. It is strongly recommended to eliminate the potential of ESD during the following procedures:

* installing the unit in a rack

* replacing a power supply module

Hinweise, Warnungen und Zertifizierungen

Informationen tUber Hardware-Hinweise, Warnungen und Zertifizierungsangaben.

Geratebezogene Sicherheitshinweise und Warnungen.

Das Geréat eignet sich fur IT-Stromanlagen. Verbinden Sie jede Stromzufuhr zur Ausfallsicherung mit einer
getrennten Stromquelle.

WARNHINWEIS! Das Stromzufuhrkabel wird als Hauptabschaltvorrichtung verwendet. Stellen Sie
sicher, dass sich die Steckdose in der Nahe des Gerats befindet bzw. dort angebracht wird und dass sie
leicht zuganglich ist.
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WARNHINWEIS! Dieses Produkt vertraut fiir Kurzschlussschutz (Uberstrom) auf die installierten
Schutzeinrichtungen des Gebaudes. Stellen Sie sicher, dass fiir die Phasenleiter (alle stromfihrenden
Leitungen) eine Sicherung oder ein Leistungsschalter von maximal 120 VAC, 15 A (in den USA, 240 VAC
und 10 A international) verwendet wird.

WARNHINWEIS! Dieses Gerat verflgt Giber mehr als einen Stromanschluss. Alle Verbindungen miissen
getrennt werden, um das Gerat vom Stromkreis zu trennen.

Dieses Produkt enthalt Lithiumbatterien. Die interne Batterie des Hardware-Security-Moduls Iasst sich
zwar nicht vor Ort warten, die Serverbatterie jedoch schon. Beachten Sie bitte den folgenden
Warnhinweis:

ACHTUNG! Explosionsgefahr, wenn die Batterie nicht durch eine korrekte Batterieart ausgetauscht wird.
Austausch nur mit demselben Typ, der vom Hersteller empfohlen wird. Entsorgen Sie verbrauchte
Batterien entsprechend den Anweisungen des Herstellers.

Das Gerat wird zusammen mit entsprechenden Zubehorteilen geliefert, um es in einem 19-Zoll-E|A-
Standard-Rack zu montieren.

ACHTUNG! Um Kérperverletzungen bei der Montage oder Wartung dieses Geréts in einem Rack zu
vermeiden, missen besondere Vorsichtsmallnahmen ergriffen werden, um sicherzustellen, dass das
System stabil bleibt. Diese Richtlinien werden zur Gewahrleistung Ihrer Sicherheit bereitgestellt:

* Dieses Gerat sollte im Rack ganz unten montiert werden, wenn es das einzige Gerat im Rack ist.

* Wenn dieses Gerat in einem teilweise geflllten Rack montiert werden soll, beladen Sie das Rack von
unten nach oben, wobei die schwersten Gerate unten anzubringen sind.

* Wenn das Rack gemeinsam mit Stabilisierungskomponenten geliefert wird, installieren Sie die
Stabilisierungselemente, bevor Sie das Gerat im Rack montieren oder warten.

ACHTUNG! Auf Laufschienen montierte Gerate diirfen nicht als Regal oder als Arbeitsbereich
verwendet werden.

Wie bei allen elektronischen Geraten, muss sich der Bediener auch hier vor elektrostatischen Entladungen
(ESD) schiitzen. Der Einsatz angemessener Verfahren zum Schutz vor elektrostatischer Entladung (ESD-
Bodenbelage, Armbander, etc.) verhindern mogliche Schaden am Gerat. Es wird nachdriicklich
empfohlen, das Risiko von elektrostatische Entladungen anhand der folgenden Verfahren zu eliminieren:

¢ |nstallation des Geréts in einem Rack

¢ Ersatz eines Stromzufuhrmoduls
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Notificaciones, advertencias y certificaciones

Informacién acerca de las notificaciones, advertencias y declaraciones de certificaciones del hardware.

Notificaciones y advertencias de seguridad relativas al equipo.

El dispositivo es recomendable para sistemas eléctricos de tipo IT (sin conexién a tierra). Conecte cada
fuente de alimentacion a una fuente distinta para obtener tolerancia a fallos.

iADVERTENCIA! El cable de la fuente de alimentacion se utiliza como el principal dispositivo de
desconexion. Asegurese de que el tomacorriente esté ubicado/instalado cerca del equipo y sea de facil
acceso.

iADVERTENCIA! Este producto depende de la instalacion del edificio para la proteccion contra
cortocircuitos (sobrecarga). Asegurese de utilizar un fusible o disyuntor que no supere 120 VCA, 15A
(EE.UU.) 0 240 VCA, 10A (internacional) en los conductores de fase (todos los conductores de corriente).

iADVERTENCIA! Esta unidad cuenta con mas de una conexion a la fuente de alimentacién; se deben
extraer todas las conexiones para desconectar la alimentacién de la unidad.

Este producto contiene baterias de litio. Si bien la bateria interna del Médulo de seguridad de hardware no
se puede reparar en el lugar, la bateria del servidor si. Tenga en cuenta la siguiente advertencia:

iPRECAUCION! Peligro de explosion si la bateria se reemplaza por un tipo incorrecto. Reemplace
unicamente con el mismo tipo recomendado por el fabricante. Deseche las baterias utilizadas segun las
indicaciones del fabricante.

El dispositivo cuenta con los elementos de sujecion adecuados para montarlo en un rack estandar de 19
pulgadas que cumple con la norma EIA.

iADVERTENCIA! Para evitar dafios corporales cuando se monta o realiza mantenimiento de esta
unidad en un rack, debe asegurarse de que el sistema permanezca estable. Siga las siguientes pautas
para su seguridad:

» Esta unidad debe montarse en la parte inferior del rack, si es la Gnica unidad en el mismo.
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* Cuando monte esta unidad en un rack que esté parcialmente lleno, cargue el rack desde abajo hacia
arriba y coloque el componente mas pesado en la parte inferior del mismo.

« Si el rack contiene dispositivos de estabilizacion, instale los estabilizadores antes de montar o realizar
el mantenimiento de la unidad en el rack.

iPRECAUCION! No deben utilizarse los equipos montados sobre rieles/soportes deslizantes como
estantes o espacio de trabajo.

Como con todos los dispositivos eléctricos, el operador debe protegerse contra la descarga electrostéatica
(ESD, por sus siglas en inglés). El uso de las técnicas adecuadas de manejo de ESD (piso especial,
correas, etc.) evitara danos potenciales a la unidad. Se recomienda firmemente eliminar toda ESD
potencial durante los siguientes procedimientos:

¢ instalacion de la unidad en un rack

* reemplazo del médulo de la fuente de alimentacion

Avis, avertissements et certifications

Informations relatives aux avis, avertissements et déclarations de certification du matériel.

Avis et avertissements de sécurité associés a l'équipement.

L'équipement est adapté aux systémes d'alimentation informatiques. Connectez chaque alimentation a
une source d'alimentation pour la prise en charge du basculement.

AVERTISSEMENT! Le cordon d'alimentation est utilisé comme équipement principal de déconnexion.
Assurez-vous que la prise de courant est située/installée a proximité de I'équipement et qu'elle est
accessible facilement.

AVERTISSEMENT! Ce produit dépend de l'installation du batiment en matiére de protection contre les
courts-circuits (surintensité). Assurez-vous qu'un fusible ou un disjoncteur ne dépassant pas 120V c.a., 15
A aux Etats-Unis (240 V c.a., 10 A international) est utilisé sur les conducteurs de phase (tous des
conducteurs porteurs de courant).

AVERTISSEMENT! Cette unité posséde plus d'une connexion d'alimentation; toutes les connexions
doivent étre débranchées pour retirer toute alimentation de l'unité.
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Ce produit contient des batteries au lithium. Si la batterie interne du module de sécurité matériel ne peut
pas étre entretenue sur site, la batterie du serveur peut I'étre. Veuillez observer l'avertissement suivant:

ATTENTION! ' Danger d'explosion si la batterie est remplacée par un type incorrect. Pour le
remplacement, n'utilisez que le type de batterie recommandé par le fabricant. Eliminez les batteries
usagées en respectant les instructions du fabricant.

Le matériel approprié est fourni avec I'équipement afin de pouvoir le monter dans un rack EIA 19"
standard.

AVERTISSEMENT! Pour éviter toute blessure corporelle lors du montage ou de I'entretien de cette unité
en rack, vous devez prendre des précautions spéciales pour vous assurer que le systéme reste stable.
Les instructions suivantes sont destinées a garantir votre sécurité:

* Cette unité doit &tre montée en bas du rack si elle est la seule.

* Lorsque vous montez cette unité dans un rack partiellement rempli, chargez le rack du bas en haut, en
plagant le composant le plus lourd tout en bas.

* Sile rack est fourni avec des stabilisateurs, installez ces derniers avant de monter ou d'entretenir
l'unité dans le rack.

ATTENTION! L'équipement monté sur rail ou glissiére ne doit pas étre utilisé en tant qu'étagére ou
espace de travail.

Comme avec tous les équipements électroniques, I'opérateur doit veiller a la décharge électrostatique
(ESD). L'utilisation des techniques correctes de gestion ESD (revétements de sol ESD, bracelets
antistatiques, etc.) évite les dommages potentiels que pourrait subir I'unité. Il est vivement recommandé
d'éliminer les décharges électrostatiques potentielles au cours des procédures suivantes:

¢ |nstallation de 'unité dans un rack

* Remplacement d'un module d'alimentation
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OASIS KMIP Support

The KeySecure offers support for a subset of the features described in version 1.0 of the Key Management
Interoperability Protocol (KMIP). To see the details of that standard, visit OASIS at:

http://docs.oasis-open.org/kmip/spec/v1.0/kmip-spec-1.0.html

Our implementation currently offers support for the following KMIP features:
KMIP Managed Object Support

Certificate - A digital certificate. It is a DER-encoded X.509 public key certificate. For PGP certificates,
it is a transferable public key in the OpenPGP message format.

Private Key - Contains the private portion of an asymmetric key pair.

Public Key - Contains the public portion of an asymmetric key pair. This is not a certificate.

Secret Data - Contains a shared secret value that is not a key or certificate (e.g. a password).
Composed of a secret data type and a key block. Must be in opaque format.

Symmetric Key - This object is composed of a key block. Can be in raw or opaque format.

Template - Contains the client-settable attributes of a managed cryptographic object. Templates are
used to specify the attributes of a new managed cryptographic object in various operations and are
intended to be used to specify the cryptographic attributes of new objects in a standardized,
convenient way. Supported attributes are shown in the section below.

KMIP Attribute Support

Application Specific Information - A structure used to store data specific to the application(s) using the
managed object. The maximum length of the ASI namespace is 64 characters. The maximum ASI data
length is 256 characters.

Certificate Type - The type of a certificate (e.g., X.509, PGP, etc). The Certificate Type value can be set
by the server when the certificate is created or registered. The Certificate Type value cannot be
changed or deleted before the object is destroyed.

Certificate Identifier - A structure used to provide the identification of a certificate.

Certificate Issuer - A structure used to identify the issuer of a certificate, containing the Issuer
Distinguished Name (i.e., from the Issuer field of the certificate).

Certificate Subject - A structure used to identify the subject of a certificate.

Contact Information* - User-defined contact information. This information is not used for policy
enforcement.

Cryptographic Algorithm - The algorithm used by the object, e.g., DES, AES.
Cryptographic Length - The length, in bits, of the cleartext cryptographic key material.
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Custom Attributes - Client- or server-defined attributes intended for vendor-specific purposes. Custom
attribute structures are not supported. The following types are supported: Big Integer, Boolean, Byte
String, Date-Time, Enumeration, Integer, Interval, Long Integer, Text String.

Digest - Contains the digest value of the key or secret data. The KeySecure only creates a SHA-256
digest. Digest is composed of a hashing algorithm and a digest value.

Initial Date - The date and time when the managed object was first created or registered by the
KeySecure.

Activation Date - The date and time when the Managed Cryptographic Object may begin to be used.

Process Start Date - The date and time when a Managed Symmetric Key Object may begin to be used
to process cryptographically-protected information (e.g., decryption or unwrapping).

Protect Stop Date - The date and time when a Managed Symmetric Key Object shall not be used for
applying cryptographic protection (e.g., encryption or wrapping).

Deactivation Date - The date and time when the Managed Cryptographic Object shall not be used for
any purpose, except for decryption, signature verification, or unwrapping, but only under extraordinary
circumstances and only when special permission is granted.

Compromise Occurrence Date - The date and time when the Managed Cryptographic Object was first
believed to be compromised.

Compromise Date - The date and time when the Managed Cryptographic Object entered into the
compromised state.

Revocation Reason - A structure used to indicate why the Managed Cryptographic Object was
revoked (e.g., “compromised”, “expired”, “no longer used”, etc). This attribute is only set by the server
as a part of the Revoke operation.

Link - A link from one Managed Cryptographic Object to another, closely related Managed
Cryptographic Object, for example a public and private key pair.

Name - Used to identify and locate an object. This attribute is assigned by the client and is composed
of a name value and a name type. KeySecure supports name type string.

Object Group* - A group of objects. An object may belong to more than one group of objects.
Object Type - Describes the type of object. For example, Symmetric Key, Template, or Secret Data etc.

State - The State of an object as known to the key management server. The State cannot be changed
by using the Modify Attribute operation on this attribute. The state can only be changed by the server
as a part of other operations or other server processes.

Unique Identifier - Generated by the KeySecure to uniquely identify the managed object.

* Contact Information and Object Group will appear as custom attributes in certain sections of the
Management Console.

KMIP Operations Support

Activate - Requests that a managed object be activated. The request does not specify a Template
object. The operation can only be performed on an object in the Pre-Active state. The operation
changes the object state to Active, and sets the Activation Date to the current date and time.

KEYSECURE USER GUIDE



The request contains the Unique Identifier of the managed object to be activated. If the Unique
Identifier is not specified, then the ID Placeholder is used as the Unique Identifier.

* AddAttribute - Adds a new attribute instance or application specific information instance to a managed
object and sets its value.

* Create - Generate a new symmetric key. Cannot be used to create a template but multiple templates
can be included to simplify the key creation. Our implementation of the create operation supports
application specific information, custom attributes, key lifecycle attributes, and aliases.

* CreateKeyPair - Generate a new asymmetric key pair. Cannot be used to create a template but
multiple private key, public key, or common templates can be included to simplify the key pair creation.
Our implementation of the create key pair operation supports application specific information, custom
attributes, key lifecycle attributes, and aliases. If you create a KMIP Key Pair and click on one of the
keys in the Key Properties dialog box, the key is identified as either a public or private key.

* DeleteAttribute - Deletes an attribute associated with a managed object. The object is specified by its
unique identifier. Attributes are specified by their name. Any attribute that is required cannot be
deleted. Our implementation of the DeleteAttribute operation supports application specific information
and custom attributes.

* Destroy - Requests that the key material for a managed object be destroyed. Our implementation of
KMIP does not retain metadata. Once the managed object is destroyed, its metadata is erased, too.
KMIP object state is supported, so objects in the Active state, for example, cannot be destroyed
through the KMIP interface. They can still be destroyed through the Management Console or NAE-
XML protocol.

* Get - Requests that the server return the managed object specified by its unique identifier. Only a
single object is returned. The response contains the object’s unique identifier and the object itself.
Compression and wrapping are not supported.

* GetAttributes - Requests one or more attributes of a managed object. The object is specified by its
unique identifier. Attributes are specified by their name. If the specified attribute has multiple instances,
then all instances are returned. If a specified attribute does not exist, then it is not present in the
returned response. If none of the attributes exist, the response consists only of the unique identifier. If
no attribute name is specified in the request, the server will act as if all attributes match the request.

* GetAttributeList - Requests a list of the attribute names associated with the managed object. The
object is specified by its unique identifier. This request supports application specific information,
custom attributes, and aliases.

e Locate - Requests that the server search for one or more managed objects. We recommend that you
use the Maximum Items field to no more than 1000. Otherwise, the response may be delayed, or the
server may close the connection. Wild cards are not supported. The server supports only online
objects, so if the storage-status mask excludes online object, the search returns empty. All supported
attributes are valid. Date matching is supported.

* ModifyAttribute - Modifies the value of an existing attribute instance associated with a managed object.
The object is specified by its unique identifier. The operation request contains the attribute name to be
modified, the attribute index (optional), and the new value. Only existing values may be changed. If an
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attribute has multiple instances, only the specified instance of the attribute is modified. If the attribute
has multiple instances, and no index is specified, the index is assumed to 0. If the attribute does not
support multiple instances, then an index cannot be specified.

* Query - Requests information about the server’s capabilities and/or protocol mechanisms. The server
vendor identification is SafeNet, Inc. We do not support any name spaces, so none are returned.

* Register - Requests that the server register a managed object that was created by the client or
obtained by the client through some other means. Only templates, secret data, and symmetric keys
are supported.

* Revoke - Requests to revoke a Managed Cryptographic Object or an Opaque Object. The request
doesn’t specify a Template object. The request contains a reason for the revocation (e.g., “key
compromise”, “cessation of operation”, etc). Special authentication and authorization is enforced to
perform this request. Only the object creator or an authorized security officer is allowed to issue this
request. The operation has one of two effects. If the revocation reason is “key compromise”, then the
object is placed into the “compromised” state, and the Compromise Date attribute is set to the current
date and time. Otherwise, the object is placed into the “deactivated” state, and the Deactivation Date

attribute is set to the current date and time.
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